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1 - Domain: Corp.myco.com 
 
 

1.1 - CORP.MYCO.COM\B2B-GW 
 
Computer IP address 

Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 192.168.6.44  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Operating system in Extended Support 
 
 
System Profile 
 
Profile  

OS Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 7242-6114-4960-1418-0345-9017-97 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 8/12/2013 8:57:44 AM 

Last Active Directory Check-in 10/25/2016 9:37:37 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 
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Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

1024 MB 

 32     

Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.9 GB 101.98 GB 80.36% 24.92GB 19.64% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Virtual HD ATA Device  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Local Area Connection 3:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:07:37:0F 

DHCP Enabled No 

IPv4 Address 192.168.6.44;fe80::31d8:b72b:fab4:af25 

Subnet Mask 255.255.240.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.23, 8.8.8.8 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 
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 ThreatTrack Security VIPRE Business Agent 

Up-to-date Yes 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 6.1.7600.16385) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.193.2151.0 

AS Last Applied 3/9/2015 6:59:21 PM 

Engine Version 1.1.11400.0 

Last Scan 3/12/2015 2:32:22 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
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Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\b2b-GW\ADMIN$ C:\Windows  

\\b2b-GW\C$ C:\  

\\b2b-GW\IPC$   

\\b2b-GW\accts C:\accts  

 
Installed Applications 
 
Application Name Version 

Microsoft .NET Framework 4.5 4.5.50709 

Microsoft Baseline Security Analyzer 2.3 2.3.2211 

Microsoft Office Professional Plus 2010 14.0.4763.1000 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

Microsoft SQL Server 2008 R2 Native Client 10.52.4000.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.30319 192.168.30319 

redi Detective 2.2.1215.0 

myco Agent  

myco Explorer 3.0.1074 

Quick Screen Capture 3.0 3.0 

myapp 3.0.117.230 

myapp - 1 3.0.204.236 

VIPRE Business Agent 9.3.6000 

VMware Remote Console Plug-in 5.1 0.0.1 

VMware vSphere PowerCLI 6.3.0.8258 

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 55041-006-2443512-86608 (ends with HCQPK) 

Microsoft - Office Professional Plus 2010 82503-018-0000106-48008 (ends with HCQPK) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 7 Enterprise 55041-006-2443512-86608 (ends with HCQPK) 
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Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.44 b2b-GW  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

29080/TC
P 

Any pwgateway.exe  NT AUTHORITY\SYSTEM 

29081/TC
P 

Any pwgwupdater.exe  NT AUTHORITY\SYSTEM 

29100/TC
P 

Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49155/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49203/TC
P 

Any services.exe Services and Controller app NT AUTHORITY\SYSTEM 

52603/TC
P 

Any DllHost.exe COM Surrogate PIT\Administrator 

54399/TC
P 

Any DllHost.exe COM Surrogate PIT\psolidad 

58308/TC
P 

Any DllHost.exe COM Surrogate PIT\pmaloney 

60837/TC
P 

Any DllHost.exe COM Surrogate PIT\tsysco 
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Port IP 
Address 

Process Name Description User 

63183/TC
P 

Any DllHost.exe COM Surrogate PIT\Jdangerfield 
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1.2 - CORP.MYCO.COM\BETTY-INSPIRON 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.37  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key PCJ6B-Q73XX-3HH4J-DRF8C-PGYP6 

Manufacturer Dell Inc./Inspiron N4010 

Service Tag/Serial Number 5LCZZP1 

Processor Intel(R) Core(TM) i3 CPU M 380 @ 2.53GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 9/20/2016 5:52:31 AM 

Last Active Directory Check-in 10/25/2016 7:07:23 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM_A (In Use) 08779749 1333 MHz 2048 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM_B (In Use) 08179772 1333 MHz 2048 MB 

Total Memory   4096 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 232.4 GB 39.56 GB 17.02% 192.84GB 82.98% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Hitachi HTS545025B9A300 100702PBN2383SEZT
ZET 

Hard Drive 232.88 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Qualcomm Atheros AR8152 PCI-E Fast Ethernet Controller (NDIS 
6.30) 

Physical Address 14:FE:B5:AB:4C:BA 

DHCP Enabled Yes 

IPv4 Address 192.168.6.37;fe80::20f8:5e55:c35f:ca0c 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 5:37:05 PM 

Lease Expires 11/1/2016 5:37:05 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 

 
 
Endpoint Security 
 
Security Center 
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Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12603.0 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.217.1180.0 

AS Last Applied 4/12/2016 8:19:51 AM 

Engine Version 1.1.12603.0 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 13 of 362 

Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 1 update is missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\betty-INSPIRON\ADMIN$ C:\WINDOWS  

\\betty-INSPIRON\C$ C:\  

\\betty-INSPIRON\IPC$   

 
Installed Applications 
 
Application Name Version 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Mozilla Firefox 49.0 (x86 en-US) 49.0 

Mozilla Maintenance Service 49.0 

Realtek High Definition Audio Driver 6.0.1.7116 

Revo Uninstaller Pro 3.1.5 3.1.5 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

Trigger External Graphics Family 16.05.0819.0179 16.05.0819.0179 

VIPRE Business Agent 9.3.6000 

 
 
License Keys 
 
Application Name License Key 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Internet Explorer 00330-80104-68518-AA822 (ends with 82QGT) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-80104-68518-AA393 (ends with 82QGT) 
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Application Name License Key 

WOW6432Node - Intel {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.37 betty-INSPIRON  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49667/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49668/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49670/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

64634/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

64645/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.3 - CORP.MYCO.COM\BOPPENHEIMER-PC 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 169.254.196.228  
169.254.57.9  

192.168.6.109  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key PCJ6B-Q73XX-3HH4J-DRF8C-PGYP6 

Manufacturer Acer/Aspire TC-605 

Processor Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 9/29/2016 10:38:10 AM 

Last Active Directory Check-in 10/25/2016 8:16:53 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 0B28657A 1600 MHz 8192 MB 
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Memory Serial # Speed Size 

Memory Bank: DIMM2 (In Use) 942891C0 1600 MHz 4096 MB 

Memory Bank: Bank 3 (Available)    

Total Memory   12288 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 930.56 GB 179.88 GB 19.33% 750.68GB 80.67% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

ST1000DM003-1CH162 Z1D9Z7CM Hard Drive 931.51 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (svr1-99ZR-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:06:6D:0C 

DHCP Enabled Yes 

IPv4 Address 169.254.57.9;fe80::2d5f:95:f2a2:3909 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (NDA-itable-VS) 
2: 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:06:6D:01 

DHCP Enabled Yes 

IPv4 Address 169.254.196.228;fe80::15a3:dab0:3be9:c4e4 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 17 of 362 

Ethernet adapter vEthernet (NDA-External-
VS) 2: 

 

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 44:8A:5B:64:1E:49 

DHCP Enabled Yes 

IPv4 Address 192.168.6.109;fe80::81df:a1f5:e6e9:2a42 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 9:00:37 AM 

Lease Expires 11/2/2016 9:00:37 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Avast Antivirus (Version 12.3.3154.0) 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.13000.0 

Last Scan 8/29/2016 2:39:57 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Avast Antivirus (Version 12.3.3154.0) 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.227.1029.0 

AS Last Applied 8/29/2016 9:22:45 AM 

Engine Version 1.1.13000.0 
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 Avast Antivirus (Version 12.3.3154.0) 

Last Scan 8/29/2016 2:39:57 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 2 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 8 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

169.254.196.228, Brother HL-6180DW    
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IP Address Printer Name Accessed From Location Location 

169.254.57.9, 
192.168.6.109 

series Printer 

 
 
Shares 
 
UNC PATH Remark 

\\Boppenheimer-PC\ADMIN$ C:\WINDOWS  

\\Boppenheimer-PC\C$ C:\  

\\Boppenheimer-PC\IPC$   

\\Boppenheimer-PC\Shared C:\Shared  

\\Boppenheimer-PC\sharedsub C:\Shared\sharedsub  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.00 (x64) 16.00 

7-Zip 16.02 (x64 edition) 16.02.00.0 

Avast Free Antivirus 12.3.2280 

Belarc Advisor 8.5c 8.5.3.0 

Cisco WebEx Meetings  

Citrix Online Launcher 1.0.408 

Google Chrome 54.0.2840.71 

GoToMeeting 7.24.0.5636 7.24.0.5636 

Intel Driver Update Utility 2.6.1.4 

Lightshot-5.3.0.0 5.3.0.0 

Logitech Gaming Software 8.83 8.83.85 

Microsoft Baseline Security Analyzer 2.3 2.3.2211 

Microsoft Office Professional Plus 2013 15.0.4569.1506 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0.30501.0 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 
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Application Name Version 

Motorola Device Manager 2.5.4 

Motorola Mobile Drivers Installation 6.4.0 6.4.0 

MSXML 4.0 SP3 Parser 4.30.2100.0 

redi Detective - 1 4.0.1011.0 

Nmap 7.30 7.30 

Notepad++ 6.9.2 

NVIDIA 3D Vision Controller Driver 364.44 364.44 

NVIDIA 3D Vision Driver 365.19 365.19 

NVIDIA GeForce Experience 2.11.3.5 2.11.3.5 

NVIDIA Graphics Driver 365.19 365.19 

NVIDIA HD Audio Driver 1.3.34.4 1.3.34.4 

NVIDIA PhysX System Software 9.15.0428 9.15.0428 

Pdfedit 4.5.0.0 

qBittorrent 3.3.5 3.3.5 

Realtek Card Reader 192.168.10586.31222 

Realtek Ethernet Controller Driver 10.1.505.2015 

Realtek High Definition Audio Driver 6.0.1.7116 

Registry Workshop  

Revo Uninstaller 2.0.1 2.0.1 

Ryver 1.1.6 

ScreenConnect Client (2872323bbe412f4c) 5.4.9675.5750 

TeamViewer 11 11.0.66695 

Vbsedit 7.4 

Vbsedit 32-bit 7.4 

VMware Remote Console Plug-in 5.1 0.0.1 

VMware vSphere Client 5.5 5.5.0.4216 

VMware vSphere Client 6.0 6.0.0.6826 

VMware vSphere PowerCLI 6.3.0.8258 

Vulkan Run Time Libraries 1.0.11.1 1.0.11.1 

VyprVPN 2.8.1.6658 

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

Windows Resource Kit Tools - GPInventory.exe 1.0.1361.27800 

Windows Resource Kit Tools - SubInAcl.exe 5.2.3790.1164 

WMI Tools 1.50.1131.0001 

WMIX v3 3.02.01 

 
 
License Keys 
 
Application Name License Key 

Belarc - Advisor 9b1d8a60 
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Application Name License Key 

Microsoft - Internet Explorer 00260-00000-00001-AA606 (R3YW6-FRM34-82RMW-
2PYFW-TQ6TM) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA154 (JVF76-6TMPY-98BXW-
76FY6-YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-80104-68518-AA395 (ends with 82QGT) 

WOW6432Node - Belarc 9b1d8a60 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 

192.168.6.109 Boppenheimer-PC   

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

1053/TCP Any services  NT AUTHORITY\SYSTEM 

1536/TCP Any wininit  NT AUTHORITY\SYSTEM 

1537/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

1538/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

1539/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

1540/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

1542/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

12000/TC
P 

Any ForwardDaemon.exe ForwardDemon NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

47001/TC
P 

Any System   
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1.4 - CORP.MYCO.COM\BUILDBOX 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 169.254.7.13  
192.168.6.63  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key QYW3B-WQHHJ-RDQWG-TQ9JB-6VJXG 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 1268-2914-8398-6674-9792-4482-17 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Single-core 
Not hyper-threaded 

OS Install Date 9/19/2016 4:50:35 AM 

Last Active Directory Check-in 10/25/2016 9:43:46 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

3968 MB 
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Memory Serial # Speed Size 

Memory Bank: M1 (In Use) None unknown 
MHz 

128 MB 

 32     

Total Memory   4096 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.51 GB 56.03 GB 44.29% 70.48GB 55.71% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Virtual HD ATA Device  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet 2:  

Connection-specific DNS Suffix Corp.myco.com 

Description Intel 21140-Based PCI Fast Ethernet Adapter (Emulated) 

Physical Address 00:15:5D:07:37:4D 

DHCP Enabled Yes 

IPv4 Address 192.168.6.63;fe80::8966:eb6:55a8:ac9f 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 11:29:10 AM 

Lease Expires 11/2/2016 11:29:10 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 

Ethernet adapter Ethernet:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:07:37:4C 

DHCP Enabled Yes 
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Ethernet adapter Ethernet 2:  

IPv4 Address 169.254.7.13;fe80::8416:b129:9737:70d 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 10:49:21 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.385.0 

AS Last Applied 10/25/2016 6:41:28 AM 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 10:49:21 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
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Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\buildbox\ADMIN$ C:\WINDOWS  

\\buildbox\C$ C:\  

\\buildbox\IPC$   

 
Installed Applications 
 
Application Name Version 

DevExpress Components 14.1 14.1.7 

Entity Framework 6.1.3 Tools for Visual Studio 2013 12.0.40302.0 

IIS 8.0 Express 8.0.1557 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5 SDK 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 
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Application Name Version 

Microsoft Help Viewer 2.1 2.1.21005 

Microsoft Office 365 ProPlus - en-us 16.0.6965.2092 

Microsoft Office Developer Tools for Visual Studio 2013 12.0.40814.0 

Microsoft Office Professional Plus 2016 - en-us 16.0.6965.2092 

Microsoft Silverlight 5.1.20513.0 

Microsoft Silverlight 5 SDK 5.0.61118.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.1.3000.0 

Microsoft SQL Server 2012 Data-Tier App Framework 11.1.2902.0 

Microsoft SQL Server 2012 Data-Tier App Framework (x64) 11.1.2902.0 

Microsoft SQL Server 2012 Express LocalDB 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects (x64) 11.1.3000.0 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1.3000.0 

Microsoft SQL Server 2012 T-SQL Language Service 11.1.3000.0 

Microsoft SQL Server 2014 Express LocalDB 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (12.0.41012.0) 12.0.41012.0 

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server System CLR Types 10.50.1600.1 

Microsoft SQL Server System CLR Types (x64) 10.50.1600.1 

Microsoft System CLR Types for SQL Server 2012 11.1.3366.16 

Microsoft System CLR Types for SQL Server 2012 (x64) 11.1.3366.16 

Microsoft System CLR Types for SQL Server 2014 12.0.2000.8 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual F# 3.1.2 12.0.30815.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Visual Studio Professional 2013 12.0.21005.13 

Microsoft Web Deploy 3.5 3.1237.1763 

Microsoft Web Platform Installer 5.0 5.0.50430.0 

MindFusion WinForms 1.0.0 

Prerequisites for SSDT 12.0.2000.8 

SharePoint Client Components 15.0.4711.1001 

Visual Studio Extensions for Windows Library for JavaScript 2.1.30324.52 2.1.30324.52 

WCF RIA Services V1.0 SP2 4.1.62812.0 
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Application Name Version 

Windows Phone 8.1 Emulators - ENU 12.0.31010.0 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00330-80101-38598-AA280 (ends with QDBP6) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - VisualStudio 4.1.21001.0 

Microsoft - Windows 10 Pro 00330-80101-38598-AA342 (ends with QDBP6) 

WOW6432Node - Microsoft 4.1.21001.0 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.63 buildbox  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

47001/TC
P 

Any System   

49523/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49525/TC
P 

Any services  NT AUTHORITY\SYSTEM 

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49667/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49668/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

49669/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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1.5 - CORP.MYCO.COM\CERTEXAM 
 
Computer IP address 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 192.168.6.5  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 1341-6755-7201-7500-4880-8259-16 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 7/28/2014 8:38:10 PM 

Last Active Directory Check-in 10/25/2016 9:50:27 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M00 (In Use) None unknown 
MHz 

1024 MB 
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Memory Serial # Speed Size 

 1     

Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.48 GB 17.58 GB 13.90% 108.9GB 86.10% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:7A:59:11 

DHCP Enabled Yes 

IPv4 Address 192.168.6.5;fe80::1509:e668:f2a6:e2ea 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/23/2016 11:18:24 PM 

Lease Expires 10/31/2016 11:18:24 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 4000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
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No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Updates, Windows Server 2012 R2 Failed (non-critical) 6 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
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UNC PATH Remark 

\\CERTEXAM\ADMIN$ C:\Windows  

\\CERTEXAM\C$ C:\  

\\CERTEXAM\IPC$   

 
Installed Applications 
 
None Detected 
 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.5 CERTEXAM    

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

443/TCP Any System   

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5504/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

29100/TC
P 

Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

49157/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49177/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

53685/TC
P 

Any tssdis.exe Remote Desktop Connection 
Broker 

NT AUTHORITY\redi SERVICE 

53688/TC
P 

Any services  NT AUTHORITY\SYSTEM 

53690/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 
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1.6 - CORP.MYCO.COM\CONFERENCE-ROOM 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.56  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6 

Manufacturer LENOVO/10AB000KUS 

Service Tag/Serial Number MG006P4N 

Processor Intel(R) Core(TM) i5-4570T CPU @ 2.90GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
4096 MB L3 Cache 

OS Install Date 9/20/2016 8:47:44 PM 

Last Active Directory Check-in 10/25/2016 9:15:15 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    
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Memory Serial # Speed Size 

Memory Bank: ChannelB-DIMM0 (In Use) 165DC581 1600 MHz 4096 MB 

Total Memory   4096 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 255.45 GB 36.31 GB 14.21% 219.14GB 85.79% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

APPLE HDD TOSHIBA MK5065GSXF 62PNCTTLT Hard Drive 465.76 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Intel(R) Ethernet Connection I217-LM 

Physical Address 00:23:24:6C:C7:EF 

DHCP Enabled Yes 

IPv4 Address 192.168.6.56;fe80::ad41:cacc:ac6e:e041 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 9:15:08 PM 

Lease Expires 11/2/2016 9:15:08 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
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 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12805.0 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.221.14.0 

AS Last Applied 5/19/2016 5:28:52 PM 

Engine Version 1.1.12805.0 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
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MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 8 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\CONFERENCE-ROOM\ADMIN$ C:\Windows  

\\CONFERENCE-ROOM\C$ C:\  

\\CONFERENCE-ROOM\IPC$   

 
Installed Applications 
 
None Detected 
 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.56 CONFERENCE-ROOM  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.56 

System   
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Port IP 
Address 

Process Name Description User 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49667/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49669/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49697/TC
P 

Any services  NT AUTHORITY\SYSTEM 

64805/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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1.7 - CORP.MYCO.COM\DARKHORSE 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 10586) 169.254.24.150  
169.254.58.236  

192.168.6.80  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 10586) 

Windows Key T24MJ-TJG4R-YQWWC-37GV9-FRG6P 

Manufacturer PowerSpec/Gseries 

Service Tag/Serial Number PS 

Processor Intel(R) Core(TM) i7-6700K CPU @ 4.00GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 8/4/2016 6:33:57 AM 

Last Active Directory Check-in 10/25/2016 9:06:54 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 
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Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 

Memory Bank: Bank 2 (Available)    

Memory Bank: ChannelB-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 

Memory Bank: Bank 4 (Available)    

Total Memory   16384 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Windows NTFS 476.12 GB 222.82 GB 46.80% 253.3GB 53.20% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

SanDisk SD8SB8U512G1122 161101801077 Hard Drive 476.94 
GB 

C: 

Generic- Multiple Reader USB Device AU6479  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (NDA-External-
VS): 

 

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 4C:CC:6A:25:7D:6D 

DHCP Enabled Yes 

IPv4 Address 192.168.6.80;fe80::c42:9dab:83a1:ea7f 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/22/2016 7:00:51 AM 

Lease Expires 10/30/2016 7:00:51 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 
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Ethernet adapter vEthernet (svr1-99ZO-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:06:50:00 

DHCP Enabled Yes 

IPv4 Address 169.254.24.150;fe80::59f3:9394:d4fe:1896 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (workstation-
marion-itable-VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:06:50:05 

DHCP Enabled Yes 

IPv4 Address 169.254.58.236;fe80::a8a8:6c1c:2b2c:3aec 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.9.10586.589) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 7:22:59 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.9.10586.589) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.372.0 

AS Last Applied 10/25/2016 2:44:35 AM 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 7:22:59 AM 

Last Scan Type Quick 
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 Windows Defender (Version 4.9.10586.589) 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 26 updates are missing. 

Drivers, Windows 8.1 and later drivers Failed (non-critical) 2 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

169.254.24.150, 
169.254.58.236, 
192.168.6.80 

SEC30CDA792322C   Administrator 
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Shares 
 
UNC PATH Remark 

\\darkhorse\ADMIN$ C:\windows  

\\darkhorse\C$ C:\  

\\darkhorse\download C:\download  

\\darkhorse\IPC$   

\\darkhorse\projects C:\projects  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

Administrative Templates (ADMX) for Windows 10 Version 1511 1.0 

Application Insights Tools for Visual Studio 2015 7.0.20622.1 

Atheros Outlook Addin 2010 1.0.0.0 

DevExpress Components 14.1 14.1.7 

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0 

FileZilla Client 3.20.1 3.20.1 

Git version 2.9.2 2.9.2 

Google Chrome 54.0.2840.71 

IIS 10.0 Express 192.168.1736 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

ILMerge 2.12.0803 

Intel(R) Processor Graphics 20.19.15.4501 

Intel(R) Rapid Storage Technology 14.5.0.1081 

Intel(R) Serial IO 30.100.1519.07 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft .NET Framework 4.6 SDK 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127 

Microsoft .NET Framework 4.6.1 SDK 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055 

Microsoft .NET Version Manager (x64) 1.0.0-beta5 1.0.10609.0 

Microsoft Baseline Security Analyzer 2.3 2.3.2211 
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Application Name Version 

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft Help Viewer 2.2 2.2.25420 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

Microsoft Report Viewer 2012 Runtime 11.0.2100.60 

Microsoft Silverlight 5.1.20513.0 

Microsoft SQL Server 2008 R2 Management Objects 10.51.2500.0 

Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 

Microsoft SQL Server 2012 (64-bit)  

Microsoft SQL Server 2012 dbre Line Utilities 11.0.2100.60 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft SQL Server 2012 Policies 11.0.2100.60 

Microsoft SQL Server 2012 Setup (English) 11.1.3128.0 

Microsoft SQL Server 2012 Transact-SQL Compiler Service 11.1.3128.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1.3000.0 

Microsoft SQL Server 2014 Express LocalDB 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server 2016 LocalDB 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects (x64) 13.0.1601.5 

Microsoft SQL Server 2016 T-SQL Language Service 13.0.14500.10 

Microsoft SQL Server 2016 T-SQL ScriptDom 13.0.1601.5 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (14.0.60519.0) 14.0.60519.0 

Microsoft SQL Server System CLR Types 10.51.2500.0 

Microsoft System CLR Types for SQL Server 2012 (x64) 11.1.3000.0 

Microsoft System CLR Types for SQL Server 2014 12.0.2402.29 

Microsoft System CLR Types for SQL Server 2016 13.0.1601.5 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Runtime - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 
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Application Name Version 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24210 14.0.24210.0 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24212 14.0.24212.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Shell (Isolated) - ENU 192.168.40219 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Visual Studio Professional 2015 with Updates 14.0.25420.1 

Microsoft Web Deploy 3.6 3.1238.1962 

MindFusion WinForms 1.0.0 

Prerequisites for SSDT 12.0.2000.8 

Qualcomm Atheros Bluetooth Suite (64) 8.0.1.312 

Realtek High Definition Audio Driver 6.0.1.7599 

Ryver 1.1.8 

ScreenConnect Client (2872323bbe412f4c) 5.4.9675.5750 

Sublime Text 2.0.2  

Terminals 3.6.1.0 

USBPcap 1.1.0.0-g794bf26-3 1.1.0.0-g794bf26-3 

Visual Studio 2010 Prerequisites - English 192.168.40219 

VMware OVF Tool 4.1.0 

VMware Remote Console Plug-in 5.1 0.0.1 

VMware vSphere Client 6.0 6.0.0.6826 

VMware vSphere PowerCLI 6.3.0.8258 

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

WinPcap 4.1.3 4.1.0.2980 

WinZip Self-Extractor  

Wireshark 2.0.5 (64-bit) 2.0.5 

 
 
License Keys 
 
Application Name License Key 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - GDR 3128 for SQL Server 2012 (KB2793634) 
(64-bit) 

SQL2011 

Microsoft - Internet Explorer 00330-50087-69689-AAOEM (ends with Y98XC) 

Microsoft - Office 16 00202-50567-56128-AA721 (ends with 489C2) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Service Pack 1 for SQL Server 2012 
(KB2674319) (64-bit) 

SQL2011 

Microsoft - SQL Server MpcId-010-0008006-02258 

Microsoft - VisualStudio 01010-532-2002386-70111 

Microsoft - VisualStudio 4.1.41102.0 
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Application Name License Key 

Microsoft - Windows 10 Pro 00330-50087-69689-AAOEM (ends with Y98XC) 

WOW6432Node - Intel {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

WOW6432Node - Microsoft 01010-532-2002386-70111 

WOW6432Node - Microsoft 89383-100-0001260-04309 

WOW6432Node - Microsoft MpcId-010-0008006-02258 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.80 darkhorse  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any System   

49153/TC
P 

Any System   

49154/TC
P 

Any System   

49155/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49667/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

P 

49669/TC
P 

Any services  NT AUTHORITY\SYSTEM 

49670/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

51709/TC
P 

Any System   

62183/TC
P 

Any System   
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1.8 - CORP.MYCO.COM\DARREN-PC 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.134  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key QYW3B-WQHHJ-RDQWG-TQ9JB-6VJXG 

Manufacturer HP/550-110 

Processor Intel(R) Core(TM) i3-4170 CPU @ 3.70GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 10/10/2016 11:37:34 AM 

Last Active Directory Check-in 10/25/2016 9:26:18 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM2 (In Use) 2121A1A7 1600 MHz 8192 MB 

Total Memory   8192 MB 
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Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Windows NTFS 912.26 GB 37.47 GB 4.11% 874.79GB 95.89% 

D: Recovery Image NTFS 17.82 GB 15.57 GB 87.37% 2.25GB 12.63% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

ST1000DM003-1ER162 Z4YCSVQY Hard Drive 931.51 
GB 

C:, D: 

Generic- SD/MMC/MS PRO USB Device 2012062914345300  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address DC:FE:07:0A:6D:7D 

DHCP Enabled Yes 

IPv4 Address 192.168.6.134;fe80::2508:aae8:1619:22e1 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 6:35:35 PM 

Lease Expires 11/2/2016 6:35:35 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
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 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.12603.0 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.217.1263.0 

AS Last Applied 4/13/2016 8:06:50 AM 

Engine Version 1.1.12603.0 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
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MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 14 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.134 Brother MFC-9320CW 
Printer 

   

192.168.6.134 Brother HL-6180DW 
series Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\darren-PC\ADMIN$ C:\WINDOWS  

\\darren-PC\C$ C:\  

\\darren-PC\D$ D:\  

\\darren-PC\IPC$   

 
Installed Applications 
 
None Detected 
 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.134 darren-PC  
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Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

17500/TC
P 

Any Dropbox.exe Dropbox PIT\dfaithl 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49669/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49670/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49671/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

51694/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.9 - CORP.MYCO.COM\DC03 
 
Computer IP address 

Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 169.254.52.150  
192.168.1.23  

192.168.1.4  
192.168.1.3  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 

Windows Key QT62M-FVDB2-V2QJK-K67P2-HH4TB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 8969-2496-9219-1613-4999-3630-25 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 1/30/2014 12:16:06 AM 

Last Active Directory Check-in 10/25/2016 3:04:50 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M00 (In Use) None unknown 1024 MB 
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Memory Serial # Speed Size 

MHz 

 1     

Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.48 GB 22.10 GB 17.47% 104.38GB 82.53% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:0A:00:01:03 

DHCP Enabled No 

IPv4 Address 192.168.1.23;192.168.1.4;192.168.1.3;fe80::b59a:c6dc:c17b:15b9 

Subnet Mask 255.255.248.0, 255.255.248.0, 255.255.255.0, 64 

Default Gateway 192.168.1.1 

DNS Servers 127.0.0.1 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
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No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 
Detected by Services 
 
Antivirus 
 

 GFI Languard 

Enabled Yes 

 VIPRE 

Enabled No 

 
Antispyware 
 

 GFI Languard 

Enabled Yes 

 VIPRE 

Enabled No 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Critical Updates, Windows Server 2012 R2 Failed (critical) 8 critical updates are 
missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Windows Server 2012 R2 Failed (non-critical) 1 update is missing. 

Security Updates, Windows Server 2012 R2 Failed (critical) 127 security updates are 
missing. 

Update Rollups, Windows Server 2012 R2 Failed (non-critical) 3 updates are missing. 

Updates, Windows Server 2012 R2 Failed (non-critical) 101 updates are missing. 
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Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\DC03\ADMIN$ C:\Windows  

\\DC03\C$ C:\  

\\DC03\IPC$   

\\DC03\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.myco.com\
SCRIPTS 

 

\\DC03\SYSVOL C:\Windows\SYSVOL\sysvol  

\\DC03\Tech C:\Shares\Tech  

\\DC03\accts C:\accts  

 
Installed Applications 
 
Application Name Version 

GFI Business Agent 6.2.5530 

Microsoft Baseline Security Analyzer 2.3 2.3.2208 

Microsoft redi Monitor 3.4 3.4.2350.0 

Microsoft redi Monitor: rediMonitor Parsers 3.4 3.4.2350.0 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

redi Detective 3.0.1027.1 

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

 
 
License Keys 
 
Application Name License Key 

GFI - LNSS10 0 

Microsoft - Internet Explorer 00252-80025-75737-AA884 (ends with 33VJY) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows Server 2012 R2 Datacenter 00252-80025-75737-AA884 (ends with 33VJY) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
DNS 

(53/TCP) 
RDP 

(3389/TCP) 
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IP Address  Computer Name  
DNS 

(53/TCP) 
RDP 

(3389/TCP) 

192.168.1.23 DC03   

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

53/TCP 192.168.1
.3 

dns.exe Domain Name System (DNS) 
Server 

NT AUTHORITY\SYSTEM 

88/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

389/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

445/TCP Any System   

464/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

593/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

636/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

3268/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

3269/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

9389/TCP Any Microsoft.ActiveDirect
ory.WebServices.exe 

Microsoft.ActiveDirectory.WebSer
vices 

NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49157/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49158/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49159/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49162/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

49183/TC
P 

Any dns.exe Domain Name System (DNS) 
Server 

NT AUTHORITY\SYSTEM 

49186/TC Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE 
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Port IP 
Address 

Process Name Description User 

P Services 

49187/TC
P 

Any services  NT AUTHORITY\SYSTEM 

49191/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

49206/TC
P 

Any DFSRs.exe Distributed File System 
Replication 

NT AUTHORITY\SYSTEM 

54264/TC
P 

Any DllHost.exe COM Surrogate PIT\wpayne 
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1.10 - CORP.MYCO.COM\DDOUGLAS-WIN10 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.7.17  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key QYW3B-WQHHJ-RDQWG-TQ9JB-6VJXG 

Manufacturer Gateway/DX4320 

Processor AMD Phenom(tm) II X4 945 Processor 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
2048 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 10/23/2016 1:33:07 PM 

Last Active Directory Check-in 10/25/2016 8:41:05 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM0 (In Use) D8983E83 533 MHz 1024 MB 

Memory Bank: Bank 1 (Available)    
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Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 40293F29 533 MHz 1024 MB 

Memory Bank: DIMM2 (In Use) 3C021E8F 533 MHz 2048 MB 

Memory Bank: DIMM3 (In Use) 69861E3D 533 MHz 2048 MB 

Total Memory   6144 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.81 GB 37.12 GB 29.27% 89.69GB 70.73% 

D: Data NTFS 468.87 GB 0.20 GB 0.04% 468.67GB 99.96% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Generic USB CF Reader USB Device 058F63776371  0 B  

Generic USB SD Reader USB Device 058F63776370  0 B  

HP HP Officejet Pro USB Device CN577FX342  0 B  

Generic Mini SD Reader USB Device 058F63776374  0 B  

Generic USB xD/SM Reader USB Device 058F63776372  0 B  

Hitachi HDS721064CLA332 JP2640HP0DZ4GH Hard Drive 596.17 
GB 

C:, D: 

Generic USB MS Reader USB Device 058F63776373  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet 2:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address 90:FB:A6:8A:96:B6 

DHCP Enabled Yes 

IPv4 Address 192.168.7.17;fe80::e981:7238:cc6c:51cd 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 
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Ethernet adapter Ethernet 2:  

Lease Obtained 10/24/2016 9:24:37 AM 

Lease Expires 11/1/2016 9:24:37 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.231.247.0 

AS Last Applied 10/23/2016 1:32:28 PM 

Engine Version 1.1.13202.0 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 63 of 362 

 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.7.17 HP Officejet Pro 8610    

 
 
Shares 
 
UNC PATH Remark 

\\Ddouglas-WIN10\ADMIN$ C:\Windows  

\\Ddouglas-WIN10\C$ C:\  

\\Ddouglas-WIN10\D$ D:\  

\\Ddouglas-WIN10\IPC$   

 
Installed Applications 
 
Application Name Version 

Adobe Acrobat DC 15.020.20039 

AMD Catalyst Control Center 1.00.0000 

Google Chrome 54.0.2840.71 

HP Officejet Pro 8610 Basic Device Software 32.3.198.49673 

HP Officejet Pro 8610 Help 32.0.0 

HP Update 5.005.002.002 

I.R.I.S. OCR 12.3.4.0 

ICCHelp 19.00.0000 
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Application Name Version 

Microsoft Office 365 ProPlus - en-us 16.0.6965.2092 

Microsoft SQL Server 2005 Compact Edition [ENU] 3.1.0000 

Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 

Microsoft SQL Server 2012  

Microsoft SQL Server 2012 Management Objects 11.2.5058.0 

Microsoft SQL Server 2012 Native Client 11.2.5058.0 

Microsoft SQL Server 2012 Setup (English) 11.2.5343.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.2.5058.0 

Microsoft System CLR Types for SQL Server 2012 11.2.5058.0 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.50727 11.0.50727.1 

Microsoft VSS Writer for SQL Server 2012 11.2.5058.0 

Product Improvement Study for HP Officejet Pro 8610 32.3.198.49673 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

SQL Server Browser for SQL Server 2012 11.2.5058.0 

UPS WorldShip 19.0 

VIPRE Business Agent 9.3.6032 

WebHelp 19.00.0000 

Windows Live Essentials 16.4.3528.0331 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.7.17 Ddouglas-WIN10  

 
 
Local 
 
Unable to collect remotely 
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1.11 - CORP.MYCO.COM\DESKTOP-N6S4H9A 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 169.254.93.61  
192.168.6.85  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key TJVJK-J73D3-C7CXC-4KBDD-GF4C6 

Manufacturer Acer/Veriton M6630G 

Processor Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 9/2/2016 9:23:35 AM 

Last Active Directory Check-in 10/25/2016 9:18:39 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 952D8A7D 1600 MHz 4096 MB 

Memory Bank: DIMM2 (In Use) 912D777D 1600 MHz 4096 MB 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 66 of 362 

Memory Serial # Speed Size 

Memory Bank: DIMM3 (In Use) 005FB152 1333 MHz 4096 MB 

Memory Bank: DIMM4 (In Use) 942A7C7E 1600 MHz 4096 MB 

Memory Bank: Bank 5 (Available)    

Total Memory   16384 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 931.02 GB 80.54 GB 8.65% 850.48GB 91.35% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

WDC WD10EZEX-21M2NA0 WCC3FNWNALUS Hard Drive 931.51 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (svr1-14TA-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:06:55:00 

DHCP Enabled Yes 

IPv4 Address 169.254.93.61;fe80::8cb3:404b:e5b6:5d3d 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (svr1-14TA-
External-VS): 

 

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address C0:3F:D5:5E:F2:D3 

DHCP Enabled Yes 

IPv4 Address 192.168.6.85;fe80::2939:588a:4461:8b92 

Subnet Mask 255.255.248.0, 64 
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Ethernet adapter vEthernet (svr1-14TA-itable-
VS): 

 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 7:53:57 PM 

Lease Expires 11/2/2016 7:53:57 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/21/2016 2:22:52 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.372.0 

AS Last Applied 10/25/2016 2:44:35 AM 

Engine Version 1.1.13202.0 

Last Scan 10/21/2016 2:22:52 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
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Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 3 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 4 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

169.254.93.61, 
192.168.6.85 

Brother MFC-9320CW 
Printer 

   

169.254.93.61, 
192.168.6.85 

Brother HL-6180DW 
series Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\DESKTOP-N6S4H9A\ADMIN$ C:\WINDOWS  

\\DESKTOP-N6S4H9A\C$ C:\  

\\DESKTOP-N6S4H9A\IPC$   

 
Installed Applications 
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Application Name Version 

7-Zip 16.02 (x64) 16.02 

Apple Application Support (32-bit) 4.3.2 

Apple Application Support (64-bit) 4.3.2 

Apple Mobile Device Support 9.3.0.15 

Apple Software Update 2.2.0.150 

Audacity 2.1.0 2.1.0 

Bonjour 3.1.0.1 

Citrix Online Launcher 1.0.408 

Google Chrome 54.0.2840.71 

GoToMeeting 7.25.0.5742 7.25.0.5742 

iTunes 12.4.3.1 

join.me 3.0.0.3632 

LAME v3.99.3 (for Windows)  

Lightshot-5.4.0.1 5.4.0.1 

Microsoft Baseline Security Analyzer 2.3 2.3.2211 

Microsoft Office Professional Plus 2013 15.0.4569.1506 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

redi Detective 4.0.1007.0 

NVIDIA 3D Vision Driver 353.54 353.54 

NVIDIA Graphics Driver 353.54 353.54 

NVIDIA HD Audio Driver 1.3.34.3 1.3.34.3 

NVIDIA Update 10.4.0 10.4.0 

QuickTime 7.60.92.0 

RingCentral Meetings 4.2 

Ryver 1.1.6 

Samsung SideSync 4.5.0.86 

Samsung USB Driver for Mobile Phones 1.5.59.0 

ScreenConnect Client (2872323bbe412f4c) 5.4.9675.5750 

Skype for Business Basic 2016 16.0.4351.1001 

Spotify 1.0.39.157.g674ae37
7 

TeamViewer 11 11.0.65452 

VLC media player 2.2.4 

 
 
License Keys 
 
Application Name License Key 
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Application Name License Key 

Microsoft - Internet Explorer 00330-80104-79725-AA428 (ends with 2YT6T) 

Microsoft - Office 15 00216-55320-10801-AA591 (ends with CJ9KV) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA976 (JVF76-6TMPY-98BXW-
76FY6-YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Skype for Business Basic 2016 00340-00000-00000-AA013 

Microsoft - Skype for Business Entry 2016 00340-00000-00000-AA013 (JVF76-6TMPY-98BXW-
76B7Q-TCGTV) 

Microsoft - Windows 10 Pro 00330-80104-79725-AA284 (ends with 2YT6T) 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 
None Detected 
 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

5357/TCP Any System   

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

15001/TC
P 

Any SideSync.exe SideSync 4.0 PIT\pmaloney 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49667/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49671/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

49672/TC
P 

Any services  NT AUTHORITY\SYSTEM 

50010/TC
P 

Any SideSync.exe SideSync 4.0 PIT\pmaloney 

  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 72 of 362 

1.12 - CORP.MYCO.COM\DESKTOP-UAE29E6 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 10240) 192.168.6.45  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 10240) 

Windows Key QYW3B-WQHHJ-RDQWG-TQ9JB-6VJXG 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 6216-8409-2851-5114-6726-6440-55 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 8/21/2016 8:55:55 PM 

Last Active Directory Check-in 10/25/2016 9:48:46 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

3968 MB 

Memory Bank: M1 (In Use) None unknown 4224 MB 
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Memory Serial # Speed Size 

MHz 

Memory Bank: M2 (In Use) None unknown 
MHz 

0 MB 

 1     

Total Memory   8192 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.45 GB 19.32 GB 15.28% 107.13GB 84.72% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:07:37:4E 

DHCP Enabled Yes 

IPv4 Address 192.168.6.45;fe80::a1de:172c:ae6f:b810 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 7:31:57 PM 

Lease Expires 11/2/2016 7:31:57 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

 
 
Endpoint Security 
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Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.8.10240.17113) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/21/2016 2:18:05 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.8.10240.17113) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.413.0 

AS Last Applied 10/25/2016 5:26:29 PM 

Engine Version 1.1.13202.0 

Last Scan 10/21/2016 2:18:05 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
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MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\DESKTOP-UAE29E6\ADMIN$ C:\Windows  

\\DESKTOP-UAE29E6\C$ C:\  

\\DESKTOP-UAE29E6\IPC$   

\\DESKTOP-UAE29E6\print$ C:\Windows\system32\spool\drivers  

 
Installed Applications 
 
None Detected 
 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.45 DESKTOP-UAE29E6  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 
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Port IP 
Address 

Process Name Description User 

80/TCP Any bestrmm-httpd.exe bestrmm Desktop Webserver by 
Apache 

NT AUTHORITY\SYSTEM 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

443/TCP Any bestrmm-httpd.exe bestrmm Desktop Webserver by 
Apache 

NT AUTHORITY\SYSTEM 

445/TCP Any System   

1536/TCP Any wininit  NT AUTHORITY\SYSTEM 

1537/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

1538/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

1539/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

1543/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

10834/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

10835/TC
P 

Any services  NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   
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1.13 - CORP.MYCO.COM\FILE2012-1 
 
Computer IP address 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 192.168.1.41  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 

Windows Key Q38W4-T8DWB-TKM62-G4KJJ-XWY4Y 

Manufacturer Dell Inc./PowerEdge 1900 

Service Tag/Serial Number CMHX5D1 

Processor Intel(R) Xeon(R) CPU E5320 @ 1.86GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
8192 MB L2 Cache 

OS Install Date 3/28/2014 4:46:39 PM 

Last Active Directory Check-in 10/25/2016 8:56:50 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 0223630E 667 MHz 4096 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM2 (In Use) 02236401 667 MHz 4096 MB 

Memory Bank: Bank 2 (Available)    

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Total Memory   8192 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 127.65 GB 16.73 GB 13.11% 110.92GB 86.89% 

H: File2012-1 Data NTFS 12909.37 
GB 

7969.53 
GB 

61.73% 4939.84GB 38.27% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

DELL PERC 5/i SCSI Disk Device 00e2729a11d05fc81a0
01ddd25f0e401 

Hard Drive 12.61 TB H: 

DELL PERC 5/i SCSI Disk Device 0064b7a9638e5fc81a0
01ddd25f0e401 

Hard Drive 128 GB C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter TeamAdapter:  

Description Microsoft redi Adapter Multiplexor Driver 

Physical Address 90:E2:BA:01:37:EE 

DHCP Enabled No 

IPv4 Address 192.168.1.41;fe80::28eb:a4d9:d7be:3de;2603:3001:2d00:4300:28eb:
a4d9:d7be:3de 

Subnet Mask 255.255.248.0, 64, 64 

Default Gateway 192.168.0.1;fe80::68ee:96ff:feda:6982 

DNS Servers 192.168.1.4, 192.168.1.3, 192.168.1.5 

Connection Speed 3000000000 
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Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
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UNC PATH Remark 

\\FILE2012-1\ADMIN$ C:\Windows  

\\FILE2012-1\Backups H:\Shares\Backups  

\\FILE2012-1\C$ C:\  

\\FILE2012-1\H$ H:\  

\\FILE2012-1\Hyper-V H:\Shares\Hyper-V  

\\FILE2012-1\IPC$   

\\FILE2012-1\Witness H:\Shares\Witness  

 
Installed Applications 
 
Application Name Version 

Altaro VM Backup 6.5.1.0 

CrystalDiskmax 3.0.3a 3.0.3a 

Dell OpenManage Systems Management Software (64-Bit) 7.4.0 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

MiniTool Partition Wizard Enterprise Edition 6.0  

MiniTool Partition Wizard Technician Edition 8.1.1  

MiniTool Power Data Recovery  

PowerChute redi Shutdown 3.1 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.1.41 FILE2012-1    

 
 
Local 
 
Unable to collect remotely 
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1.14 - CORP.MYCO.COM\GORDON-LT2 
 
Computer IP address 

Windows 7 Professional (x64) Service Pack 1 (Build 7601) 192.168.6.136  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Operating system in Extended Support 
 
 
System Profile 
 
Profile  

OS Windows 7 Professional (x64) Service Pack 1 (Build 7601) 

Windows Key 32KD2-K9CTF-M3DJT-4J3WC-733WD 

Manufacturer Dell Inc./Latitude 3550 

Service Tag/Serial Number 4GC5042 

Processor Intel(R) Core(TM) i5-5200U CPU @ 2.20GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
256 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 2/11/2016 2:47:18 PM 

Last Active Directory Check-in 10/25/2016 7:33:23 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM A (In Use) 99B790B1 1600 MHz 8192 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM B (In Use) C4CAB08E 1600 MHz 4096 MB 

Total Memory   12288 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: OS NTFS 453.99 GB 74.75 GB 16.47% 379.24GB 83.53% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

ST500LM0 21-1KJ152 SCSI Disk Device W628JP46 Hard Drive 465.76 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Wireless redi Connection:  

Connection-specific DNS Suffix Corp.myco.com 

Description Intel(R) Dual Band Wireless-N 7265 

Physical Address DC:53:60:D9:27:5E 

DHCP Enabled Yes 

IPv4 Address 192.168.6.136;fe80::899b:6b81:d2ea:3128 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 3:41:00 AM 

Lease Expires 11/2/2016 3:41:00 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 240 Mbps 

 
 
Endpoint Security 
 
Security Center 
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Antivirus 
 

 Microsoft Security Essentials (Version 4.10.205.0) 

Enabled Yes 

Up-to-date No 

AV Definitions Version 1.229.1212.0 

AV Last Applied 10/8/2016 4:51:46 PM 

Definitions Last Updated 10/8/2016 10:24:22 PM 

Definitions Update Count 213 

Definitions Update Interval 24 

Engine Version 1.1.13103.0 

Last Scan 10/23/2016 3:29:44 AM 

Last Scan Type Quick 

Real-time Protection On 

Updated Within Grace 
Period 

0 

 
 
Antispyware 
 

 Microsoft Security Essentials (Version 4.10.205.0) 

Enabled Yes 

Up-to-date No 

AS Definitions Version 1.229.1212.0 

AS Last Applied 10/8/2016 4:51:45 PM 

Definitions Last Updated 10/8/2016 10:24:22 PM 

Definitions Update Count 213 

Definitions Update Interval 24 

Engine Version 1.1.13103.0 

Last Scan 10/23/2016 3:29:44 AM 

Last Scan Type Quick 

Real-time Protection On 

Updated Within Grace 
Period 

0 

 Windows Defender (Version 6.1.7600.16385) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.95.191.0 

AS Last Applied 11/18/2010 7:45:24 PM 

Engine Version 1.1.6402.0 

Real-time Protection On 

 
Firewall 
 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 84 of 362 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\gordon-LT2\ADMIN$ C:\Windows  

\\gordon-LT2\C$ C:\  

\\gordon-LT2\IPC$   

 
Installed Applications 
 
Application Name Version 

Adobe Flash Player 17 ActiveX 17.0.0.169 

Adobe Reader XI (11.0.18) MUI 11.0.18 

Cirrus Insight for Outlook 1.8.2.0 

Citrix Online Launcher 1.0.408 

Dell dbre | Power Manager 2.1.0 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 85 of 362 

Application Name Version 

Dell dbre | Update 2.1.0 

Dell Digital Delivery 3.1.1002.0 

Dell Edoc Viewer 1.0.0 

Dell Foundation Services 3.3.7200.0 

Dell Protected Workspace 4.0.18189 

Dell Touchpad 18.1.16.5 

Dell Update 1.7.1015.0 

Google Chrome 54.0.2840.71 

GoToMeeting 7.24.0.5636 7.24.0.5636 

Intel(R) Management Engine Components 192.168.31.1000 

Intel(R) Processor Graphics 20.19.15.4312 

Intel(R) Rapid Storage Technology 13.2.0.1016 

Intel(R) Update Manager 3.4.1942 

Intel(R) USB 3.0 eXtensible Host Controller Driver 3.0.2.54 

Intel(R) WiDi 5.1.18.0 

Intel(R) Wireless Bluetooth(R)(patch version 17.1.1506.563) 17.1.1411.0506 

Intel PROSet/Wireless Software 17.15.0 

Microsoft .NET Framework 4.6.1 4.6.01055 

Microsoft .NET Framework 4.6.1 (Français) 4.6.01055 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Microsoft OneDrive 17.3.5951.0827 

Microsoft Security Essentials 4.10.205.0 

Microsoft Silverlight 5.1.50901.0 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Realtek Audio COM Components 1.0.2 

Realtek Card Reader 6.2.9600.30169 

Realtek High Definition Audio Driver 6.0.1.6060 

Salesforce for Outlook 3.0.02.56 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

 
 
License Keys 
 
Application Name License Key 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Intel - USB3 {240C3DDD-C5E9-4029-9DF7-95650D040CF2} 

Microsoft - Internet Explorer 00371-OEM-8992671-00524 (ends with 733WD) 

Microsoft - PowerShell 89383-100-0001260-04309 
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Application Name License Key 

Microsoft - Windows 7 Professional 00371-OEM-8992671-00524 (ends with 733WD) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.136 gordon-LT2  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49155/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49156/TC
P 

Any services.exe Services and Controller app NT AUTHORITY\SYSTEM 

50094/TC
P 

Any DllHost.exe COM Surrogate PIT\Jdangerfield 
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1.15 - CORP.MYCO.COM\HPDT-8CC5260NXY 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.9  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6 

Manufacturer Hewlett-Packard/23-q026 

Service Tag/Serial Number 8CC5260NXY 

Processor Intel(R) Core(TM) i3-4170T CPU @ 3.20GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 9/20/2016 8:27:01 PM 

Last Active Directory Check-in 10/25/2016 9:36:40 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM0 (In Use) 00000000 1333 MHz 8192 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: ChannelB-DIMM0 (In Use) 1139D118 1600 MHz 4096 MB 

Total Memory   12288 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: C Drive NTFS 252.52 GB 28.67 GB 11.35% 223.85GB 88.65% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

TOSHIBA DT01ACA100 45MKV9KNS Hard Drive 931.51 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address 3C:A8:2A:B2:02:60 

DHCP Enabled Yes 

IPv4 Address 192.168.6.9;fe80::3976:6b9e:2f9b:bf97 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 9:19:31 PM 

Lease Expires 11/2/2016 9:19:31 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
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Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12805.0 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.221.14.0 

AS Last Applied 5/19/2016 5:28:52 PM 

Engine Version 1.1.12805.0 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
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MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 12 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.9 Brother HL-6180DW 
series Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\HPDT-8CC5260NXY\ADMIN$ C:\Windows  

\\HPDT-8CC5260NXY\C$ C:\  

\\HPDT-8CC5260NXY\IPC$   

 
Installed Applications 
 
Application Name Version 

Adobe Acrobat Reader DC 15.020.20039 

Cirrus Insight for Outlook 1.8.2.0 

Citrix Online Launcher 1.0.408 

Google Chrome 54.0.2840.59 

GoToMeeting 7.24.0.5636 7.24.0.5636 

Intel(R) Processor Graphics 20.19.15.4360 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Mozilla Firefox 49.0.1 (x86 en-US) 49.0.1 

Mozilla Maintenance Service 49.0.1.6109 

redi Detective 4.0.1007.0 

Realtek High Definition Audio Driver 6.0.1.7673 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

VIPRE Business Agent 9.3.6030 

 
 
License Keys 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 91 of 362 

 
Application Name License Key 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Internet Explorer 00330-80000-00000-AA752 (ends with 3V66T) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-80000-00000-AA752 (ends with 3V66T) 

WOW6432Node - Intel {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.9 HPDT-8CC5260NXY  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.9 

System   

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49668/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49670/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

64647/TC Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

P 

64648/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.16 - CORP.MYCO.COM\HPLT-5CD4411D8Z 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.26  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6 

Manufacturer Hewlett-Packard/HP Pavilion 14 Notebook PC 

Service Tag/Serial Number Chassis Serial Number 

Processor Intel(R) Core(TM) i3-4030U CPU @ 1.90GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
256 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 9/27/2016 4:24:57 AM 

Last Active Directory Check-in 10/25/2016 9:23:22 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: Bottom-Slot 1(left) (In Use) 4444F9E7 1600 MHz 8192 MB 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 94 of 362 

Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Total Memory   8192 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 254.51 GB 35.10 GB 13.79% 219.41GB 86.21% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

TOSHIBA MQ01ABD075 64AAP1RUT Hard Drive 698.63 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe FE Family Controller 

Physical Address 8C:DC:D4:8A:23:45 

DHCP Enabled Yes 

IPv4 Address 192.168.6.26;fe80::46c:aed6:f88f:7c1d 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 9:17:49 AM 

Lease Expires 11/2/2016 9:17:49 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
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 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.13103.0 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.229.1461.0 

AS Last Applied 10/11/2016 10:10:19 AM 

Engine Version 1.1.13103.0 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 96 of 362 

MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 3 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 8 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.26 Brother HL-6180DW 
series Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\HPLT-5CD4411D8Z\ADMIN$ C:\WINDOWS  

\\HPLT-5CD4411D8Z\C$ C:\  

\\HPLT-5CD4411D8Z\IPC$   

 
Installed Applications 
 
Application Name Version 

ALPS Touch Pad Driver 8.1202.1711.103 

Citrix Online Launcher 1.0.408 

GoToMeeting 7.25.0.5742 7.25.0.5742 

HP Support Solutions Framework 12.5.32.37 

Intel(R) Management Engine Components 11.0.0.1156 

Intel(R) Processor Graphics 10.18.15.4279 

Intel Security Assist 1.0.0.532 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

redi Detective - 1 4.0.1007.0 

redi Detective - 2 4.0.1007.0 

Realtek Card Reader 192.168.370.91 

Realtek High Definition Audio Driver 6.0.1.7553 
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Application Name Version 

Salesforce for Outlook 3.1.02.37 

Salesforce Outlook Edition 3 3.3.117 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

VIPRE Business Agent 9.3.6032 

 
 
License Keys 
 
Application Name License Key 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Internet Explorer 00330-80000-00000-AA604 (ends with 3V66T) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-80000-00000-AA738 (ends with 3V66T) 

WOW6432Node - Intel {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.26 HPLT-5CD4411D8Z  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 
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Port IP 
Address 

Process Name Description User 

49668/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49669/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49700/TC
P 

Any services  NT AUTHORITY\SYSTEM 

49957/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 99 of 362 

1.17 - CORP.MYCO.COM\HV00 
 
Computer IP address 

Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 192.168.1.100  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 

Windows Key QT62M-FVDB2-V2QJK-K67P2-HH4TB 

Manufacturer Dell Inc./PowerEdge R710 

Service Tag/Serial Number 6V8DVL1 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (6 total) 
Hyper-threaded (12 total) 
1536 MB L2 Cache 
12288 MB L3 Cache 

OS Install Date 7/10/2014 4:39:32 AM 

Last Active Directory Check-in 10/25/2016 3:47:00 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM_A1 (In Use) 1B613A23 1333 MHz 4096 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM_A2 (In Use) 17A0B16A 1333 MHz 4096 MB 

Memory Bank: DIMM_B2 (In Use) 0FC1A25D 1333 MHz 4096 MB 

Memory Bank: DIMM_B3 (In Use) 1730B179 1333 MHz 4096 MB 

Memory Bank: DIMM_B4 (In Use) 1BB13A18 1333 MHz 4096 MB 

Memory Bank: DIMM_B5 (In Use) 1750B1C8 1333 MHz 4096 MB 

Memory Bank: DIMM_B6 (In Use) 1780B1C5 1333 MHz 4096 MB 

Memory Bank: DIMM_B7 (In Use) 1BC13A18 1333 MHz 4096 MB 

Memory Bank: DIMM_B8 (In Use) 1770B1C8 1333 MHz 4096 MB 

Memory Bank: DIMM_B9 (In Use) 17C0B170 1333 MHz 4096 MB 

Memory Bank: DIMM_A3 (In Use) 1740B1A9 1333 MHz 4096 MB 

Memory Bank: DIMM_A4 (In Use) 1770B189 1333 MHz 4096 MB 

Memory Bank: DIMM_A5 (In Use) 1770B175 1333 MHz 4096 MB 

Memory Bank: DIMM_A6 (In Use) 1720B1B2 1333 MHz 4096 MB 

Memory Bank: DIMM_A7 (In Use) 1BC13A1B 1333 MHz 4096 MB 

Memory Bank: DIMM_A8 (In Use) 0BA0D760 1333 MHz 4096 MB 

Memory Bank: DIMM_A9 (In Use) 27702031 1333 MHz 4096 MB 

Memory Bank: DIMM_B1 (In Use) 1720B179 1333 MHz 4096 MB 

Total Memory   73728 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 127.66 GB 106.04 GB 83.06% 21.62GB 16.94% 

H: HVO4 H NTFS 3595.87 
GB 

1114.83 
GB 

31.00% 2481.04GB 69.00% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

DELL PERC 6/i SCSI Disk Device 003c23582af0e893190
0306b0fb0ad4b 

Hard Drive 3.51 TB H: 

DELL PERC 6/i SCSI Disk Device 00b65392237ee89319
00306b0fb0ad4b 

Hard Drive 128 GB C: 
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Windows IP Configuration 
 
Ethernet adapter vEthernet (Teamswitch):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:26:B9:5B:BF:0E 

DHCP Enabled No 

IPv4 Address 192.168.1.100;192.168.1.104;fe80::5:63b:4d3f:8 

Subnet Mask 255.255.248.0, 255.255.248.0, 64 

Default Gateway 192.168.0.1;192.168.1.1 

DNS Servers 192.168.1.23, 8.8.8.8 

Connection Speed 10000000000 

Ethernet adapter vEthernet (NDA-itable-VS):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:9F 

DHCP Enabled Yes 

IPv4 Address 169.254.185.30;fe80::509:87e7:645f:b91e 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (SMB-1):  

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:A9 

DHCP Enabled Yes 

IPv4 Address 192.168.6.100;fe80::edf7:37ef:5bd0:1ef2 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 10:45:39 PM 

Lease Expires 11/1/2016 10:45:39 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (SMB-2):  

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:AA 

DHCP Enabled Yes 

IPv4 Address 192.168.6.105;fe80::c816:f63e:3756:f45c 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 10:45:36 PM 
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Ethernet adapter vEthernet (Teamswitch):  

Lease Expires 11/1/2016 10:45:36 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (SMB-3):  

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:AB 

DHCP Enabled Yes 

IPv4 Address 192.168.6.108;fe80::31c1:2aac:ddc0:2f34 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 10:45:37 PM 

Lease Expires 11/1/2016 10:45:37 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (svr1-99ZJ-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:AE 

DHCP Enabled Yes 

IPv4 Address 169.254.99.161;fe80::3dea:a06f:b703:63a1 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (svr1-99ZO-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:B4 

DHCP Enabled Yes 

IPv4 Address 169.254.234.237;fe80::b154:892c:8aff:eaed 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
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Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting Off 

Private Setting Off 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 

 VIPRE 

Enabled Yes 

 
Antispyware 
 

 VIPRE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\HV00\ClusterStorage$ C:\ClusterStorage  

\\HV00\IPC$   

 
Installed Applications 
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Application Name Version 

Altaro VM Backup 6.0.9.3 

Broadcom NetXtreme II Driver Installer 15.6.6.3 

CCleaner 4.13 

Dell OpenManage Systems Management Software (64-Bit) 7.3.0 

PowerChute redi Shutdown 3.1 

myco Agent  

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

TreeSize Free V2.4 2.4 

VIPRE Business Agent 7.5.5841 

VIPRE Hyper-V Agent 1.0.1512.2 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.1.100 HV00  

 
 
Local 
 
Unable to collect remotely 
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1.18 - CORP.MYCO.COM\HV02 
 
Computer IP address 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 192.168.1.123  
192.168.1.121  
192.168.1.122  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Dell Inc./PowerEdge R710 

Service Tag/Serial Number GDCDVL1 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (6 total) 
Hyper-threaded (12 total) 
1536 MB L2 Cache 
12288 MB L3 Cache 

OS Install Date 12/5/2013 3:55:52 PM 

Last Active Directory Check-in 10/25/2016 3:30:52 PM 

 
 
System Memory 
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Memory Serial # Speed Size 

Memory Bank: DIMM_A1 (In Use) 0DC10513 1333 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM_A2 (In Use) 0D710514 1333 MHz 4096 MB 

Memory Bank: DIMM_B2 (In Use) 1E20CD84 1333 MHz 4096 MB 

Memory Bank: DIMM_B3 (In Use) 1E90CD71 1333 MHz 4096 MB 

Memory Bank: DIMM_B4 (In Use) 0D916555 1333 MHz 4096 MB 

Memory Bank: DIMM_B5 (In Use) 1EB0CD83 1333 MHz 4096 MB 

Memory Bank: DIMM_B6 (In Use) 0D510505 1333 MHz 4096 MB 

Memory Bank: DIMM_B7 (In Use) 0B50D762 1333 MHz 4096 MB 

Memory Bank: DIMM_B8 (In Use) 1F81A2D0 1333 MHz 4096 MB 

Memory Bank: DIMM_B9 (In Use) 1740B159 1333 MHz 4096 MB 

Memory Bank: DIMM_A3 (In Use) 1E60CD73 1333 MHz 4096 MB 

Memory Bank: DIMM_A4 (In Use) 0D510508 1333 MHz 4096 MB 

Memory Bank: DIMM_A5 (In Use) 1280F2FA 1333 MHz 4096 MB 

Memory Bank: DIMM_A6 (In Use) 1290F301 1333 MHz 4096 MB 

Memory Bank: DIMM_A7 (In Use) 0B40D9FF 1333 MHz 4096 MB 

Memory Bank: DIMM_A8 (In Use) 1EA0CD80 1333 MHz 4096 MB 

Memory Bank: DIMM_A9 (In Use) 0B40D75E 1333 MHz 4096 MB 

Memory Bank: DIMM_B1 (In Use) 0B30D761 1333 MHz 4096 MB 

Total Memory   73728 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 127.66 GB 91.19 GB 71.43% 36.47GB 28.57% 

H: HV02 H NTFS 3595.87 
GB 

2402.21 
GB 

66.80% 1193.66GB 33.20% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

DELL PERC 6/i SCSI Disk Device 00b3d80b2b65e89319
00286b0fb0ad4b 

Hard Drive 3.51 TB H: 

DELL PERC 6/i SCSI Disk Device 009b7d6724f5e793190 Hard Drive 128 GB C: 
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Model Serial Number Type Size Volumes 

0286b0fb0ad4b 

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (NDA-itable-VS):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:07:37:47 

DHCP Enabled Yes 

IPv4 Address 169.254.103.179;fe80::5877:b159:37c8:67b3 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (TeamSwitch):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:26:B9:5C:2A:DE 

DHCP Enabled No 

IPv4 Address 192.168.1.121;fe80::4942:d202:d8e7:bf74 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (VLAN1-2):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:07:37:42 

DHCP Enabled No 

IPv4 Address 192.168.1.122;fe80::d920:afb0:9c0e:114c 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (VLAN1-3):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:07:37:43 

DHCP Enabled No 

IPv4 Address 192.168.1.123;fe80::9535:f3a7:39b4:ed1d 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (itable redi):  

Description Hyper-V Virtual Ethernet Adapter 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 108 of 362 

Ethernet adapter vEthernet (NDA-itable-VS):  

Physical Address 00:15:5D:07:37:04 

DHCP Enabled No 

IPv4 Address 192.168.1.12;fe80::57a:aa42:5166:2945 

Subnet Mask 255.255.255.0, 64 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
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Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\HV02\ADMIN$ C:\Windows  

\\HV02\C$ C:\  

\\HV02\H$ H:\  

\\HV02\IPC$   

 
Installed Applications 
 
Application Name Version 

Dell OpenManage BMC Utilities 8.2.0 

Dell OpenManage Systems Management Software (64-Bit) 8.2.0 

Microsoft SQL Server 2008 R2 Management Objects (x64) 10.51.2500.0 

Microsoft SQL Server System CLR Types (x64) 10.51.2500.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

PowerChute redi Shutdown 3.1 

myco Agent  

QLogic Drivers and Management Applications 18.10.4.1 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

VIPRE Hyper-V Agent 1.0.1512.2 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 

192.168.1.123 HV02   
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Local 
 
Unable to collect remotely 
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1.19 - CORP.MYCO.COM\HV04 
 
Computer IP address 

Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 169.254.234.237  
169.254.99.161  
169.254.185.30  
192.168.6.108  
192.168.6.105  
192.168.6.100  
192.168.1.104  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 

Windows Key QT62M-FVDB2-V2QJK-K67P2-HH4TB 

Manufacturer Dell Inc./PowerEdge R710 

Service Tag/Serial Number 6V8DVL1 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (6 total) 
Hyper-threaded (12 total) 
1536 MB L2 Cache 
12288 MB L3 Cache 

OS Install Date 7/10/2014 4:39:32 AM 

Last Active Directory Check-in 10/25/2016 8:09:37 PM 
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System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM_A1 (In Use) 1B613A23 1333 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM_A2 (In Use) 17A0B16A 1333 MHz 4096 MB 

Memory Bank: DIMM_B2 (In Use) 0FC1A25D 1333 MHz 4096 MB 

Memory Bank: DIMM_B3 (In Use) 1730B179 1333 MHz 4096 MB 

Memory Bank: DIMM_B4 (In Use) 1BB13A18 1333 MHz 4096 MB 

Memory Bank: DIMM_B5 (In Use) 1750B1C8 1333 MHz 4096 MB 

Memory Bank: DIMM_B6 (In Use) 1780B1C5 1333 MHz 4096 MB 

Memory Bank: DIMM_B7 (In Use) 1BC13A18 1333 MHz 4096 MB 

Memory Bank: DIMM_B8 (In Use) 1770B1C8 1333 MHz 4096 MB 

Memory Bank: DIMM_B9 (In Use) 17C0B170 1333 MHz 4096 MB 

Memory Bank: DIMM_A3 (In Use) 1740B1A9 1333 MHz 4096 MB 

Memory Bank: DIMM_A4 (In Use) 1770B189 1333 MHz 4096 MB 

Memory Bank: DIMM_A5 (In Use) 1770B175 1333 MHz 4096 MB 

Memory Bank: DIMM_A6 (In Use) 1720B1B2 1333 MHz 4096 MB 

Memory Bank: DIMM_A7 (In Use) 1BC13A1B 1333 MHz 4096 MB 

Memory Bank: DIMM_A8 (In Use) 0BA0D760 1333 MHz 4096 MB 

Memory Bank: DIMM_A9 (In Use) 27702031 1333 MHz 4096 MB 

Memory Bank: DIMM_B1 (In Use) 1720B179 1333 MHz 4096 MB 

Total Memory   73728 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 127.66 GB 106.08 GB 83.10% 21.58GB 16.90% 

H: HVO4 H NTFS 3595.87 
GB 

1113.99 
GB 

30.98% 2481.88GB 69.02% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

DELL PERC 6/i SCSI Disk Device 003c23582af0e893190
0306b0fb0ad4b 

Hard Drive 3.51 TB H: 
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Model Serial Number Type Size Volumes 

DELL PERC 6/i SCSI Disk Device 00b65392237ee89319
00306b0fb0ad4b 

Hard Drive 128 GB C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (Teamswitch):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:26:B9:5B:BF:0E 

DHCP Enabled No 

IPv4 Address 192.168.1.100;192.168.1.104;fe80::5:63b:4d3f:8 

Subnet Mask 255.255.248.0, 255.255.248.0, 64 

Default Gateway 192.168.0.1;192.168.1.1 

DNS Servers 192.168.1.23, 8.8.8.8 

Connection Speed 10000000000 

Ethernet adapter vEthernet (NDA-itable-VS):  

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:9F 

DHCP Enabled Yes 

IPv4 Address 169.254.185.30;fe80::509:87e7:645f:b91e 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (SMB-1):  

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:A9 

DHCP Enabled Yes 

IPv4 Address 192.168.6.100;fe80::edf7:37ef:5bd0:1ef2 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 10:45:39 PM 

Lease Expires 11/1/2016 10:45:39 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (SMB-2):  

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:AA 

DHCP Enabled Yes 

IPv4 Address 192.168.6.105;fe80::c816:f63e:3756:f45c 
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Ethernet adapter vEthernet (Teamswitch):  

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 10:45:36 PM 

Lease Expires 11/1/2016 10:45:36 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (SMB-3):  

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:AB 

DHCP Enabled Yes 

IPv4 Address 192.168.6.108;fe80::31c1:2aac:ddc0:2f34 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 10:45:37 PM 

Lease Expires 11/1/2016 10:45:37 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter vEthernet (svr1-99ZJ-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:AE 

DHCP Enabled Yes 

IPv4 Address 169.254.99.161;fe80::3dea:a06f:b703:63a1 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (svr1-99ZO-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:01:E0:B4 

DHCP Enabled Yes 

IPv4 Address 169.254.234.237;fe80::b154:892c:8aff:eaed 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 115 of 362 

 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting Off 

Private Setting Off 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 

 VIPRE 

Enabled Yes 

 
Antispyware 
 

 VIPRE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 
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UNC PATH Remark 

\\HV04\ADMIN$ C:\Windows  

\\HV04\C$ C:\  

\\HV04\H$ H:\  

\\HV04\IPC$   

\\HV04\Temp H:\Temp  

 
Installed Applications 
 
None Detected 
 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.108 HV04  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.1
.100 

System   

445/TCP Any System   

1311/TCP Any dsm_om_connsvc64.
exe 

Internet Server NT Service NT AUTHORITY\SYSTEM 

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3052/TCP Any java.exe Java(TM) Platform SE binary NT AUTHORITY\SYSTEM 

3343/TCP Any clussvc.exe Microsoft Failover Cluster Service NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

6547/TCP Any java.exe Java(TM) Platform SE binary NT AUTHORITY\SYSTEM 

18080/TC
P 

Any ThreatTrack.Security.
Antivirus.Service.exe 

ThreatTrack.Security.Antivirus.Se
rvice 

NT AUTHORITY\SYSTEM 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

18087/TC
P 

Any ThreatTrack.Security.
Antivirus.Service.exe 

ThreatTrack.Security.Antivirus.Se
rvice 

NT AUTHORITY\SYSTEM 

29100/TC
P 

Any pwagent.exe  NT AUTHORITY\SYSTEM 

35100/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35101/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35102/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35104/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35105/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35107/TC
P 

Any Altaro.Agent.exe Altaro VM Backup NT AUTHORITY\SYSTEM 

35108/TC
P 

Any Altaro.SubAgent.exe Altaro VM Backup NT AUTHORITY\SYSTEM 

35109/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35110/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35111/TC
P 

Any Altaro.HyperV.WAN.R
emoteService.exe 

Altaro VM Backup NT AUTHORITY\SYSTEM 

35112/TC
P 

Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49156/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49157/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49160/TC
P 

Any clussvc.exe Microsoft Failover Cluster Service NT AUTHORITY\SYSTEM 

53635/TC
P 

Any DllHost.exe COM Surrogate PIT\wpayne 

59523/TC
P 

Any services  NT AUTHORITY\SYSTEM 

59526/TC Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE 
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Port IP 
Address 

Process Name Description User 

P Services 

59665/TC
P 

Any msdtc.exe Microsoft Distributed Transaction 
Coordinator Service 

NT AUTHORITY\redi SERVICE 

62451/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 119 of 362 

1.20 - CORP.MYCO.COM\IRIDIUM 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.165  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key RRW77-XVMW8-HFFGK-9DC3F-HQWXC 

Manufacturer Dell Inc./XPS 8900 

Service Tag/Serial Number CZ60SD2 

Processor Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 10/8/2016 4:20:16 AM 

Last Active Directory Check-in 10/25/2016 9:29:49 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 71469CA9 2133 MHz 8192 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM2 (In Use) 71469D3E 2133 MHz 8192 MB 

Memory Bank: Bank 2 (Available)    

Total Memory   16384 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: OS NTFS 917.3 GB 84.72 GB 9.24% 832.58GB 90.76% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Generic- xD-Picture 058F63626479  0 B  

Generic- MS/MS-PRO 058F63626479  0 B  

Generic- Compact Flash 058F63626479  0 B  

Generic- SD/MMC 058F63626479  0 B  

ST1000DM003-1SB102 Z9A5SCFP Hard Drive 931.51 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Intel(R) Ethernet Connection (2) I219-V 

Physical Address 18:66:DA:3E:A0:D6 

DHCP Enabled Yes 

IPv4 Address 192.168.6.165;fe80::a51c:74ae:208b:d920 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 8:29:19 AM 

Lease Expires 11/1/2016 8:29:19 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 
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Ethernet adapter Ethernet:  

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 11:49:34 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.385.0 

AS Last Applied 10/25/2016 6:41:28 AM 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 11:49:34 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
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Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 6 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 5 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\IRIDIUM\ADMIN$ C:\WINDOWS  

\\IRIDIUM\C$ C:\  

\\IRIDIUM\IPC$   

 
Installed Applications 
 
Application Name Version 

7-Zip 16.04 (x64) 16.04 

Adobe Acrobat XI Pro 11.0.16 

Alcor Micro USB Card Reader Driver 18.6.1844.34416 

BitTorrent 7.9.9.42607 

BOINC 7.6.22 

Camtasia Studio 8 8.6.0.2079 

Citrix Online Launcher 1.0.408 

Curse 6.0.0.0 

CyberLink Media Suite Essentials 12 

Dell Customer Connect 1.4.10.0 
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Application Name Version 

Dell Digital Delivery 3.1.1018.0 

Dell Foundation Services 3.4.13900.0 

Dell Help & Support 2.3.22.0 

Dell Product reg 3.0.123.0 

Dell SupportAssist 1.2.6745.47 

Dell Update 1.9.4.0 

Dropbox 12.4.22 

Google Chrome 54.0.2840.71 

GoToMeeting 7.24.0.5636 7.24.0.5636 

Intel(R) Management Engine Components 11.0.0.1167 

Intel(R) redi Connections Drivers 20.2 

Intel(R) Rapid Storage Technology 14.8.1.1043 

Intel(R) Ready Mode Technology 1.1.70.518 

Intel(R) Wireless Bluetooth(R) 18.1.1546.2762 

Intel PROSet/Wireless Software 18.32.0 

Intel Security Assist 1.0.0.532 

Microsoft Office 365 - en-us 16.0.6965.2092 

Microsoft Office 365 ProPlus - en-us 16.0.6965.2092 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

redi Detective 4.0.1007.0 

NewBlue Video Essentials for Windows 3.0 

NVIDIA 3D Vision Controller Driver 352.65 352.65 

NVIDIA 3D Vision Driver 353.82 353.82 

NVIDIA Graphics Driver 353.82 353.82 

NVIDIA HD Audio Driver 1.3.34.3 1.3.34.3 

NVIDIA PhysX System Software 9.15.0428 9.15.0428 

NVIDIA Update 10.4.0 10.4.0 

Player Location Check 3.0.2.10 

proDAD Adorage 3.0 3.0.114.1 

Realtek High Definition Audio Driver 6.0.1.7737 

Revo Uninstaller Pro 3.1.7 3.1.7 

SavvyConnect 4.3.0.10 

Skype 7.28 7.28.101 
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License Keys 
 
Application Name License Key 

Adobe Systems - Adobe Acrobat XI Pro 16 

Microsoft - Internet Explorer 00330-50258-54111-AAOEM (ends with 39MP2) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-50258-54111-AAOEM (ends with 39MP2) 

proDAD GmbH - proDAD Adorage 3.0 1475269010 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.6.165 IRIDIUM   

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

80/TCP Any Skype.exe Skype  PIT\tsysco 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

443/TCP Any Skype.exe Skype  PIT\tsysco 

445/TCP Any System   

3648/TCP Any System   

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

7779/TCP Any System   

9063/TCP Any System   

17500/TC
P 

Any Dropbox.exe Dropbox PIT\tsysco 

17938/TC
P 

Any Skype.exe Skype  PIT\tsysco 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49667/TC Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

P Services 

49668/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49669/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49671/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

63924/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.21 - CORP.MYCO.COM\ISA1 
 
Computer IP address 

Windows Server 2003 192.168.1.6  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Unsupported operating systems 
 
 
System Profile 
 
Profile  

OS Windows Server 2003 

Windows Key M8266-7XP62-VVHTD-DQ8R7-QK6RY 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 

Last Active Directory Check-in 10/25/2016 9:47:53 PM 

 
 
System Memory 
 
None Detected 
Disk Space Utilization 
None Detected 
 
 
Windows IP Configuration 
 
 
None Detected 
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Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 
No firewalls reported by Security Center 
 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
Unable to scan 
 
 
Local Account Password Strength Assessment 
 
None Detected 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
None Detected 
 
Installed Applications 
 
Application Name Version 

Adam Instance ISASTGCTRL  

GFI Business Agent 6.2.5530 
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Application Name Version 

Hyper-V Integration Services (version 6.2.9600.16384) 3.9600.16384 

Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 

Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729 

Microsoft .NET Framework 3.5 SP1  

Microsoft ISA Server 2006 5.0.5720 

Microsoft SQL Server Desktop Engine (Microsoft ISA Server 2006 instance) 8.00.2039 

MiniTool Partition Wizard Enterprise Edition 6.0  

myco Agent  

Windows Imaging Component 3.0.0.0 

Windows Internet Explorer 8 20090308.140743 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 
HTTP 

(8080/TCP) 

192.168.1.6 ISA1     

 
 
Local 
 
Unable to collect remotely 
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1.22 - CORP.MYCO.COM\ISTCORP-PC 
 
Computer IP address 

Windows 8.1 Pro (x64) unknown (Build 9600) 192.168.7.123  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 8.1 Pro (x64) unknown (Build 9600) 

Windows Key V97MW-33K4C-Y3KCJ-BHGBT-TJCKV 

Manufacturer Hewlett-Packard/HP G71 Notebook PC 

Service Tag/Serial Number None 

Processor Intel(R) Core(TM)2 Duo CPU T6600 @ 2.20GHz 
64-bit ready 
Multi-core (2 total) 
Not hyper-threaded 
2048 MB L2 Cache 

OS Install Date 11/22/2013 3:12:45 PM 

Last Active Directory Check-in 10/25/2016 8:59:21 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM0 (In Use) 00000000 800 MHz 2048 MB 

Memory Bank: Bank 1 (Available)    
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Memory Serial # Speed Size 

Memory Bank: DIMM2 (In Use) 00000000 800 MHz 2048 MB 

Total Memory   4096 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 223.43 GB 188.32 GB 84.29% 35.11GB 15.71% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

KINGSTON SV300S3240G 50026B722C037289 Hard Drive 223.57 
GB 

C: 

USB Flash Disk USB Device FBI1511060300304 Removable Media 14.93 GB E: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Local Area Connection:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe FE Family Controller 

Physical Address C8:0A:A9:06:FE:64 

DHCP Enabled Yes 

IPv4 Address 192.168.7.123;fe80::81a7:389:37b8:abe2 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 1:58:45 AM 

Lease Expires 11/2/2016 1:58:45 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 

 
 
Endpoint Security 
 
Security Center 
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Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.8.207.0) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12400.0 

Last Scan 3/22/2016 5:33:40 AM 

Last Scan Type Quick 

Real-time Protection Off 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.8.207.0) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.213.7371.0 

AS Last Applied 2/26/2016 6:40:35 PM 

Engine Version 1.1.12400.0 

Last Scan 3/22/2016 5:33:40 AM 

Last Scan Type Quick 

Real-time Protection Off 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
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Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.7.123 Brother MFC-9320CW 
Printer 

   

192.168.7.123 Brother HL-6180DW 
series 

   

 
(from Shares) 

  
 

   

\\ISTCORP-PC\Brother MFC-9320CW 
Printer 
(Brother MFC-9320CW 
Printer,LocalsplOnly) 

    

 
 
Shares 
 
UNC PATH Remark 

\\ISTCORP-PC\ADMIN$ C:\WINDOWS  

\\ISTCORP-PC\Brother MFC-9320CW Printer Brother MFC-9320CW Printer,LocalsplOnly  

\\ISTCORP-PC\C$ C:\  

\\ISTCORP-PC\IPC$   

\\ISTCORP-PC\print$ C:\Windows\system32\spool\drivers  

\\ISTCORP-PC\accts C:\accts  

 
Installed Applications 
 
Application Name Version 

Adobe Acrobat Reader DC 15.020.20039 

Adobe Acrobat XI Pro 11.0.06 

Adobe CreatePDF Desktop Printer 13.2.2 

Adobe Download Assistant 1.2.6 
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Application Name Version 

Adobe Flash Player 23 NPAPI 23.0.0.185 

Adobe Illustrator CS 11 

Adobe SVG Viewer 3.0 3.0 

Akamai NetSession Interface  

Apple Application Support 2.3.6 

Bonjour 3.0.0.10 

BovadaPoker  

BRAdmin Professional 3 3.47.0005 

Brother MFL-Pro Suite MFC-9320CW 1.0.2.0 

BrowserSafeguard with RocketTab  

Catalina Savings Printer 1.0.0 

Cisco WebEx Meetings  

Citrix Online Launcher 1.0.335 

ConnectWise Internet Client 64-bit 15.4.1 

ConnectWise Outlook 2010 Add-in 14.3 

ContentManager 0.5 

Coupon Printer for Windows 5.0.0.7 

CyberLink DVD Suite 6.0.3101 

CyberLink YouCam 2.0.3115 

eFax Messenger 4.4.0.521 

ffdshow v1.1.3800 [2011-03-28] 1.1.3800.0 

File Type Assistant 2014.3.4.0 

Google Chrome 54.0.2840.59 

Google+ Auto Backup 1.0.21.81 

GoToMeeting 7.24.0.5636 7.24.0.5636 

GoToMyPC 9.1.1875 

HiDef Media Player 1.1.12 1.1.12 

HP Advisor 3.2.9652.3188 

HP DVD Play 3.7 3.7.0.6623 

HP Games 1.0.0.71 

HP Product Detection 11.14.0001 

HP Quick Launch Buttons 6.50.16.1 

HP Setup 1.2.3220.3079 

HP Smart Web Printing 4.60 4.60 

HP Update 5.001.000.014 

HP acct Guides 0148 1.01.0005 

HP Wireless Assistant 3.50.11.2 

HTC BMP USB Driver 1.0.5375 

Iconix eMail ID 1.0 

IDT Audio 1.0.6284.0 
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Application Name Version 

Intel(R) Graphics Media Accelerator Driver 8.15.10.1883 

Intuit SiteBuilder  

iSEEK AnswerWorks English Runtime 010.000.0101 

Java 8 Update 31 8.0.310 

Java 8 Update 31 (64-bit) 8.0.310 

Kernel for OST to PST ver 11.07.01  

LightScribe System Software 1.18.6.1 

LSI HDA Modem 2.1.94 

Memeo Backup Premium  

Memeo LifeAgent Explorer Extension  

Microsoft Mouse and Keyboard Center 2.0.161.0 

Microsoft Office 365 ProPlus - en-us 15.0.4605.1003 

Microsoft Office Professional Plus 2010 14.0.7015.1000 

Microsoft Online Services Sign In 1.0.1427.40 

Microsoft Online Services Sign-in Assistant 7.250.4303.0 

Microsoft SQL Server Native Client 9.00.4035.00 

Microsoft SQL Server Setup Support Files (English) 9.00.4035.00 

Microsoft SQL Server VSS Writer 9.00.4035.00 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual J# 2.0 Redistributable Package  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft WSE 3.0 3.0.5305.0 

Mozilla Firefox 45.0.2 (x86 en-US) 45.0.2 

Mozilla Firefox 49.0.2 (x86 en-US) 49.0.2 

Mozilla Maintenance Service 49.0.2.6136 

MSN BackUp 1.3.2 1.3.2 

MSXML 4.0 SP2 Parser and SDK 4.20.9818.0 

MSXML 4.0 SP3 Parser 4.30.2100.0 

OutfoxTV  

P@H-Protocol 3.0.7.0 

Picasa 3 3.9.141.259 

Power2Go 6.0.3101 

PowerDirector 7.0.3101 
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Application Name Version 

Print@Home 2.0.0 

QuickBooks Premier: Professional Services Edition 2014 24.0.4003.2403 

QuickBooks Runtime Redistributable 1.00.0000 

Quicken 2010 19.1.8.8 

Quicken 2013 22.1.12.7 

QuickTime 7 7.79.80.95 

QuickTime Free Download Packages  

Realtek 8136 8168 8169 Ethernet Driver 1.00.0005 

Realtek USB 2.0 Card Reader 6.1.7100.30094 

Samsung Easy Printer Manager 1.03.08.00(3/7/2013) 

Samsung Easy Wireless Setup 3.60.07 

Samsung M262x 282x Series 1.17 (5/15/2013) 

Samsung Printer Live Update 1.01.00.04 

Seagate docksys 1.1.0.1554 

Stamps.com  

Stamps.com support for Microsoft Outlook 2000-2013  

Stamps.com support for Microsoft Outlook 97-2013  

Stamps.com support for Microsoft Word 2000-2013  

SupportSoft Assisted Service 15 

Synaptics Pointing Device Driver 15.3.29.0 

Tracking The Eye.NET  

Upromise RewardU Toolbar  

View User's Guide 3.60.02.0 

VIPRE Business Agent 9.3.6032 

Visual C++ 8.0 Runtime Setup Package (x64) 9.0.0.623 

Visual Studio 2005 Tools for Office Second Edition Runtime  

Visual Studio Tools for the Office system 3.0 Runtime  

VLC media player 2.2.4 

Vocalocity Desktop  

Windows Driver Package - Android-Sync.com (WinUSB) AndroidUsbDeviceClass 
(03/28/2012 4.0.0000.20328) 

03/28/2012 
4.0.0000.20328 

Windows Live Essentials 15.4.3555.0308 

Windows Live Mesh ActiveX Control for Remote Connections 15.4.5722.2 

Windows Live Sync 14.0.8064.206 

Windows Media Player Firefox Plugin 1.0.0.8 

Yahoo! Detect  

 
 
License Keys 
 
None Detected 
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Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.7.123 ISTCORP-PC  

 
 
Local 
 
Unable to collect remotely 
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1.23 - CORP.MYCO.COM\JIM-WIN8 
 
Computer IP address 

Windows 8.1 Enterprise (x64) unknown (Build 9600) 192.168.7.44  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 8.1 Enterprise (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Hewlett-Packard/700-027c 

Processor Intel(R) Core(TM) i5-3330S CPU @ 2.70GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
1024 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 11/21/2013 10:07:40 AM 

Last Active Directory Check-in 10/25/2016 8:40:06 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 93CB3223 1600 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    
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Memory Serial # Speed Size 

Memory Bank: DIMM2 (In Use) DEA9D234 1600 MHz 8192 MB 

Total Memory   12288 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: C Drive NTFS 931 GB 135.61 GB 14.57% 795.39GB 85.43% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

WDC WD10EZEX-60ZF5A0 WD-WCC1S4530201 Hard Drive 931.51 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address 74:46:A0:96:9D:27 

DHCP Enabled Yes 

IPv4 Address 192.168.7.44;fe80::c18b:1a25:db41:7e4c 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/23/2016 7:16:20 PM 

Lease Expires 10/31/2016 7:16:20 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
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 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.5.218.0) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.10600.0 

Last Scan 6/9/2014 5:06:06 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.5.218.0) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.175.1685.0 

AS Last Applied 6/8/2014 1:42:37 PM 

Engine Version 1.1.10600.0 

Last Scan 6/9/2014 5:06:06 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 140 of 362 

 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.7.44 Brother MFC-9320CW 
Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\JIM-WIN8\ADMIN$ C:\WINDOWS  

\\JIM-WIN8\C$ C:\  

\\JIM-WIN8\download C:\download  

\\JIM-WIN8\IPC$   

\\JIM-WIN8\print$ C:\WINDOWS\system32\spool\drivers  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

Adobe AIR 23.0.0.257 

Adobe Community Help 3.0.0.400 

Adobe Creative Suite 5 Master Collection 5.0 

Adobe Flash Player 23 NPAPI 23.0.0.185 

Adobe Media Player 1.8 

Adobe Reader XI (11.0.18) 11.0.18 

AnalogX Proxy 4.15 

Bomgar Representative Client [nsremote.westridge.com]  

CCleaner 4.12 

Citrix Online Launcher 1.0.183 

ConnectWise Internet Client 64-bit 15.1.0 

ExamDiff 1.9 (Build 1.9.0.2) 1.9.0.2 

FileZilla Client 3.7.4.1 3.7.4.1 
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Application Name Version 

Google Chrome 54.0.2840.59 

GoToMeeting 7.24.0.5636 7.24.0.5636 

Intel(R) Processor Graphics 10.18.10.3325 

Java 8 Update 40 8.0.400 

join.me 1.16.0.128 

Juniper redis Setup Client 2.0.0.3217 

Juniper redis Setup Client Activex Control 2.0.0.3 

Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319 

Microsoft Baseline Security Analyzer 2.3 2.3.2208 

Microsoft Lync 2010 4.0.7577.4446 

Microsoft Office 365 ProPlus - en-us 15.0.4551.1512 

Microsoft Office Professional Plus 2010 14.0.7015.1000 

Microsoft Online Services Sign-in Assistant 7.250.4551.0 

Microsoft Silverlight 5.1.30514.0 

Microsoft Team Foundation Server 2010 Object Model - ENU 192.168.30319 

Microsoft Visio Professional 2013 15.0.4569.1506 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0.21022 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x64 Runtime - 192.168.30319 192.168.30319 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Runtime - 192.168.30319 192.168.30319 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual F# 2.0 Runtime 192.168.30319 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Visual Studio Macro Tools 9.0.30729 

Mozilla Firefox 49.0 (x86 en-US) 49.0 

Mozilla Maintenance Service 49.0 

redi Detective 4.0.1010.0 

Notepad++ 7 

PHP 5.3.27 5.3.27 

PowerISO 5.7 

PuTTY version 0.63 0.63 

Quick Screen Capture 3.0 3.0 

myapp 4.0.207.241 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 142 of 362 

Application Name Version 

RW-Everything v1.6.5.9  

Softerra LDAP Browser 4.5 (64-bit) 4.5.13724.0 

TeamViewer 9 9.0.31064 

Terminals 3.3.0 

TreeSize Free V3.0.1 3.0.1 

VIPRE Business Agent 9.3.6000 

Visual Studio 2010 Prerequisites - English 192.168.30319 

VMware Remote Console Plug-in 5.1 0.0.1 

VMware vSphere Client 5.0 5.0.0.37933 

VMware vSphere Client 5.1 5.1.0.1557 

VMware vSphere Client 5.5 5.5.0.6632 

VMware vSphere PowerCLI 6.3.0.8258 

Vocalocity Desktop  

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

XAMPP 1.8.2-3 

Zoom 3.5 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.7.44 JIM-WIN8  

 
 
Local 
 
Unable to collect remotely 
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1.24 - CORP.MYCO.COM\LALEXANDER-PC 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.81  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key PV24P-26BW9-4GQVV-XCB8P-J44DB 

Manufacturer Hewlett-Packard/s5710f 

Processor AMD Athlon(tm) II X2 260 Processor 
64-bit ready 
Multi-core (2 total) 
Not hyper-threaded 
2048 MB L2 Cache 

OS Install Date 9/22/2016 4:27:06 AM 

Last Active Directory Check-in 10/25/2016 9:06:34 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM3 (In Use) 9294BA63 1333 MHz 1024 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM4 (In Use) DF2F0D2D 1333 MHz 2048 MB 
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Memory Serial # Speed Size 
Total Memory   3072 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: C Drive NTFS 685.2 GB 59.67 GB 8.71% 625.53GB 91.29% 

D: HP_RECOVERY NTFS 12.9 GB 11.34 GB 87.91% 1.56GB 12.09% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

USB Flash Disk USB Device FBI1402184200178 Removable Media 14.93 GB G: 

Generic- Multi-Card USB Device 20071114173400000  0 B  

Hitachi HDS721075CLA332 SATA Disk 
Device 

JP2740HP0WLYYH Hard Drive 698.63 
GB 

C:, D: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe FE Family Controller 

Physical Address 78:AC:C0:A9:BB:F9 

DHCP Enabled Yes 

IPv4 Address 192.168.6.81;fe80::7194:3d73:8692:109a 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/22/2016 9:35:51 AM 

Lease Expires 10/30/2016 9:35:51 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 100 Mbps 

 
 
Endpoint Security 
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Security Center 
 
Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12603.0 

Last Scan 4/13/2016 2:27:29 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.217.1229.0 

AS Last Applied 4/12/2016 8:47:20 PM 

Engine Version 1.1.12603.0 

Last Scan 4/13/2016 2:27:29 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
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No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 1 update is missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.81 Brother MFC-9320CW 
Printer 

   

192.168.6.81 Brother HL-6180DW 
series Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\Lalexander-PC\ADMIN$ C:\WINDOWS  

\\Lalexander-PC\C$ C:\  

\\Lalexander-PC\D$ D:\  

\\Lalexander-PC\IPC$   

 
Installed Applications 
 
None Detected 
 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
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Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.81 Lalexander-PC  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.81 

System   

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

8092/TCP Any System   

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49667/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49670/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49690/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

62115/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.25 - CORP.MYCO.COM\MMICHAELS-HP 
 
Computer IP address 

Windows 8.1 Enterprise (x64) unknown (Build 9600) 192.168.7.95  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 8.1 Enterprise (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Hewlett-Packard/23-k027c 

Service Tag/Serial Number 4CS3380405 

Processor Intel(R) Core(TM) i5-4570T CPU @ 2.90GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
4096 MB L3 Cache 

OS Install Date 3/26/2014 4:46:56 PM 

Last Active Directory Check-in 10/25/2016 5:31:22 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    
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Memory Serial # Speed Size 

Memory Bank: ChannelB-DIMM0 (In Use) 19111418 1600 MHz 8192 MB 

Total Memory   8192 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Windows NTFS 909.7 GB 149.47 GB 16.43% 760.23GB 83.57% 

D: Recovery Image NTFS 19.89 GB 17.44 GB 87.68% 2.45GB 12.32% 

E: Seagate Backup Plus Drive NTFS 1397.26 
GB 

117.89 GB 8.44% 1279.37GB 91.56% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Seagate BUP Slim SL SCSI Disk Device NA77R1V0 External Hard Drive 1.36 TB E: 

ST1000LM024 HN-M101MBB S2Y9J9CD704703 Hard Drive 931.51 
GB 

C:, D: 

SanDisk SDSA5DK-016G-1006 132832401002 Hard Drive 14.91 GB  

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address 08:9E:01:E2:62:FF 

DHCP Enabled Yes 

IPv4 Address 192.168.7.95;fe80::2855:d52f:3748:b91b 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/22/2016 9:31:27 AM 

Lease Expires 10/30/2016 9:31:27 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 
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Ethernet adapter Ethernet:  

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.8.207.0) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 5:49:35 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.8.207.0) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.353.0 

AS Last Applied 10/24/2016 9:37:02 PM 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 5:49:35 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
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Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.7.95 hp LaserJet 1320 PCL 
5 

   

 
 
Shares 
 
UNC PATH Remark 

\\Mmichaels-HP\ADMIN$ C:\WINDOWS  

\\Mmichaels-HP\C$ C:\  

\\Mmichaels-HP\D$ D:\  

\\Mmichaels-HP\E$ E:\  

\\Mmichaels-HP\IPC$   

\\Mmichaels-HP\print$ C:\WINDOWS\system32\spool\drivers  

 
Installed Applications 
 
Application Name Version 

Adobe AIR 14.0.0.110 

Adobe Community Help 3.4.980 

Adobe Creative Cloud 3.3.0.151 

Adobe Dreamweaver CS5.5 11.5 

Adobe Photoshop CC 14.0 

Adobe Photoshop CC 2014 15.1 

Adobe Reader XI (11.0.17) 11.0.17 

Adobe Widget Browser 2.0 Build 230 

Apple Application Support 3.0.6 

Apple Software Update 2.1.3.127 

Bonjour 3.0.0.10 
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Application Name Version 

Cisco WebEx Meetings  

Citrix Online Launcher 1.0.335 

DisplayLink Core Software 7.5.54609.0 

FileZilla Client 3.10.3 3.10.3 

Google Chrome 54.0.2840.71 

Google Toolbar for Internet Explorer 1.0.0 

GoToMeeting 7.24.0.5636 7.24.0.5636 

HP My Display 2.07.9.0 

iCloud 4.0.5.20 

Intel(R) Processor Graphics 10.18.10.3325 

join.me 3.0.0.3539 

Microsoft Office Professional Plus 2013 15.0.4569.1506 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.61000 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0.30501.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

redi Detective 3.0.1019.0 

NVIDIA PhysX System Software 9.13.0604 9.13.0604 

NVIDIA Update 1.14.17 1.14.17 

QuickBooks Premier: Professional Services Edition 2015 25.0.4005.2506 

QuickBooks Runtime Redistributable 1.00.0000 

Seagate docksys 3.2.1802.2 

Snagit 11 11.4.3 

VC12X64Redist 1.00.0000 

VC12X86Redist 1.00.0000 

Zoom 3.5 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
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Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.7.95 Mmichaels-HP  

 
 
Local 
 
Unable to collect remotely 
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1.26 - CORP.MYCO.COM\MWEST-WIN864 
 
Computer IP address 

Windows 8 Enterprise (x64) unknown (Build 9200) 192.168.6.30  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 8 Enterprise (x64) unknown (Build 9200) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer MSI/MS-7850 

Service Tag/Serial Number To Be Filled By O.E.M. 

Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 11/28/2012 8:17:17 AM 

Last Active Directory Check-in 10/25/2016 9:02:39 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM0 (In Use) 000078FE 1333 MHz 4096 MB 
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Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM1 (In Use) 00000EBD 1333 MHz 4096 MB 

Memory Bank: ChannelB-DIMM0 (In Use) 00007586 1333 MHz 4096 MB 

Memory Bank: ChannelB-DIMM1 (In Use) 00007915 1333 MHz 4096 MB 

Memory Bank: Bank 4 (Available)    

Total Memory   16384 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Gateway NTFS 476.13 GB 188.12 GB 39.51% 288.01GB 60.49% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Samsung SSD 850 PRO 512GB S250NSAG406855Y Hard Drive 476.94 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet 2:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address D4:3D:7E:F7:33:12 

DHCP Enabled Yes 

IPv4 Address 192.168.6.30;fe80::7977:c113:9a24:40a1 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 10:19:37 AM 

Lease Expires 11/1/2016 10:19:37 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
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Security Center 
 
Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.8.207.0) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.10600.0 

Last Scan 6/16/2014 3:00:00 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.8.207.0) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.175.2352.0 

AS Last Applied 6/15/2014 8:02:11 AM 

Engine Version 1.1.10600.0 

Last Scan 6/16/2014 3:00:00 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
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No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 8 Failed (non-critical) 2 updates are missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Service Packs, SQL Server 2008 Failed (non-critical) 1 update is missing. 

Updates, Windows 8 Failed (non-critical) 2 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.30 Dev office printer   Administrator 

192.168.6.30 Brother MFC-9320CW 
Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\Mwest-WIN864\ADMIN$ C:\Windows  

\\Mwest-WIN864\C$ C:\  

\\Mwest-WIN864\IPC$   

\\Mwest-WIN864\print$ C:\Windows\system32\spool\drivers  

\\Mwest-WIN864\Share C:\Share  

\\Mwest-WIN864\xdrive C:\xdrive  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

AMD Catalyst Install Manager 8.0.916.0 
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Application Name Version 

Application Insights Tools for Visual Studio 2015 7.0.20622.1 

Bomgar Representative Client [nsremote.westridge.com]  

Citrix Online Launcher 1.0.117 

Classic Shell 4.3.0 

Crystal Reports Basic for Visual Studio 2008 10.5.0.0 

Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0 

DevExpress Components 14.1 14.1.7 

DevExpress Documentation  

Entity Framework 6.1.1 Tools for Visual Studio 2013 12.0.30610.0 

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0 

Fiddler 4.6.2.3 

GIMP 2.8.18 2.8.18 

Google Chrome 54.0.2840.59 

grepWin x64 1.6.661 

Ignite UI 2014.1 14.1.2692 

Ignite UI 2014.1 Samples 14.1.190 

IIS 10.0 Express 192.168.1736 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Infragistics ASP.NET 2014.1 14.1.2392 

Infragistics ASP.NET 2014.1 Samples 14.1.82 

Infragistics Developer Tools 2015.2 15.2.20152.39 

Infragistics NetAdvantage SharePoint 2012.2 12.2.1001 

Infragistics Reporting 2014.1 14.1.2022 

Infragistics Reporting 2014.1 Samples 14.1.1007 

Infragistics Silverlight 2014.1 14.1.2234 

Infragistics Silverlight 2014.1 Samples 14.1.252 

Infragistics Version Utility 2014.1 14.1.35 

Infragistics Visual Studio Extension 2014.1 14.1.49 

Infragistics Windows Forms 2014.1 14.1.2178 

Infragistics Windows Forms 2014.1 Samples 14.1.129 

Infragistics Windows UI - WinJS 2013.2 13.2.1006 

Infragistics Windows UI - XAML 2014.1 14.1.2153 

Infragistics WPF 2014.1 14.1.2283 

Infragistics WPF 2014.1 Samples 14.1.264 

Intel(R) Processor Graphics 9.17.10.2867 

LogMeIn 4.1.2634 

LogMeIn Client 1.3.1648 

Malwarebytes Anti-Malware version 2.0.3.1025 2.0.3.1025 

Microsoft .NET Compact Framework 2.0 SP2 2.0.7045 
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Application Name Version 

Microsoft .NET Compact Framework 3.5 3.5.7283 

Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5 SDK 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft .NET Framework 4.6 SDK 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127 

Microsoft .NET Framework 4.6.1 SDK 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055 

Microsoft .NET Version Manager (x64) 1.0.0-beta5 1.0.10609.0 

Microsoft ASP.NET 2.0 AJAX Extensions 1.0 1.0.61025 

Microsoft ASP.NET 2.0 AJAX Templates for Visual Studio 2008 2.0.0.0 

Microsoft ASP.NET MVC 2 2.0.60926.0 

Microsoft ASP.NET MVC 4 Runtime 4.0.40804.0 

Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0.21022 

Microsoft Document Explorer 2005  

Microsoft Document Explorer 2008  

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft Help Viewer 2.1 2.1.21005 

Microsoft Help Viewer 2.2 2.2.25420 

Microsoft Lync 2010 4.0.7577.4521 

Microsoft ODBC Driver 11 for SQL Server 13.0.1000.255 

Microsoft Office 365 ProPlus - en-us 15.0.4867.1003 

Microsoft Online Services Module for Windows PowerShell 1.0.0 

Microsoft Online Services Sign-in Assistant 7.250.4209.0 

Microsoft Report Viewer for SQL Server 2016 CTP3.3 13.0.1000.255 

Microsoft Silverlight 5.1.50428.0 

Microsoft Silverlight 3 SDK 3.0.40818.0 

Microsoft Silverlight 4 SDK 4.0.50826.0 

Microsoft Silverlight 5 SDK 5.0.61118.0 

Microsoft SQL Server 2016 Policies CTP3.3 13.0.1000.255 

Microsoft SQL Server 2016 T-SQL Language Service CTP3.3 13.0.11000.78 

Microsoft SQL Server 2005  

Microsoft SQL Server 2008 (64-bit)  
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Application Name Version 

Microsoft SQL Server 2008 Browser 10.1.2531.0 

Microsoft SQL Server 2008 Native Client 10.1.2531.0 

Microsoft SQL Server 2008 R2 Data-Tier Application Framework 10.50.1750.9 

Microsoft SQL Server 2008 R2 Data-Tier Application Project 10.50.1750.9 

Microsoft SQL Server 2008 R2 Management Objects 10.50.1750.9 

Microsoft SQL Server 2008 R2 Management Objects (x64) 10.50.1447.4 

Microsoft SQL Server 2008 R2 Transact-SQL Language Service 10.50.1750.9 

Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.1.3000.0 

Microsoft SQL Server 2012 Data-Tier App Framework 11.1.2902.0 

Microsoft SQL Server 2012 Data-Tier App Framework (x64) 11.1.2902.0 

Microsoft SQL Server 2012 Express LocalDB 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects (x64) 11.1.3000.0 

Microsoft SQL Server 2012 Native Client 11.2.5592.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1.3000.0 

Microsoft SQL Server 2012 T-SQL Language Service 11.1.3000.0 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server 2016 CTP3.3  

Microsoft SQL Server 2016 LocalDB 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects (x64) 13.0.1601.5 

Microsoft SQL Server 2016 T-SQL Language Service 13.0.14500.10 

Microsoft SQL Server 2016 T-SQL ScriptDom 13.0.1601.5 

Microsoft SQL Server Compact 3.5 for Devices ENU 3.5.5386.0 

Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5.5692.0 

Microsoft SQL Server Compact 3.5 SP2 ENU 3.5.8080.0 

Microsoft SQL Server Compact 3.5 SP2 x64 ENU 3.5.8080.0 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server Data Tools - enu (14.0.60519.0) 14.0.60519.0 

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server Database Publishing Wizard 1.3 192.168.1600.22 

Microsoft SQL Server Database Publishing Wizard 1.4 10.1.2512.8 

Microsoft SQL Server Data-Tier Application Framework (x86) 13.0.3199.1 

Microsoft SQL Server Management Studio - January 2016 13.0.11000.78 

Microsoft SQL Server Native Client 9.00.3042.00 
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Application Name Version 

Microsoft SQL Server Setup Support Files (English) 9.00.3042.00 

Microsoft SQL Server System CLR Types 10.50.1750.9 

Microsoft SQL Server System CLR Types (x64) 10.50.1750.9 

Microsoft SQL Server VSS Writer 10.1.2531.0 

Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0.3010.0 

Microsoft Sync Framework SDK v1.0 SP1 1.0.3010.0 

Microsoft Sync Framework Services v1.0 SP1 (x64) 1.0.3010.0 

Microsoft Sync Services for ADO.NET v2.0 SP1 (x64) 2.0.3010.0 

Microsoft System CLR Types for SQL Server 2012 11.1.3366.16 

Microsoft System CLR Types for SQL Server 2012 (x64) 11.1.3366.16 

Microsoft System CLR Types for SQL Server 2014 12.0.2402.29 

Microsoft System CLR Types for SQL Server 2016 13.0.1601.5 

Microsoft Team Foundation Server 2010 Object Model - ENU 192.168.40219 

Microsoft Visual Basic Power Packs 3.0 9.0.30214 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.21022 9.0.21022 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0.21022 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Designtime - 192.168.30319 192.168.30319 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x64 Runtime - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Runtime - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24212 14.0.24212.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0 

Microsoft Visual F# 2.0 Runtime 192.168.40219 

Microsoft Visual SourceSafe 2005 - ENU  

Microsoft Visual Studio 2008 Professional Edition - ENU  

Microsoft Visual Studio 2008 Remote Debugger - ENU  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 162 of 362 

Application Name Version 

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0.30729 

Microsoft Visual Studio 2008 Team Explorer - ENU  

Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools 192.168.40219 

Microsoft Visual Studio 2010 Service Pack 1 192.168.40219 

Microsoft Visual Studio 2010 Shell (Isolated) - ENU 192.168.40219 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Visual Studio Community 2015 with Updates 14.0.25420.1 

Microsoft Visual Studio Macro Tools 9.0.30729 

Microsoft Visual Studio Professional 2013 with Update 3 12.0.30723 

Microsoft Visual Studio Professional 2015 with Updates 14.0.25420.1 

Microsoft Visual Studio Web Authoring Component 12.0.4518.1066 

Microsoft Web Deploy 3.6 3.1238.1962 

Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5.21022 

Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1.5288.17011 

Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1.5288.17011 

Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1.5294.17011 

Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1.5294.17011 

MindFusion WinForms 1.0.0 

Mozilla Firefox 49.0 (x86 en-US) 49.0 

Mozilla Maintenance Service 49.0 

MySQL connections Net 6.4.3 6.4.3 

Open XML SDK 2.0 for Microsoft Office 2.0.5022 

OpenOffice 4.1.2 4.12.9782 

PlaysTV 1.14.1-r116718-
release 

Prerequisites for SSDT 12.0.2000.8 

Quick Screen Capture 3.0 3.0 

Raptr 5.2.7-r116720-release 

Ryver 1.1.8 

Samsung Data Migration 2.7 

Samsung Printer Live Update 1.01.00:04(2013-04-
22) 

ShadowSnap 1.1..17 

StorageCraft ShadowProtect 5.0.1.23057 

Telerik Control Panel 14.2.826.0 

Telerik Reporting Q2 2014 SP1 8.1.14.804 

Telerik UI for WinForms Q2 2014 SP1 14.2.715.0 

Telerik UI for WPF Q2 2014 SP1 14.2.729.0 

Uninstall Samsung Printer Software 4.0.0.67 

VIPRE Business Agent 9.3.6000 

Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0.30729.01 
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Application Name Version 

Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0.30729.01 

Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0.30729.01 

Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0.30729.4148 

Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0.30729.6161 

Visual Studio .NET Prerequisites - English 9.0.30729 

Visual Studio 2005 Tools for Office Second Edition Runtime  

Visual Studio 2010 Prerequisites - English 192.168.40219 

Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU 4.0.8080.0 

Visual Studio Tools for the Office system 3.0 Runtime  

WCF RIA Services V1.0 SP2 4.1.62812.0 

Web Deployment Tool 1.1.0618 

Windows Mobile 5.0 SDK R2 for Pocket PC 5.00.1700.5.14343.06 

Windows Mobile 5.0 SDK R2 for Smartphone 5.00.1700.5.14343.06 

WinMerge 2.14.0 2.14.0 

WinSCP 5.7.7 5.7.7 

Xceed Components 4.5.14257.09490 

 
 
License Keys 
 
Application Name License Key 

Business Objects - Crystal Reports Basic for Visual 
Studio 2008 

notnone 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 (x64) 

notnone 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Communicator 02066-270-0001260-04309 

Microsoft - Internet Explorer 00178-50527-10145-AA496 (ends with 4F9VC) 

Microsoft - MSDN 92357-152-0000034-60585 (GQ42V-YK763-KTBD6-
JRR38-C8T9M) 

Microsoft - Office 82503-018-0000106-48846 (ends with 4F9VC) 

Microsoft - Office Visual Web Developer 2007 82503-694-0000007-62748 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Service Pack 1 for SQL Server 2008 
(KB968369) (64-bit) 

SQL2008 

Microsoft - SourceSafe 77609-010-0000007-41660 (QCT3X-2D7KK-RTCPQ-
GTRFK-46FWG) 

Microsoft - SQL Server 1.0 

Microsoft - Visual SourceSafe 2005 - ENU 77609-010-0000007-41660 

Microsoft - Visual Studio 2008 Professional Edition - ENU 91605-270-8446382-60851 

Microsoft - Visual Studio 2008 Shell (integrated mode) - 
ENU 

92357-152-0000034-60585 

Microsoft - Visual Studio 2008 Team Explorer - ENU 91907-152-0000016-60184 
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Application Name License Key 

Microsoft - Visual Studio Web Authoring Component 82503-694-0000007-62748 (GRXPP-JRYBX-7JWJB-
M2H2C-G486T) 

Microsoft - VisualStudio 01010-532-2002386-70219 

Microsoft - VisualStudio 2014.2.707.0 

Microsoft - VisualStudio 4.1.21001.0 

Microsoft - VisualStudio 4.1.41102.0 

Microsoft - VSA 92357-152-0000034-60585 (GQ42V-YK763-KTBD6-
JRR38-C8T9M) 

Microsoft - Windows 8 Enterprise 00178-50527-10145-AA496 (ends with 4F9VC) 

Microsoft - Windows SDK for Visual Studio 2008 Headers 
and Libraries 

12345-111-1111111-51526 

Microsoft - Windows SDK for Visual Studio 2008 SDK 
Reference Assemblies and IntelliSense 

12345-111-1111111-18298 

Microsoft - Windows SDK for Visual Studio 2008 SP1 
Tools 

12345-111-1111111-17665 

Microsoft - Windows SDK for Visual Studio 2008 SP1 
Win32 Tools 

12345-111-1111111-34857 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.30 Mwest-WIN864  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.30 

System   

445/TCP Any System   

2002/TCP Any LogMeIn.exe LogMeIn NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

25566/TC
P 

Any raw_agent_svc.exe STC Raw Backup Agent NT AUTHORITY\SYSTEM 

35211/TC
P 

Any System   



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 165 of 362 

Port IP 
Address 

Process Name Description User 

44399/TC
P 

Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49156/TC
P 

Any plays_service.exe Plays.tv Service NT AUTHORITY\SYSTEM 

49157/TC
P 

Any System   

49158/TC
P 

Any System   

49159/TC
P 

Any System   

62535/TC
P 

Any System   

64034/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

64035/TC
P 

Any services.exe Services and Controller app NT AUTHORITY\SYSTEM 
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1.27 - CORP.MYCO.COM\PANOPTICON 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.133  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key PJ782-XYC2J-FPRTY-87QTV-QPFC2 

Manufacturer PowerSpec/Gseries 

Service Tag/Serial Number PS 

Processor Intel(R) Core(TM) i7-6700K CPU @ 4.00GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 9/26/2016 4:40:16 AM 

Last Active Directory Check-in 10/25/2016 9:46:57 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 2 (Available)    

Memory Bank: ChannelB-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 

Memory Bank: Bank 4 (Available)    

Total Memory   16384 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Windows NTFS 475.68 GB 145.92 GB 30.68% 329.76GB 69.32% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

SanDisk SD8SB8U512G1122 160381442812 Hard Drive 476.94 
GB 

C: 

Generic- Multiple Reader USB Device AU6479  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (Realtek PCIe 
GBE Family Controller Virtual Switch): 

 

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address D8:CB:8A:C6:C2:DE 

DHCP Enabled Yes 

IPv4 Address 192.168.6.133;fe80::a4a0:5c06:b6d4:d020 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 3:54:02 PM 

Lease Expires 11/1/2016 3:54:02 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 
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Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/21/2016 8:36:46 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.407.0 

AS Last Applied 10/25/2016 3:43:20 PM 

Engine Version 1.1.13202.0 

Last Scan 10/21/2016 8:36:46 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
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Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 17 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 6 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\PANOPTICON\ADMIN$ C:\WINDOWS  

\\PANOPTICON\C$ C:\  

\\PANOPTICON\IPC$   

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

Android SDK Tools 1.16 

Application Insights Tools for Visual Studio 2015 7.0.20622.1 

Citrix Online Launcher 1.0.408 

Clang with Microsoft CodeGen for Microsoft Visual Studio 2015 14.0.25515.0 

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0 

Git version 2.9.2 2.9.2 

Google Chrome 54.0.2840.71 

GoToMeeting 7.24.0.5636 7.24.0.5636 

IIS 10.0 Express 192.168.1736 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Intel(R) Rapid Storage Technology 14.5.0.1081 
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Application Name Version 

Intel(R) Serial IO 30.100.1519.07 

Java SE Development Kit 7 Update 55 1.7.0.550 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft .NET Framework 4.6 SDK 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127 

Microsoft .NET Framework 4.6.1 SDK 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055 

Microsoft .NET Version Manager (x64) 1.0.0-beta5 1.0.10609.0 

Microsoft Help Viewer 2.2 2.2.25420 

Microsoft ODBC Driver 13 for SQL Server 13.0.1601.5 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Microsoft Report Viewer for SQL Server 2016 13.0.1601.5 

Microsoft Silverlight 5.1.20513.0 

Microsoft Silverlight 5 SDK 5.0.61118.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.0.2100.60 

Microsoft SQL Server 2012 Native Client 11.3.6518.0 

Microsoft SQL Server 2014 Express LocalDB 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server 2016  

Microsoft SQL Server 2016 LocalDB 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects (x64) 13.0.1601.5 

Microsoft SQL Server 2016 Policies 13.0.1601.5 

Microsoft SQL Server 2016 T-SQL Language Service 13.0.14500.10 

Microsoft SQL Server 2016 T-SQL ScriptDom 13.0.1601.5 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (14.0.60519.0) 14.0.60519.0 

Microsoft SQL Server Data-Tier Application Framework (x86) 13.0.3366.2 

Microsoft SQL Server Management Studio - August 2016 13.0.15600.2 

Microsoft System CLR Types for SQL Server 2014 12.0.2402.29 
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Application Name Version 

Microsoft System CLR Types for SQL Server 2016 13.0.1601.5 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24212 14.0.24212.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0 

Microsoft Visual Studio 2015 Shell (Isolated) 14.0.23107 

Microsoft Visual Studio Emulator for Android 1.1.622.2 

Microsoft Visual Studio Professional 2015 with Updates 14.0.25420.1 

Microsoft Visual Studio Tools for Apache Cordova 14.0.60527.5 

Microsoft Web Deploy 3.6 3.1238.1962 

MySQL Workbench 6.3 CE 6.3.7 

Node.js 0.12.2 

Node.js Tools 1.2 for Visual Studio 2015 1.2.40726.00 

Prerequisites for SSDT 12.0.2000.8 

PuTTY 0.67.0.0 

Python 2.7.12 (64-bit) 2.7.12150 

Qualcomm Atheros Bluetooth Suite (64) 8.0.1.312 

Realtek High Definition Audio Driver 6.0.1.7599 

Ryver 1.1.6 

Telerik Fiddler 4.6.2.32002 

Telerik Test Studio 2016.3 163.9.28.0 

TypeScript Tools for Microsoft Visual Studio 2015 2.0.2.0 Beta 2.0.2.0 

Visual C++ for Mobile Development (Android support) 14.0.25401.0 

Visual C++ for Mobile Development (iOS support) 14.0.25401.0 

WinSCP 5.9.1 5.9.1 

Xamarin 4.1.1.3 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00330-50087-71613-AAOEM (ends with 9766P) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - SQL Server 1.0 

Microsoft - VisualStudio 4.1.41102.0 

Microsoft - Windows 10 Pro 00330-50087-71613-AAOEM (ends with 9766P) 

WOW6432Node - Microsoft 1.0 

WOW6432Node - Microsoft 4.1.41102.0 
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Application Name License Key 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.133 PANOPTICON  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.133 

System   

445/TCP Any System   

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

44399/TC
P 

Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any System   

49153/TC
P 

Any System   

49154/TC
P 

Any System   

49155/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49667/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

P 

49669/TC
P 

Any services  NT AUTHORITY\SYSTEM 

49976/TC
P 

Any System   

49983/TC
P 

Any System   

49986/TC
P 

Any System   

54304/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

63473/TC
P 

Any System   
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1.28 - CORP.MYCO.COM\PITWDS12 
 
Computer IP address 

Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 192.168.1.63  
192.168.1.64  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 

Windows Key VF2FQ-7T74G-MGFDF-BF2JK-CDJGB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 6984-2833-8919-4854-6590-2857-62 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 6/27/2016 1:17:57 PM 

Last Active Directory Check-in 10/25/2016 9:46:18 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M00 (In Use) None unknown 
MHz 

1024 MB 
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Memory Serial # Speed Size 

 1     

Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.48 GB 25.44 GB 20.11% 101.04GB 79.89% 

D: PITWDS12 Data NTFS 199.87 GB 90.73 GB 45.39% 109.14GB 54.61% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 200 GB D: 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:7A:59:0B 

DHCP Enabled No 

IPv4 Address 192.168.1.64;fe80::20ae:593f:c5e4:9c2d 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.3, 192.168.1.4, 192.168.1.23 

Connection Speed 4000000000 

Ethernet adapter Ethernet 2:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:7A:59:0C 

DHCP Enabled No 

IPv4 Address 192.168.1.63;fe80::e15f:1056:8c90:e961 

Subnet Mask 255.255.248.0, 64 
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Ethernet adapter Ethernet:  

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.3, 192.168.1.4, 192.168.1.23 

Connection Speed 4000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
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None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\PITWDS12\ADMIN$ C:\Windows  

\\PITWDS12\C$ C:\  

\\PITWDS12\D$ D:\  

\\PITWDS12\IPC$   

\\PITWDS12\REMINST D:\RemoteInstall  

 
Installed Applications 
 
Application Name Version 

Microsoft Silverlight 5.1.50428.0 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.1.63 PITWDS12  

 
 
Local 
 
Unable to collect remotely 
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1.29 - CORP.MYCO.COM\PKWIN8-VM 
 
Computer IP address 

Windows 8.1 Pro (x64) unknown (Build 9600) 192.168.199.34  
192.168.6.120  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 8.1 Pro (x64) unknown (Build 9600) 

Windows Key WRJRH-MMKDG-FCRGB-T7WR2-J426M 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 7023-0101-8892-0937-6588-8690-01 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 3/3/2014 1:09:54 PM 

Last Active Directory Check-in 10/25/2016 9:41:38 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M00 (In Use) None unknown 
MHz 

1024 MB 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 179 of 362 

Memory Serial # Speed Size 

 1     

Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.48 GB 42.10 GB 33.29% 84.38GB 66.71% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:8C 

DHCP Enabled Yes 

IPv4 Address 192.168.6.120;fe80::25ca:4556:3551:9e23 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 8:58:49 PM 

Lease Expires 11/2/2016 8:58:49 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

Ethernet adapter Ethernet 3:  

Connection-specific DNS Suffix phones.myco.com 

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:8D 

DHCP Enabled Yes 
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Ethernet adapter Ethernet:  

IPv4 Address 192.168.199.34;fe80::5d0f:a0de:55fa:48c4 

Subnet Mask 255.255.255.0, 64 

DHCP Server 192.168.199.1 

Lease Obtained 10/21/2016 8:58:39 PM 

Lease Expires 10/29/2016 8:58:39 PM 

Default Gateway 192.168.199.1 

DNS Servers 8.8.8.8 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.8.207.0) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 2:31:33 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.8.207.0) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.372.0 

AS Last Applied 10/25/2016 2:44:35 AM 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 2:31:33 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 
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Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 8.1 Failed (non-critical) 4 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\PKWIN8-VM\ADMIN$ C:\Windows  

\\PKWIN8-VM\C$ C:\  

\\PKWIN8-VM\IPC$   

\\PKWIN8-VM\print$ C:\Windows\system32\spool\drivers  

 
Installed Applications 
 
Application Name Version 

Google Chrome 54.0.2840.71 

Java 8 Update 111 8.0.1110.14 
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Application Name Version 

Microsoft Azure PowerShell - September 2016 2.1.0 

Microsoft Message Analyzer 4.0.7551.0 

Microsoft Office 365 ProPlus - en-us 15.0.4867.1003 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

Microsoft SQL Server 2008 Management Objects 192.168.1600.22 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Web Platform Installer 5.0 5.0.50430.0 

Mozilla Firefox 42.0 (x86 en-US) 42.0 

Mozilla Maintenance Service 42.0.0.5780 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

SQL Server System CLR Types 192.168.1600.22 

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00260-00105-13628-AA892 (ends with 6MRXB) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 8.1 Pro 00260-00105-13628-AA892 (ends with 6MRXB) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.120 PKWIN8-VM  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

47001/TC
P 

Any System   
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Port IP 
Address 

Process Name Description User 

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49156/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49157/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49159/TC
P 

Any services  NT AUTHORITY\SYSTEM 

64713/TC
P 

Any DllHost.exe COM Surrogate PIT\wpayne 
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1.30 - CORP.MYCO.COM\PS01 
 
Computer IP address 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 192.168.7.99  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
   Inactive computers 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 

Windows Key KGJ3F-C2CQF-HXHY6-D4R6B-JK7JM 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 8106-2199-5440-4619-9468-0535-04 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (2 total) 
Not hyper-threaded 

OS Install Date 6/24/2014 11:49:15 AM 

Last Active Directory Check-in 9/12/2016 7:33:37 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M00 (In Use) None unknown 
MHz 

1024 MB 
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Memory Serial # Speed Size 

 1     

Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 59.48 GB 31.21 GB 52.47% 28.27GB 47.53% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 60 GB C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:5D 

DHCP Enabled No 

IPv4 Address 192.168.7.99;fe80::850d:e5b2:61d3:15d6 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.1.0 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
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 Windows Firewall 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
Unable to scan 
 
 
Local Account Password Strength Assessment 
 
None Detected 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.7.99 Brother MFC-9320CW 
Printer 

   

192.168.7.99 Brother HL-6180DW    

 
(from Shares) 

  
 

   

\\PS01\Brother HL-6180DW 
(Brother HL-6180DW,LocalsplOnly) 

    

\\PS01\Brother MFC-9320CW Printer 
(Brother MFC-9320CW 
Printer,LocalsplOnly) 

    

 
 
Shares 
 
UNC PATH Remark 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 187 of 362 

UNC PATH Remark 

\\PS01\ADMIN$ C:\Windows  

\\PS01\Brother HL-6180DW Brother HL-6180DW,LocalsplOnly  

\\PS01\Brother MFC-9320CW Printer Brother MFC-9320CW Printer,LocalsplOnly  

\\PS01\C$ C:\  

\\PS01\IPC$   

\\PS01\print$ C:\Windows\system32\spool\drivers  

 
Installed Applications 
 
Application Name Version 

Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319 

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft ODBC Driver 11 for SQL Server 12.0.2000.8 

Microsoft Report Viewer 2014 Runtime 12.0.2000.8 

Microsoft SQL Server 2008 R2 Management Objects 10.51.2500.0 

Microsoft SQL Server 2008 Setup Support Files 10.3.5500.0 

Microsoft SQL Server 2012 Native Client 11.0.2100.60 

Microsoft SQL Server 2014 (64-bit)  

Microsoft SQL Server 2014 Policies 12.0.2000.8 

Microsoft SQL Server 2014 Setup (English) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL Compiler Service 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server System CLR Types 10.51.2500.0 

Microsoft System CLR Types for SQL Server 2014 12.0.2000.8 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Runtime - 192.168.40219 192.168.40219 

Microsoft Visual Studio 2010 Shell (Isolated) - ENU 192.168.40219 

Microsoft Visual Studio Tools for Applications x64 Runtime 3.0 192.168.40220 

Microsoft Visual Studio Tools for Applications x86 Runtime 3.0 192.168.40220 

Microsoft VSS Writer for SQL Server 2014 12.0.2000.8 

SQL Server Browser for SQL Server 2014 12.0.2000.8 

Visual Studio 2010 Prerequisites - English 192.168.40219 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
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Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
SQLServer 
(1433/TCP) 

RDP 
(3389/TCP) 

192.168.7.99 PS01    

 
 
Local 
 
Unable to collect remotely 
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1.31 - CORP.MYCO.COM\PSOLIDAD-PC 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 169.254.197.112  
192.168.6.12  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key QYW3B-WQHHJ-RDQWG-TQ9JB-6VJXG 

Manufacturer Acer/Veriton M6630G 

Processor Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 9/2/2016 6:24:05 AM 

Last Active Directory Check-in 10/25/2016 8:34:33 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 92299240 1600 MHz 4096 MB 

Memory Bank: DIMM2 (In Use) 90297F40 1600 MHz 4096 MB 
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Memory Serial # Speed Size 

Memory Bank: DIMM3 (In Use) 79F84942 1333 MHz 1024 MB 

Memory Bank: DIMM4 (In Use) 79F84941 1333 MHz 1024 MB 

Memory Bank: Bank 5 (Available)    

Total Memory   10240 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Acer NTFS 890.26 GB 298.64 GB 33.55% 591.62GB 66.45% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

WDC WD10EZEX-21M2NA0 WCC3FJKR07L1 Hard Drive 931.51 
GB 

C: 

USB Flash Disk USB Device FBI1402180400132 Removable Media 14.93 GB E: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (svr1-76CH-itable-
VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:06:28:24 

DHCP Enabled Yes 

IPv4 Address 169.254.197.112;fe80::4016:d634:6959:c570 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

Ethernet adapter vEthernet (NDA-External-
VS): 

 

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address C0:3F:D5:5E:F3:D9 

DHCP Enabled Yes 

IPv4 Address 192.168.6.12;fe80::9c83:ca9d:1a7d:7f24 
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Ethernet adapter vEthernet (svr1-76CH-itable-
VS): 

 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 2:16:45 PM 

Lease Expires 11/1/2016 2:16:45 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12603.0 

Last Scan 4/13/2016 2:44:22 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.217.1229.0 

AS Last Applied 4/12/2016 8:47:20 PM 

Engine Version 1.1.12603.0 

Last Scan 4/13/2016 2:44:22 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
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 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 5 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 3 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

169.254.197.112, 
192.168.6.12 

Brother HL-6180DW 
series Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\Psolidad-PC\ADMIN$ C:\WINDOWS  

\\Psolidad-PC\C$ C:\  
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UNC PATH Remark 

\\Psolidad-PC\IPC$   

\\Psolidad-PC\print$ C:\WINDOWS\system32\spool\drivers  

\\Psolidad-PC\Reports C:\Temp\Reports  

\\Psolidad-PC\RFT_reports C:\Temp\RFT_reports  

\\Psolidad-PC\share C:\share  

\\Psolidad-PC\accts C:\accts  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

Acer eSettings Management 3.00.8001 

Acer Framework 3.00.8001 

Acer Office Manager Agent 1.00.3011 

Acer Office Manager Console 1.00.3010 

Acer Power Management 7.00.3013 

Acer Recovery Management 6.00.3017 

Acer reg 2.00.3006 

Acer SmartBoot 1.00.8001 

Adobe Acrobat Reader DC 15.020.20039 

Adobe AIR 23.0.0.257 

Adobe Community Help 3.0.0.400 

Adobe Creative Suite 5 Master Collection 5.0 

Adobe Media Player 1.8 

Advanced IP Scanner 2.4 2.4.2601 

APITester 1.0.0.8 

Cisco WebEx Meetings  

Citrix Online Launcher 1.0.335 

Citrix Receiver 4.5 14.5.0.10018 

CyberLink PowerDVD 12 12.0.2531.57 

Dropbox 12.4.22 

Google Chrome 54.0.2840.59 

Google Drive 1.31.2873.2758 

GoToMeeting 7.24.0.5636 7.24.0.5636 

Identity Card 2.00.3005 

Intel(R) Control Center 1.2.1.1011 

Intel(R) Management Engine Components 9.0.0.1323 

Intel(R) redi Connections 18.1.59.0 18.1.59.0 

Intel(R) Processor Graphics 10.18.10.3907 

Intel(R) Rapid Storage Technology 12.6.0.1033 

Intel(R) SDK for OpenCL - CPU Only Runtime Package 3.0.0.66956 
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Application Name Version 

Intel(R) Small Business Advantage 2.0.31.7101 

Java 8 Update 73 8.0.730.2 

Live Updater 2.00.8102 

Managed Switch Port Mapping Tool 2.55 2.55 

Microsoft Azure PowerShell - February 2016 1.2.1 

Microsoft Baseline Security Analyzer 2.3 2.3.2211 

Microsoft Office 365 Support and Recovery Assistant 16.0.935.8 

Microsoft Office Professional Plus 2013 15.0.4569.1506 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

Microsoft Visio Professional 2013 15.0.4569.1506 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Web Platform Installer 5.0 5.0.50430.0 

redi Detective 4.0.1011.0 

Nmap 7.12 7.12 

myco Explorer  

Quick Screen Capture 3.0 3.0 

myapp 4.0.207.241 

Realtek High Definition Audio Driver 6.0.1.6813 

Realtek USB Card Reader 6.2.9200.30150 

Ryver 1.1.6 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

Shared C Run-time for x64 192.168.0 

Software Assembler 2.00.3004 

TeamViewer 11 11.0.66695 

Terminals 3.6.1.0 

Veriton ControlCenter 1.00.8002 

VIPRE Business Agent 9.3.6000 

VMware Remote Console Plug-in 5.1 0.0.1 
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Application Name Version 

VMware vSphere Client 5.0 5.0.0.37933 

VMware vSphere Client 5.5 5.5.0.5274 

VMware vSphere PowerCLI 6.3.0.8258 

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

WinPcap 4.1.3 4.1.0.2980 

WinSCP 5.7.6 5.7.6 

 
 
License Keys 
 
Application Name License Key 

Intel - AMT {65153EA5-8B6E-43b6-857B-C6E4FC25798A} 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Intel - OpenCL {FCB3772C-B7D0-4933-B1A9-3707EBACC573} 

Intel - SBA {6A6D86CD-B004-46b7-8951-7BB75A776F8C} 

Microsoft - Internet Explorer 00178-10141-09731-AA895 (QJW9K-TVJKQ-HTBRX-
JG8P4-6Q4DH) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA567 (JVF76-6TMPY-98BXW-
76FY6-YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Visio Professional 2013 00219-00000-00000-AA362 

Microsoft - Windows 10 Pro 00330-80101-38598-AA942 (ends with QDBP6) 

Nero - Shared <binary> 

WOW6432Node - Intel {65153EA5-8B6E-43b6-857B-C6E4FC25798A} 

WOW6432Node - Intel {6A6D86CD-B004-46b7-8951-7BB75A776F8C} 

WOW6432Node - Intel {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

WOW6432Node - Intel {FCB3772C-B7D0-4933-B1A9-3707EBACC573} 

WOW6432Node - Microsoft 89383-100-0001260-04309 

WOW6432Node - Nero <binary> 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.12 Psolidad-PC  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 
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Port IP 
Address 

Process Name Description User 

139/TCP 192.168.6
.12 

System   

445/TCP Any System   

1536/TCP Any wininit  NT AUTHORITY\SYSTEM 

1537/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

1540/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

1541/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

1542/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

1557/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

17500/TC
P 

Any Dropbox.exe Dropbox PIT\psolidad 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

21092/TC
P 

Any AgSvc.exe AgSvc NT AUTHORITY\SYSTEM 

22350/TC
P 

Any CodeMeter.exe CodeMeter Runtime Server NT AUTHORITY\SYSTEM 

23527/TC
P 

Any services  NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   
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1.32 - CORP.MYCO.COM\PSOLIDAD-WIN764 
 
Computer IP address 

Windows 8.1 Enterprise (x64) unknown (Build 9600) 192.168.6.14  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 8.1 Enterprise (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Gateway/DX4320 

Processor AMD Phenom(tm) II X4 945 Processor 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
2048 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 11/21/2013 1:32:55 PM 

Last Active Directory Check-in 10/25/2016 6:01:59 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 2 (Available)    
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Memory Serial # Speed Size 

Memory Bank: DIMM2 (In Use) DC8DF165 533 MHz 2048 MB 

Memory Bank: DIMM3 (In Use) 258EF165 533 MHz 2048 MB 

Total Memory   4096 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Gateway NTFS 913.35 GB 232.59 GB 25.47% 680.76GB 74.53% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Seagate ST31000528AS SCSI Disk 
Device 

1705ec7f10000000000
000000000000000000
00000000000 

Hard Drive 931.45 
GB 

C: 

Generic USB CF Reader USB Device 058F63776371  0 B  

Generic USB SD Reader USB Device 058F63776370  0 B  

Generic Mini SD Reader USB Device 058F63776374  0 B  

Generic USB xD/SM Reader USB Device 058F63776372  0 B  

Generic USB MS Reader USB Device 058F63776373  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter Local Area Connection:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address 90:FB:A6:8A:9C:2B 

DHCP Enabled Yes 

IPv4 Address 192.168.6.14;fe80::20dd:cdd2:c1bf:95dc 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/22/2016 4:08:08 PM 

Lease Expires 10/30/2016 4:08:08 PM 

Default Gateway 192.168.1.1;192.168.199.1 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 199 of 362 

Ethernet adapter Local Area Connection:  

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.8.207.0) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 4:11:21 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.8.207.0) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.372.0 

AS Last Applied 10/25/2016 2:44:35 AM 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 4:11:21 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
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No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 8.1 and later drivers Failed (non-critical) 1 update is missing. 

Drivers, Windows 8.1 Drivers Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 8.1 Failed (non-critical) 7 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.14 Brother HL-6180DW 
series Printer 

   

 
 
Shares 
 
UNC PATH Remark 

\\Psolidad-WIN764\ADMIN$ C:\WINDOWS  

\\Psolidad-WIN764\C$ C:\  

\\Psolidad-WIN764\IPC$   

\\Psolidad-WIN764\print$ C:\Windows\system32\spool\drivers  

 
Installed Applications 
 
Application Name Version 

7-Zip 9.20  

7-Zip 9.20 (x64 edition) 9.20.00.0 

ADManager Plus Free Tools 4.0 

Adobe Acrobat 9 Pro - English, Français, Deutsch 9.5.5 

Adobe Acrobat 9.5.5 - CPSID_83708  
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Application Name Version 

Adobe AIR 1.5.3.9120 

Adobe Community Help 3.0.0.400 

Adobe Creative Suite 5 Master Collection 5.0 

Adobe Flash Player 11 Plugin 11.4.402.265 

Adobe Media Player 1.8 

AMD Catalyst Install Manager 8.0.903.0 

Bonjour 3.0.0.10 

Brother MFL-Pro Suite MFC-9320CW 3.0.3.0 

Brother P-touch Editor 5.0 5.0.1200 

Brother P-touch Update Software 1.0.0010 

Cisco AnyConnect VPN Client 2.5.1025 

Cisco WebEx Meetings  

Citrix Online Launcher 1.0.168 

Citrix Receiver 13.4.0.25 

Crystal Reports 2008 Runtime SP2 12.2.0.290 

DAEMON Tools Lite 4.47.1.0333 

Dropbox 12.4.22 

DVD Shrink 3.2  

Express Scribe 5.59 

ExtraPutty 0.22 0.22 

Getif 2.3.1  

Google Chrome 54.0.2840.71 

Google Drive 1.31.2873.2758 

Google Talk (remove only)  

IDrive Version - 6.0 6.0 

Java 7 Update 60 7.0.600 

JavaFX 2.1.1 2.1.1 

Juniper redis redi Connect 6.4.0 6.4.0.14343 

Juniper redis Setup Client 2.0.0.3217 

Juniper redis Setup Client Activex Control 2.0.0.3 

Kernel for OST to PST ver 11.07.01  

LogMeIn 4.1.2651 

Microsoft Baseline Security Analyzer 2.3 2.3.2208 

Microsoft Lync 2010 4.0.7577.4521 

Microsoft Office Professional Plus 2010 14.0.7015.1000 

Microsoft OneDrive 17.3.6517.0809 

Microsoft Online Services Module for Windows PowerShell 1.0.0 

Microsoft Online Services Sign-in Assistant 7.250.4303.0 

Microsoft Silverlight 5.1.50901.0 

Microsoft Visio Professional 2013 15.0.4569.1506 
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Application Name Version 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Works 6-9 Converter 14.0.6120.5002 

MSXML 4.0 SP2 Parser and SDK 4.20.9818.0 

MySQL connections/ODBC 3.51 3.51.26 

redi Detective 3.0.1080.0 

Nucleus Kernel Outlook Password Recovery ver 10.08.01  

NVIDIA 3D Vision Controller Driver 301.42 301.42 

NVIDIA 3D Vision Driver 306.97 306.97 

NVIDIA Graphics Driver 306.97 306.97 

NVIDIA HD Audio Driver 1.3.16.0 1.3.16.0 

NVIDIA PhysX System Software 9.12.0213 9.12.0213 

NVIDIA Update 1.10.8 1.10.8 

Oracle VM VirtualBox 5.0.12 5.0.12 

myco Agent  

myco Explorer  

Quick Screen Capture 3.0 3.0 

QuickBooks File Doctor 3.5.3 

QuickBooks Premier: Contractor Edition 2012 22.0.4008.2206 

myapp 4.0.208.242 

Realtek Ethernet Controller Driver For Windows 7 7.17.304.2010 

Samsung M283x Series 1.10 (11/6/2014) 

Samsung Printer Diagnostics 1.0.0.16 

Samsung Printer Live Update 1.01.00:04(2013-04-
22) 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

SonicWALL Global VPN Client 4.6.4 

TeamViewer 9 9.0.41110 

Terminals 2.0.0 

ViewSonic Monitor Drivers  

Visual CertExam Suite  
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Application Name Version 

VLC media player 2.0.0 2.0.0 

Windows 7 USB/DVD Download Tool 1.0.30 

 
 
License Keys 
 
Application Name License Key 

Adobe - Repair 111810065156236677997852 
(111810065156236677997852) 

Adobe Systems - Adobe Acrobat 9 Pro - English, 
Français, Deutsch 

111810065156236677997852 

Aimersoft - Aimersoft Helper Compact 1030 

Aimersoft - Aimersoft Video Converter Ultimate 523 

Business Objects - Crystal Reports 2008 Runtime SP2 notnone 

Microsoft - Communicator 02066-270-0001260-04309 

Microsoft - Internet Explorer 00261-80463-30762-AA926 (ends with P36VD) 

Microsoft - Office Professional Plus 2010 82503-018-0000106-48284 (ends with P36VD) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Visio Professional 2013 00219-00000-00000-AA856 (JVF76-6TMPY-98BXW-
76B7Q-TCGTV) 

Microsoft - Windows 8.1 Enterprise 00261-80463-30762-AA926 (ends with P36VD) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.14 Psolidad-WIN764  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.14 

System   

445/TCP Any System   

2002/TCP Any LogMeIn.exe LogMeIn NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

8019/TCP Any QBCFMonitorService. QuickBooks Company File NT AUTHORITY\SYSTEM 
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Port IP 
Address 

Process Name Description User 

exe Monitoring Service 

17500/TC
P 

Any Dropbox.exe Dropbox PIT\psolidad 

29080/TC
P 

Any pwgateway.exe  NT AUTHORITY\SYSTEM 

29081/TC
P 

Any pwgwupdater.exe  NT AUTHORITY\SYSTEM 

29100/TC
P 

Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49157/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49191/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

54105/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.33 - CORP.MYCO.COM\QB01 
 
Computer IP address 

Windows Server 2008 R2 Enterprise (x64) Service Pack 1 (Build 7601) 192.168.6.142  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Operating system in Extended Support 
 
 
System Profile 
 
Profile  

OS Windows Server 2008 R2 Enterprise (x64) Service Pack 1 (Build 
7601) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 4083-2766-0581-8944-5947-8736-07 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 9/22/2015 2:28:21 PM 

Last Active Directory Check-in 10/25/2016 9:43:33 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

2048 MB 
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Memory Serial # Speed Size 

 32     

Total Memory   2048 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.9 GB 63.96 GB 50.40% 62.94GB 49.60% 

F: QB01 Data NTFS 127 GB 24.13 GB 19.00% 102.87GB 81.00% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Virtual HD ATA Device  Hard Drive 126.99 
GB 

C: 

Msft Virtual Disk SCSI Disk Device  Hard Drive 126.99 
GB 

F: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Local Area Connection 2:  

Connection-specific DNS Suffix Corp.myco.com 

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:81 

DHCP Enabled Yes 

IPv4 Address 192.168.6.142;fe80::c96c:9b21:9265:d258 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 9:34:14 PM 

Lease Expires 11/2/2016 9:34:14 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 
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Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 

 VIPRE 

Enabled Yes 

 
Antispyware 
 

 VIPRE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Updates, Windows Server 2008 R2 Failed (non-critical) 4 updates are missing. 

 
 
Local Account Password Strength Assessment 
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Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\QB01\ADMIN$ C:\Windows  

\\QB01\C$ C:\  

\\QB01\Data F:\Shares\Data  

\\QB01\F$ F:\  

\\QB01\IPC$   

\\QB01\Packaged Programs C:\Program Files\Packaged Programs  

 
Installed Applications 
 
Application Name Version 

Adobe Flash Player 11 ActiveX 11.3.300.268 

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft Office Professional Plus 2013 15.0.4569.1506 

Microsoft Silverlight 5.1.50901.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

myco Agent  

QuickBooks Premier: Professional Services Edition 2015 25.0.4005.2506 

QuickBooks Runtime Redistributable 1.00.0000 

ShadowSnap 3.4.1. 

StorageCraft ShadowProtect 5.0.1.23057 

VC12X64Redist 1.00.0000 

VC12X86Redist 1.00.0000 

VIPRE Business Agent 9.3.6000 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 55041-507-9072352-84643 (ends with KFMQJ) 

Microsoft - Office 00216-40000-00000-AA072 (ends with KFMQJ) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA072 

Microsoft - PowerShell 89383-100-0001260-04309 
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Application Name License Key 

Microsoft - Windows Server 2008 R2 Enterprise 55041-507-9072352-84643 (ends with KFMQJ) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.142 QB01    

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

443/TCP Any System   

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

8019/TCP Any QBCFMonitorService.
exe 

QuickBooks Company File 
Monitoring Service 

NT AUTHORITY\SYSTEM 

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

25566/TC
P 

Any raw_agent_svc.exe STC Raw Backup Agent NT AUTHORITY\SYSTEM 

29100/TC
P 

Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49188/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49202/TC
P 

Any services.exe Services and Controller app NT AUTHORITY\SYSTEM 

55363/TC
P 

Any QBDBMgrN.exe Intuit redi Database Manager QB01\QBDataServiceacct25 

  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 210 of 362 

1.34 - CORP.MYCO.COM\REX 
 
Computer IP address 

Windows 8.1 Enterprise (x64) unknown (Build 9600) 192.168.6.112  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 8.1 Enterprise (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer MSI/MS-7850 

Service Tag/Serial Number To Be Filled By O.E.M. 

Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 11/17/2015 10:42:10 AM 

Last Active Directory Check-in 10/25/2016 7:17:17 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM1 (In Use) 0000791B 1333 MHz 4096 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 2 (Available)    

Memory Bank: ChannelB-DIMM1 (In Use) 0000779D 1333 MHz 4096 MB 

Memory Bank: Bank 4 (Available)    

Total Memory   8192 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 223.23 GB 178.42 GB 79.93% 44.81GB 20.07% 

D: Data NTFS 0.39 GB 0.10 GB 25.64% 0.29GB 74.36% 

E: os NTFS 232.88 GB 206.66 GB 88.74% 26.22GB 11.26% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Samsung SSD 840 Series S19PNEAD601064E Hard Drive 232.88 
GB 

D:, E: 

SanDisk SDSSDA240G 153948404789 Hard Drive 223.57 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (NDA-External-
VS): 

 

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:1B:2F:BF:0A:F8 

DHCP Enabled Yes 

IPv4 Address 192.168.6.112;fe80::c9c6:d510:8c2b:45fc 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/22/2016 2:29:05 PM 

Lease Expires 10/30/2016 2:29:05 PM 
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Ethernet adapter vEthernet (NDA-External-
VS): 

 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 5500000000 

Ethernet adapter vEthernet (workstation-
marion-itable-VS): 

 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 00:15:5D:06:70:84 

DHCP Enabled Yes 

IPv4 Address 169.254.220.232;fe80::4445:8042:6d8f:dce8 

Subnet Mask 255.255.0.0, 64 

DHCP Server 255.255.255.255 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.3.9600.16384) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12205.0 

Last Scan 10/28/2015 3:03:56 AM 

Last Scan Type Quick 

Real-time Protection Off 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.3.9600.16384) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.209.520.0 

AS Last Applied 10/26/2015 3:56:20 AM 

Engine Version 1.1.12205.0 

Last Scan 10/28/2015 3:03:56 AM 
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 ThreatTrack Security VIPRE Business Agent 

Last Scan Type Quick 

Real-time Protection Off 

 
Firewall 
 

 Windows Firewall 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\REX\ADMIN$ C:\WINDOWS  

\\REX\C$ C:\  

\\REX\D$ D:\  

\\REX\download C:\download  

\\REX\E$ E:\  
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UNC PATH Remark 

\\REX\IPC$   

\\REX\NDApplianceSetupFiles E:\NDApplianceSetupFiles  

\\REX\print$ C:\WINDOWS\system32\spool\drivers  

\\REX\soucesafe C:\soucesafe  

\\REX\accts C:\accts  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

Adobe Acrobat 9 Pro - English, Français, Deutsch 9.0.0 

AMD Catalyst Install Manager 8.0.916.0 

AnalogX Proxy  

Application Verifier (x64) 4.0.917 

Catalyst Control Center 1.00.0000 

Cisco WebEx Meetings  

Citrix Online Launcher 1.0.408 

Debugging Tools for Windows (x64) 6.11.1.404 

DevExpress Components 14.1 14.1.7 

DotRas v1.3 SDK 1.3.5166.0 

Dropbox 12.4.22 

Entity Framework 6.1.1 Tools for Visual Studio 2013 12.0.30610.0 

FileZilla Client 3.11.0.2 3.11.0.2 

GitHub 3.0.17.0 

Google Chrome 54.0.2840.59 

Google Drive 1.31.2873.2758 

GoToMeeting 7.24.0.5636 7.24.0.5636 

IIS 8.0 Express 8.0.1557 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

ILMerge 2.12.0803 

Kaspersky Security Scan 16.0.0.1344 

Kaspersky Software Updater Beta 1.5.1.202 

Malwarebytes Anti-Malware version 2.2.0.1024 2.2.0.1024 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5 SDK 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft ASP.NET MVC 4 Runtime 4.0.40804.0 

Microsoft Baseline Security Analyzer 2.3 2.3.2208 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 215 of 362 

Application Name Version 

Microsoft Document Explorer 2008  

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft Help Viewer 2.1 2.1.21005 

Microsoft Office Professional Plus 2013 15.0.4569.1506 

Microsoft OneDrive 17.3.6517.0809 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

Microsoft Report Viewer 2012 Runtime 11.0.2100.60 

Microsoft Silverlight 5.1.50901.0 

Microsoft Silverlight 5 SDK 5.0.61118.0 

Microsoft SQL Server 2008 R2 Management Objects 10.51.2500.0 

Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 

Microsoft SQL Server 2012 (64-bit)  

Microsoft SQL Server 2012 dbre Line Utilities 11.1.3000.0 

Microsoft SQL Server 2012 Data-Tier App Framework 11.1.2902.0 

Microsoft SQL Server 2012 Data-Tier App Framework (x64) 11.1.2902.0 

Microsoft SQL Server 2012 Express LocalDB 11.1.3128.0 

Microsoft SQL Server 2012 Management Objects 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects (x64) 11.1.3000.0 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft SQL Server 2012 Policies 11.0.2100.60 

Microsoft SQL Server 2012 Setup (English) 11.1.3128.0 

Microsoft SQL Server 2012 Transact-SQL Compiler Service 11.1.3128.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1.3000.0 

Microsoft SQL Server 2012 T-SQL Language Service 11.1.3000.0 

Microsoft SQL Server 2014 Express LocalDB 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools – Database Projects – Web installer entry point 10.3.20116.0 

Microsoft SQL Server Data Tools - enu (12.0.41012.0) 12.0.41012.0 

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server System CLR Types 10.51.2500.0 

Microsoft SQL Server System CLR Types (x64) 10.50.1600.1 

Microsoft System CLR Types for SQL Server 2012 11.1.3366.16 

Microsoft System CLR Types for SQL Server 2012 (x64) 11.1.3366.16 

Microsoft System CLR Types for SQL Server 2014 12.0.2000.8 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
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Application Name Version 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Runtime - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ Compilers 2008 Standard Edition - enu - x64 9.0.30729 

Microsoft Visual C++ Compilers 2008 Standard Edition - enu - x86 9.0.30729 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Shell (Integrated) - ENU 192.168.40219 

Microsoft Visual Studio 2010 Shell (Isolated) - ENU 192.168.40219 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Visual Studio 2013 SDK - ENU 12.0.21005 

Microsoft Visual Studio Professional 2013 with Update 3 12.0.30723 

Microsoft Visual Studio Tools for Applications Design-Time 3.0 192.168.40220 

Microsoft Visual Studio Tools for Applications x86 Runtime 3.0 192.168.40220 

Microsoft Web Deploy 3.5 3.1237.1763 

Microsoft Windows SDK for Windows 7 (7.0) 7.0.7600.16385.4071
5 

MindFusion WinForms 1.0.0 

MySQL connections Net 6.4.3 6.4.3 

PicPick 4.1.5 

PlaysTV 1.14.1-r116718-
release 

Prerequisites for SSDT 12.0.2000.8 

Raptr 5.2.7-r116720-release 

Realtek Ethernet Controller Driver 8.38.115.2015 

Realtek High Definition Audio Driver 6.0.1.7116 

Ryver 1.1.6 

Samsung M283x Series 1.13 (12/16/2014) 

Samsung Printer Diagnostics 1.0.1.6.02 

Samsung Printer Live Update 1.01.00:04(2013-04-
22) 

ScreenConnect Client (2872323bbe412f4c) 5.4.9675.5750 
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Application Name Version 

ShadowSnap 1.1..17 

Squid 3.5.22 

StorageCraft ShadowProtect 5.0.1.23057 

Terminals 3.6.1.0 

USBPcap 1.1.0.0-g794bf26  

VIPRE Business Agent 9.3.6000 

Visual Studio 2010 Prerequisites - English 192.168.40219 

VMware OVF Tool 4.1.0 

VMware Remote Console Plug-in 5.1 0.0.1 

VMware vCenter Converter Standalone 6.1.1.3533064 

VMware vSphere Client 5.1 5.1.0.5018 

VMware vSphere Client 6.0 6.0.0.6826 

VMware vSphere PowerCLI 6.3.0.8258 

WCF RIA Services V1.0 SP2 4.1.62812.0 

Windows Azure Active Directory Module for Windows PowerShell 1.0.0 

Windows Firewall Control 4.6.0.0 

Windows Software Development Kit 8.59.29750 

WinPcap 4.1.3 4.1.0.2980 

WinRAR 5.40 beta 3 (64-bit) 5.40.3 

Wireshark 2.0.0 (64-bit) 2.0.0 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 

192.168.6.112 REX   

 
 
Local 
 
Unable to collect remotely 
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1.35 - CORP.MYCO.COM\ROWBOT 
 
Computer IP address 

Windows 10 Enterprise (x64) unknown (Build 14393) 192.168.6.161  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Enterprise (x64) unknown (Build 14393) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Dell Inc./XPS 8700 

Service Tag/Serial Number 49ZCT52 

Processor Intel(R) Core(TM) i7-4790 CPU @ 3.60GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 8/16/2016 5:05:26 PM 

Last Active Directory Check-in 10/25/2016 8:03:13 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM3 (In Use) 0E848C60 1600 MHz 2048 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM1 (In Use) 199C7666 1600 MHz 4096 MB 

Memory Bank: DIMM4 (In Use) 0E848C5F 1600 MHz 2048 MB 

Memory Bank: DIMM2 (In Use) 199C7654 1600 MHz 4096 MB 

Total Memory   12288 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 465.21 GB 214.59 GB 46.13% 250.62GB 53.87% 

J:  NTFS 127.46 GB 123.99 GB 97.28% 3.47GB 2.72% 

K: Data NTFS 803.53 GB 34.33 GB 4.27% 769.2GB 95.73% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

ST1000DM003-1ER162 Z4Y7C8G8 Hard Drive 931.51 
GB 

J:, K: 

Generic- SM/xD-Picture USB Device 20100818841300001  0 B  

Generic- SD/MMC USB Device 20100818841300002  0 B  

Generic- Compact Flash USB Device 20100818841300000  0 B  

Samsung SSD 850 EVO 500GB S2RANX0H666665H Hard Drive 465.76 
GB 

C: 

Generic- M.S./M.S.Pro/HG USB Device 20100818841300003  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address 64:00:6A:50:99:80 

DHCP Enabled Yes 
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Ethernet adapter Ethernet:  

IPv4 Address 192.168.6.161;fe80::454:2408:32d3:2968 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 8:50:27 AM 

Lease Expires 11/1/2016 8:50:27 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 3:49:50 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.396.0 

AS Last Applied 10/25/2016 10:29:37 AM 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 3:49:50 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 
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Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 6 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 7 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\ROWBOT\ADMIN$ C:\Windows  

\\ROWBOT\C$ C:\  

\\ROWBOT\IPC$   

\\ROWBOT\J$ J:\  

\\ROWBOT\K$ K:\  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 
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Application Name Version 

Application Insights Tools for Visual Studio 2015 7.0.20622.1 

Clang with Microsoft CodeGen for Microsoft Visual Studio 2015 14.0.25516.0 

DevExpress Components 14.1 14.1.7 

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0 

GIMP 2.8.18 2.8.18 

Git version 2.9.2 2.9.2 

Google Chrome 54.0.2840.71 

IIS 10.0 Express 192.168.1736 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Java SE Development Kit 7 Update 55 1.7.0.550 

Microsoft .NET Core 1.0.0 - SDK Preview 2 (x64) 1.0.0.3121 

Microsoft .NET Core 1.0.0 - VS 2015 Tooling Preview 2 1.0.20811.48 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft .NET Framework 4.6 SDK 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127 

Microsoft .NET Framework 4.6.1 SDK 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055 

Microsoft .NET Version Manager (x64) 1.0.0-rc1 1.0.11123.0 

Microsoft Emulator - Windows 192.168.14393.0 10.1.14393.0 

Microsoft Help Viewer 2.2 2.2.25420 

Microsoft Office 365 ProPlus - en-us 16.0.6965.2092 

Microsoft Office Professional Plus 2016 - en-us 16.0.6965.2092 

Microsoft Silverlight 5.1.20513.0 

Microsoft Silverlight 5 SDK 5.0.61118.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.0.2100.60 

Microsoft SQL Server 2012 Native Client 11.0.2100.60 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server 2016 LocalDB 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects 13.0.1601.5 
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Application Name Version 

Microsoft SQL Server 2016 Management Objects (x64) 13.0.1601.5 

Microsoft SQL Server 2016 T-SQL Language Service 13.0.14500.10 

Microsoft SQL Server 2016 T-SQL ScriptDom 13.0.1601.5 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (14.0.60519.0) 14.0.60519.0 

Microsoft System CLR Types for SQL Server 2014 12.0.2402.29 

Microsoft System CLR Types for SQL Server 2016 13.0.1601.5 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24215 14.0.24215.1 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24215 14.0.24215.1 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Visual Studio Emulator for Android 1.1.622.2 

Microsoft Visual Studio Professional 2015 with Updates 14.0.25420.1 

Microsoft Visual Studio Tools for Apache Cordova 14.0.60527.5 

Microsoft Web Deploy 3.6 3.1238.1962 

MindFusion WinForms 1.0.0 

Mozilla Firefox 49.0.2 (x86 en-US) 49.0.2 

Mozilla Maintenance Service 49.0.2 

MySQL Workbench 6.3 CE 6.3.7 

redi Detective 4.0.1007.0 

redi Detective - 1 4.0.1007.0 

Node.js 0.12.2 

Node.js Tools 1.1.1 for Visual Studio 2015 1.1.40329.04 

Notepad++ 6.9.2 

NVIDIA 3D Vision Controller Driver 369.04 369.04 

NVIDIA 3D Vision Driver 372.54 372.54 

NVIDIA GeForce Experience 2.11.4.0 2.11.4.0 

NVIDIA Graphics Driver 372.54 372.54 

NVIDIA HD Audio Driver 1.3.34.15 1.3.34.15 

NVIDIA PhysX System Software 9.16.0318 9.16.0318 

NVM for Windows 1.1.1 1.1.1 

Prerequisites for SSDT 12.0.2000.8 

Python 3.5.2 (32-bit) 3.5.2150.0 

Python Launcher 3.5.2121.0 

Realtek High Definition Audio Driver 6.0.1.7544 
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Application Name Version 

Ryver 1.1.8 

Spotify 1.0.39.157.g674ae37
7 

Telerik Fiddler 4.6.2.32002 

Uninstall Samsung Printer Software 4.0.0.67 

Visual C++ for Mobile Development (Android support) 14.0.25401.0 

Visual C++ for Mobile Development (iOS support) 14.0.25401.0 

Vulkan Run Time Libraries 1.0.11.1 1.0.11.1 

Windows 10 for Mobile Image - 192.168.14393.0 10.1.14393.0 

Windows Phone 8.1 Emulators - ENU 12.0.31010.0 

Windows SDK AddOn 10.1.0.0 

Windows Software Development Kit - Windows 192.168.10586.212 10.1.10586.212 

Windows Software Development Kit - Windows 192.168.14393.33 10.1.14393.33 

Windows Software Development Kit - Windows 192.168.26624 192.168.26624 

Xamarin 4.1.2.18 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00329-10281-86438-AA344 (ends with XW3F4) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - VisualStudio 4.1.41102.0 

Microsoft - Windows 10 Enterprise 00329-10281-86438-AA344 (ends with XW3F4) 

WOW6432Node - Microsoft 4.1.41102.0 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.161 ROWBOT  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.161 

System   

445/TCP Any System   
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Port IP 
Address 

Process Name Description User 

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

35211/TC
P 

Any System   

44399/TC
P 

Any System   

47001/TC
P 

Any System   

47984/TC
P 

Any NvStreamrediService.
exe 

NVIDIA redi Stream Service NT AUTHORITY\redi SERVICE 

47989/TC
P 

Any NvStreamrediService.
exe 

NVIDIA redi Stream Service NT AUTHORITY\redi SERVICE 

48010/TC
P 

Any NvStreamrediService.
exe 

NVIDIA redi Stream Service NT AUTHORITY\redi SERVICE 

49152/TC
P 

Any System   

49153/TC
P 

Any System   

49154/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49667/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49669/TC
P 

Any services  NT AUTHORITY\SYSTEM 

49976/TC
P 

Any System   

53046/TC
P 

Any System   

54516/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

57621/TC
P 

Any Spotify.exe Spotify PIT\aborden 
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1.36 - CORP.MYCO.COM\SARLACC 
 
Computer IP address 

Windows 10 Enterprise (x86) unknown (Build 10586) 192.168.6.132  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Enterprise (x86) unknown (Build 10586) 

Windows Key PMJHJ-HYJ3Q-GXK9X-23PW7-PWF8R 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 3798-8162-8209-6968-7930-1461-05 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Single-core 
Not hyper-threaded 

OS Install Date 12/23/2015 5:10:11 PM 

Last Active Directory Check-in 10/25/2016 9:47:18 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

3968 MB 

Memory Bank: M1 (In Use) None unknown 2176 MB 
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Memory Serial # Speed Size 

MHz 

 32     

Total Memory   6144 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 255.51 GB 53.71 GB 21.02% 201.8GB 78.98% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Virtual HD ATA Device  Hard Drive 255.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:07:37:36 

DHCP Enabled Yes 

IPv4 Address 192.168.6.132;fe80::8193:586d:e05d:7355 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/22/2016 10:57:12 PM 

Lease Expires 10/30/2016 10:57:12 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
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Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.9.10586.589) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12400.0 

Last Scan 2/3/2016 2:17:22 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.9.10586.589) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.213.790.0 

AS Last Applied 12/22/2015 6:24:49 PM 

Engine Version 1.1.12400.0 

Last Scan 2/3/2016 2:17:22 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
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Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

no issues Passed No updates missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\SARLACC\ADMIN$ C:\WINDOWS  

\\SARLACC\C$ C:\  

\\SARLACC\IPC$   

 
Installed Applications 
 
Application Name Version 

DevExpress Components 14.1 14.1.7 

Entity Framework 6.1.1 Tools for Visual Studio 2013 12.0.30610.0 

IIS 8.0 Express 8.0.1557 

IIS Express Application Compatibility Database for x86  

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5 SDK 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft ASP.NET MVC 4 Runtime 4.0.40804.0 

Microsoft Help Viewer 2.1 2.1.21005 

Microsoft Silverlight 5.1.50901.0 

Microsoft Silverlight 5 SDK 5.0.61118.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.1.3000.0 
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Application Name Version 

Microsoft SQL Server 2012 Data-Tier App Framework 11.1.2902.0 

Microsoft SQL Server 2012 Express LocalDB 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects 11.1.3000.0 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1.3000.0 

Microsoft SQL Server 2012 T-SQL Language Service 11.1.3000.0 

Microsoft SQL Server Compact 4.0 SP1 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server System CLR Types 10.50.1600.1 

Microsoft System CLR Types for SQL Server 2012 11.1.3366.16 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual Studio 2010 Tools for Office Runtime (x86) 192.168.50903 

Microsoft Visual Studio Professional 2013 with Update 3 12.0.30723 

Microsoft Web Deploy 3.5 3.1237.1763 

MindFusion WinForms 1.0.0 

Prerequisites for SSDT 11.1.3000.0 

VIPRE Business Agent 9.3.6000 

VMware vCenter Converter Standalone 6.1.1.3533064 

WCF RIA Services V1.0 SP2 4.1.62812.0 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00329-10280-13069-AA223 (JVF76-6TMPY-98BXW-
76FY6-YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - VisualStudio 4.1.21001.0 

Microsoft - Windows 10 Enterprise 00329-10280-00000-AA025 (ends with 9D72F) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.132 SARLACC  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 
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Port IP 
Address 

Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.132 

System   

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

18086/TC
P 

Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49669/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49697/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

57446/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.37 - CORP.MYCO.COM\SOURCESVR 
 
Computer IP address 

Windows Server 2012 Standard (x64) unknown (Build 9200) 192.168.1.16  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 Standard (x64) unknown (Build 9200) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 3501-4818-3030-9352-5763-1092-21 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (6 total) 
Not hyper-threaded 

OS Install Date 11/21/2013 10:29:42 AM 

Last Active Directory Check-in 10/25/2016 9:34:23 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

3968 MB 
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Memory Serial # Speed Size 

Memory Bank: M1 (In Use) None unknown 
MHz 

4224 MB 

 32     

Total Memory   8192 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 511.66 GB 218.85 GB 42.77% 292.81GB 57.23% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Virtual HD ATA Device  Hard Drive 512 GB C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet 2:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:63 

DHCP Enabled No 

IPv4 Address 192.168.1.16;fe80::992a:b564:1825:ac38 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.3 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
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No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\sourcesvr\ADMIN$ C:\Windows  

\\sourcesvr\C$ C:\  

\\sourcesvr\IPC$   

 
Installed Applications 
 
Application Name Version 

Active Directory Rights Management Services Client 2.1 1.0.959.0 
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Application Name Version 

AppFabric 1.1 for Windows Server 1.1.2106.32 

Malwarebytes Anti-Malware version 2.2.0.1024 2.2.0.1024 

Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319 

Microsoft CCR and DSS Runtime 2008 R3 2.2.760 

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft Identity Extensions 2.0.1459.0 

Microsoft Report Viewer 2012 Runtime 11.0.2100.60 

Microsoft SharePoint Foundation 2013 15.0.4420.1017 

Microsoft SQL Server 2008 R2 Management Objects 10.51.2500.0 

Microsoft SQL Server 2008 R2 Native Client 10.51.2500.0 

Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 

Microsoft SQL Server 2012 (64-bit)  

Microsoft SQL Server 2012 Data-Tier App Framework 11.1.2816.0 

Microsoft SQL Server 2012 Management Objects 11.0.2100.60 

Microsoft SQL Server 2012 Management Objects (x64) 11.0.2100.60 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft SQL Server 2012 Policies 11.0.2100.60 

Microsoft SQL Server 2012 RS Add-in for SharePoint 11.1.3000.0 

Microsoft SQL Server 2012 Setup (English) 11.1.3128.0 

Microsoft SQL Server 2012 Transact-SQL Compiler Service 11.1.3128.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1.3000.0 

Microsoft SQL Server 2012 T-SQL Language Service 11.0.2100.60 

Microsoft SQL Server Data Tools – Database Projects – Web installer entry point 10.3.20116.0 

Microsoft SQL Server System CLR Types 10.51.2500.0 

Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0.3010.0 

Microsoft System CLR Types for SQL Server 2012 11.0.2100.60 

Microsoft System CLR Types for SQL Server 2012 (x64) 11.1.3000.0 

Microsoft Team Foundation Server 2013 12.0.21005.13 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Runtime - 192.168.40219 192.168.40219 

Microsoft Visual Studio 2010 Shell (Integrated) - ENU 192.168.40219 

Microsoft Visual Studio 2010 Shell (Isolated) - ENU 192.168.40219 

Microsoft Visual Studio Tools for Applications Design-Time 3.0 192.168.40220 

Microsoft Visual Studio Tools for Applications x64 Runtime 3.0 192.168.40220 

Microsoft Visual Studio Tools for Applications x86 Runtime 3.0 192.168.40220 

Microsoft VSS Writer for SQL Server 2012 11.1.3000.0 

Prerequisites for SSDT 11.0.2100.60 
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Application Name Version 

myco Agent  

Revo Uninstaller 1.95 1.95 

ShadowSnap 1.1..17 

SQL Server Browser for SQL Server 2012 11.1.3000.0 

StorageCraft ShadowProtect 5.0.1.23057 

Visual Studio 2010 Prerequisites - English 192.168.40219 

WCF Data Services 5.0 (OData v3) 5.0.51212.0 

Windows Server AppFabric v1.1 CU1[KB 2671763]LDR 1.1.2106.32 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
SQLServer 
(1433/TCP) 

RDP 
(3389/TCP) 

HTTP 
(8080/TCP) 

192.168.1.16 sourcesvr     

 
 
Local 
 
Unable to collect remotely 
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1.38 - CORP.MYCO.COM\SOURCESVRBUILD 
 
Computer IP address 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 192.168.6.67  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 

Windows Key PJHFK-6D7PV-G3XJ6-B48TT-3V4R9 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 7355-1702-9012-7399-3206-8771-93 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 11/19/2014 7:20:16 AM 

Last Active Directory Check-in 10/25/2016 9:37:50 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

3968 MB 
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Memory Serial # Speed Size 

Memory Bank: M1 (In Use) None unknown 
MHz 

128 MB 

 32     

Total Memory   4096 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 122.66 GB 41.88 GB 34.14% 80.78GB 65.86% 

X: X Volume NTFS 4 GB 0.04 GB 1.00% 3.96GB 99.00% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Virtual HD ATA Device  Hard Drive 126.99 
GB 

C:, X: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet 2:  

Connection-specific DNS Suffix Corp.myco.com 

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:07:37:25 

DHCP Enabled Yes 

IPv4 Address 192.168.6.67;fe80::55d4:f030:5179:3678 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 12:07:07 AM 

Lease Expires 11/2/2016 12:07:07 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 
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Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 
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UNC PATH Remark 

\\sourcesvrBUILD\ADMIN$ C:\Windows  

\\sourcesvrBUILD\C$ C:\  

\\sourcesvrBUILD\IPC$   

\\sourcesvrBUILD\X$ X:\  

 
Installed Applications 
 
Application Name Version 

DevExpress Components 14.1 14.1.7 

Entity Framework 6.1.1 Tools for Visual Studio 2013 12.0.30610.0 

IIS 8.0 Express 8.0.1557 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5 SDK 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft Help Viewer 2.1 2.1.21005 

Microsoft Silverlight 5.1.20513.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.1.3000.0 

Microsoft SQL Server 2012 Data-Tier App Framework 11.1.2902.0 

Microsoft SQL Server 2012 Data-Tier App Framework (x64) 11.1.2902.0 

Microsoft SQL Server 2012 Express LocalDB 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects 11.1.3000.0 

Microsoft SQL Server 2012 Management Objects (x64) 11.1.3000.0 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1.3000.0 

Microsoft SQL Server 2012 T-SQL Language Service 11.1.3000.0 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0.30919.1 

Microsoft SQL Server System CLR Types 10.50.1600.1 

Microsoft SQL Server System CLR Types (x64) 10.50.1600.1 

Microsoft System CLR Types for SQL Server 2012 11.1.3366.16 

Microsoft System CLR Types for SQL Server 2012 (x64) 11.1.3366.16 

Microsoft Team Foundation Server 2013 12.0.21005.13 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.40820 
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Application Name Version 

Microsoft Visual Studio Professional 2013 with Update 3 12.0.30723 

Microsoft Web Deploy 3.5 3.1237.1763 

MindFusion WinForms 1.0.0 

Prerequisites for SSDT 11.1.3000.0 

myco Agent  

ShadowSnap 1.1..17 

StorageCraft ShadowProtect 5.0.1.23057 

Windows Phone 8.1 Emulators - ENU 12.0.30501.0 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00134-50010-03019-AA227 (P8C96-JJQM2-BTQXV-
7MFPT-233MC) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - VisualStudio 4.1.21001.0 

Microsoft - Windows Server 2012 R2 Standard 00252-70000-00000-AA535 (ends with MDVJX) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.67 sourcesvrBUILD  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.67 

System   

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

9191/TCP Any System   

25566/TC
P 

Any raw_agent_svc.exe STC Raw Backup Agent NT AUTHORITY\SYSTEM 

29100/TC
P 

Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TC Any System   
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Port IP 
Address 

Process Name Description User 

P 

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49155/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49156/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49795/TC
P 

Any DllHost.exe COM Surrogate PIT\psolidad 

50334/TC
P 

Any DllHost.exe COM Surrogate PIT\tsysco 

51586/TC
P 

Any DllHost.exe COM Surrogate PIT\Jdangerfield 

55517/TC
P 

Any DllHost.exe COM Surrogate PIT\pmaloney 

58713/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

58752/TC
P 

Any services  NT AUTHORITY\SYSTEM 

65182/TC
P 

Any DllHost.exe COM Surrogate PIT\Administrator 
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1.39 - CORP.MYCO.COM\STORAGE01 
 
Computer IP address 

Windows Server 2008 R2 Enterprise (x64) Service Pack 1 (Build 7601) 192.168.1.69  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Operating system in Extended Support 
 
 
System Profile 
 
Profile  

OS Windows Server 2008 R2 Enterprise (x64) Service Pack 1 (Build 
7601) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 8177-0837-7685-3284-9846-8452-69 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (6 total) 
Not hyper-threaded 

OS Install Date 1/28/2011 4:42:28 PM 

Last Active Directory Check-in 10/25/2016 9:38:22 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M0 (In Use) None unknown 
MHz 

2048 MB 
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Memory Serial # Speed Size 

 32     

Total Memory   2048 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Storage01 C NTFS 123.92 GB 48.14 GB 38.85% 75.78GB 61.15% 

D: Storage D NTFS 1738.99 
GB 

205.67 GB 11.83% 1533.32GB 88.17% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Virtual HD ATA Device  Hard Drive 123.98 
GB 

C: 

Msft Virtual Disk SCSI Disk Device  Hard Drive 1.7 TB D: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Local Area Connection:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:AC 

DHCP Enabled No 

IPv4 Address 10.200.2.59;fe80::94d9:3e70:b7f7:3885 

Subnet Mask 255.255.255.0, 64 

Connection Speed 10000000000 

Ethernet adapter Local Area Connection 6:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:8A 

DHCP Enabled No 

IPv4 Address 192.168.1.69;fe80::60bf:b010:a074:43e7 

Subnet Mask 255.255.255.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.23 
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Ethernet adapter Local Area Connection:  

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 
No firewalls reported by Security Center 
 
Detected by Services 
 
Antivirus 
 

 VIPRE 

Enabled Yes 

 
Antispyware 
 

 VIPRE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 246 of 362 

UNC PATH Remark 

\\STORAGE01\ADMIN$ C:\Windows  

\\STORAGE01\C$ C:\  

\\STORAGE01\D$ D:\  

\\STORAGE01\F$ F:\  

\\STORAGE01\IPC$   

\\STORAGE01\accts$ D:\Shared Files\accts  

 
Installed Applications 
 
Application Name Version 

Adobe Flash Player 11 ActiveX 11.1.102.55 

control and Deployment Kit 8.59.25584 

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft SQL Server 2005  

Microsoft SQL Server 2008 Management Objects 192.168.1600.22 

Microsoft SQL Server 2008 R2 Management Objects (x64) 10.51.2500.0 

Microsoft SQL Server Native Client 9.00.5000.00 

Microsoft SQL Server Setup Support Files (English) 9.00.5000.00 

Microsoft SQL Server System CLR Types (x64) 10.51.2500.0 

Microsoft SQL Server VSS Writer 9.00.5000.00 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.61000 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

redi Detective 3.0.1025.0 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

ShadowSnap 1.1..17 

SQL Server System CLR Types 192.168.1600.22 

StorageCraft ShadowProtect 5.0.1.23057 

TreeSize Free V3.0.1 3.0.1 

VIPRE Business Agent 9.3.6000 

VIPRE Business Premium 9.3.2.111 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
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IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.1.69 STORAGE01    

 
 
Local 
 
Unable to collect remotely 
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1.40 - CORP.MYCO.COM\STORAGE12 
 
Computer IP address 

Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 192.168.1.65  
192.168.1.67  
192.168.1.66  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 

Windows Key VF2FQ-7T74G-MGFDF-BF2JK-CDJGB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 6267-6596-5842-0280-5205-4454-98 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 6/25/2016 2:46:16 AM 

Last Active Directory Check-in 10/25/2016 9:40:18 PM 

 
 
System Memory 
 
None Detected 
Disk Space Utilization 
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Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.48 GB 12.54 GB 9.91% 113.94GB 90.09% 

D: Storage 12 Data 2 NTFS 1023.87 
GB 

503.88 GB 49.21% 519.99GB 50.79% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 1023.99 
GB 

D: 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:5B:2C:05 

DHCP Enabled No 

IPv4 Address 192.168.1.65;fe80::c893:506a:d760:22ba 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.3, 192.168.1.4, 192.168.1.23 

Connection Speed 4000000000 

Ethernet adapter Ethernet 2:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:5B:2C:07 

DHCP Enabled No 

IPv4 Address 192.168.1.66;fe80::35f5:7dbc:5b6f:33c2 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.3, 192.168.1.4, 192.168.1.23 

Connection Speed 4000000000 
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Ethernet adapter Ethernet 3:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:5B:2C:06 

DHCP Enabled No 

IPv4 Address 192.168.1.67;fe80::1a:d9e9:8808:cd2e 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.0.1 

DNS Servers 192.168.1.3, 192.168.1.4, 192.168.1.23 

Connection Speed 4000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
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Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\STORAGE12\ADMIN$ C:\Windows  

\\STORAGE12\C$ C:\  

\\STORAGE12\ClientApps d:\Shared Files\ClientApps  

\\STORAGE12\Common D:\Shared Files\Common  

\\STORAGE12\D$ D:\  

\\STORAGE12\IPC$   

 
Installed Applications 
 
Application Name Version 

Microsoft Silverlight 5.1.50901.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

MiniTool Partition Wizard Technician Edition 9.0  

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

ShadowSnap 3.4.1. 

StorageCraft ShadowProtect 5.0.1.23057 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.1.65 STORAGE12  

 
 
Local 
 
Unable to collect remotely 
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1.41 - CORP.MYCO.COM\TARSIS 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.195  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key WFR6G-6X8HR-4BQBR-G3D64-MWRC2 

Manufacturer PowerSpec/Gseries 

Service Tag/Serial Number PS 

Processor Intel(R) Core(TM) i7-6700K CPU @ 4.00GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 9/25/2016 8:08:00 PM 

Last Active Directory Check-in 10/25/2016 8:18:14 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 2 (Available)    

Memory Bank: ChannelB-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 

Memory Bank: Bank 4 (Available)    

Total Memory   16384 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Windows NTFS 475.68 GB 135.77 GB 28.54% 339.91GB 71.46% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

SanDisk SD8SB8U512G1122 160518440591 Hard Drive 476.94 
GB 

C: 

Generic- Multiple Reader USB Device AU6479  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address D8:CB:8A:C6:C3:22 

DHCP Enabled Yes 

IPv4 Address 192.168.6.195;fe80::6cc2:c951:fb29:80e3 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 5:32:20 PM 

Lease Expires 11/1/2016 5:32:20 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
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Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 10:12:14 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.346.0 

AS Last Applied 10/24/2016 7:33:19 PM 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 10:12:14 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
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Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 18 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 5 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.195 SEC30CDA792322C   Administrator 

 
 
Shares 
 
UNC PATH Remark 

\\tarsis\ADMIN$ C:\WINDOWS  

\\tarsis\C$ C:\  

\\tarsis\IPC$   

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

AIM for Windows  

Application Insights Tools for Visual Studio 2015 7.0.20622.1 

Citrix Online Launcher 1.0.408 

ConnectWise Internet Client 64-bit 16.6.0 

DevExpress Components 14.1 14.1.7 

Download Updater (AOL Inc.)  

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0 

FileZilla Client 3.21.0 3.21.0 

GIMP 2.8.18 2.8.18 

Google Chrome 54.0.2840.71 

GoToMeeting 7.24.0.5636 7.24.0.5636 
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Application Name Version 

IIS 10.0 Express 192.168.1736 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Intel(R) Rapid Storage Technology 14.5.0.1081 

Intel(R) Serial IO 30.100.1519.07 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft .NET Framework 4.6 SDK 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127 

Microsoft .NET Framework 4.6.1 SDK 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055 

Microsoft .NET Framework 4.6.2 SDK 4.6.01586 

Microsoft .NET Framework 4.6.2 Targeting Pack 4.6.01586 

Microsoft .NET Version Manager (x64) 1.0.0-beta5 1.0.10609.0 

Microsoft Baseline Security Analyzer 2.3 2.3.2211 

Microsoft Help Viewer 2.2 2.2.25420 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Microsoft Project Professional 2013 15.0.4420.1017 

Microsoft Silverlight 5.1.20513.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.0.2100.60 

Microsoft SQL Server 2012 Native Client 11.0.2100.60 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server 2016 LocalDB 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects (x64) 13.0.1601.5 

Microsoft SQL Server 2016 T-SQL Language Service 13.0.14500.10 

Microsoft SQL Server 2016 T-SQL ScriptDom 13.0.1601.5 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (14.0.60519.0) 14.0.60519.0 

Microsoft System CLR Types for SQL Server 2014 12.0.2402.29 

Microsoft System CLR Types for SQL Server 2016 13.0.1601.5 
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Application Name Version 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24210 14.0.24210.0 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24212 14.0.24212.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24210 14.0.24210.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio Professional 2015 with Updates 14.0.25420.1 

Microsoft Web Deploy 3.6 3.1238.1962 

MindFusion WinForms 1.0.0 

redi Detective 3.0.1078.1 

redi Detective - 1 4.0.1007.0 

Prerequisites for SSDT 12.0.2000.8 

Qualcomm Atheros Bluetooth Suite (64) 8.0.1.312 

Realtek High Definition Audio Driver 6.0.1.7599 

Ryver 1.1.8 

Snagit 11 11.4.3 

TeamViewer 11 11.0.66695 

VMware vSphere Client 5.5 5.5.0.6632 

Windows SDK AddOn 10.1.0.0 

Windows Software Development Kit - Windows 192.168.14393.33 10.1.14393.33 

Zoom 3.5 

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00330-50087-71612-AAOEM (ends with 8FG6P) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Project Professional 2013 00214-30000-00000-AA321 (JVF76-6TMPY-98BXW-
76FY6-YG26V) 

Microsoft - VisualStudio 4.1.41102.0 

Microsoft - Windows 10 Pro 00330-50087-71612-AAOEM (ends with 8FG6P) 

WOW6432Node - Microsoft 4.1.41102.0 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
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Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.195 tarsis  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.195 

System   

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

35211/TC
P 

Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any System   

49153/TC
P 

Any System   

49154/TC
P 

Any System   

49155/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49667/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49669/TC
P 

Any services  NT AUTHORITY\SYSTEM 

61710/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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1.42 - CORP.MYCO.COM\TYWIN-PC 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.7.49  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key TJVJK-J73D3-C7CXC-4KBDD-GF4C6 

Manufacturer Dell Inc./Inspiron 3847 

Service Tag/Serial Number 2XNLDZ1 

Processor Intel(R) Core(TM) i5-4440 CPU @ 3.10GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
1024 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 9/27/2016 2:41:54 PM 

Last Active Directory Check-in 10/25/2016 9:30:06 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM1 (In Use) 20131413 1600 MHz 4096 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM2 (In Use) 20131313 1600 MHz 4096 MB 

Total Memory   8192 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 930.56 GB 202.55 GB 21.77% 728.01GB 78.23% 

Z:  FAT32 0.09 GB 0.02 GB 22.22% 0.07GB 77.78% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

USB Flash Disk USB Device FBI1511060400255 Removable Media 14.93 GB G: 

Generic- Multi-Card USB Device 20071114173400000  0 B  

WDC WD10EZEX-75ZF5A0 WD-WMC1S7271253 Hard Drive 931.51 
GB 

C:, Z: 

HP Officejet Pro 86 USB Device CN2BEBWG4705KD  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address C8:1F:66:37:46:A3 

DHCP Enabled Yes 

IPv4 Address 192.168.7.49;fe80::9025:a2b5:3454:bddb 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 9:51:19 AM 

Lease Expires 11/2/2016 9:51:19 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 
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Ethernet adapter Ethernet:  

Connection Speed 100 Mbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12706.0 

Real-time Protection On 

 
 
Antispyware 
 

 ThreatTrack Security VIPRE Business Agent 

Enabled Yes 

Up-to-date Yes 

 Windows Defender (Version 4.10.14393.187) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.219.1201.0 

AS Last Applied 5/8/2016 7:30:09 PM 

Engine Version 1.1.12706.0 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
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No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.7.49 HP Officejet Pro 8600    

 
 
Shares 
 
UNC PATH Remark 

\\tywin-PC\ADMIN$ C:\WINDOWS  

\\tywin-PC\C$ C:\  

\\tywin-PC\IPC$   

\\tywin-PC\Z$ Z:\  

 
Installed Applications 
 
Application Name Version 

Adobe Acrobat DC 15.020.20039 

Adobe Creative Cloud 3.7.0.272 

Adobe InDesign CC 2015 11.3.0.034 

Adobe Photoshop CC 2015 16.1.2 

Citrix Online Launcher 1.0.408 

Google Chrome 54.0.2840.59 

GoToMeeting 7.24.0.5636 7.24.0.5636 

HP Officejet Pro 8600 Basic Device Software 28.0.1315.0 

HP Officejet Pro 8600 Help 28.0.0 

HP Officejet Pro 8600 Product Improvement Study 28.0.1315.0 

HP Support Assistant 8.3.34.7 

HP Support Solutions Framework 12.5.32.37 

HP Update 5.005.002.002 
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Application Name Version 

I.R.I.S. OCR 12.3.4.0 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Microsoft SQL Server 2005 Compact Edition [ENU] 3.1.0000 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23918 14.0.23918.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.23918 14.0.23918.0 

Realtek High Definition Audio Driver 6.0.1.7737 

ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071 

Snagit 12 12.4.1 

VIPRE Business Agent 9.3.6000 

WeatherBug 192.168.7.4 

Windows Live Essentials 16.4.3528.0331 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.7.49 tywin-PC  

 
 
Local 
 
Unable to collect remotely 
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1.43 - CORP.MYCO.COM\UTIL12 
 
Computer IP address 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 192.168.1.15  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 

Windows Key KGJ3F-C2CQF-HXHY6-D4R6B-JK7JM 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 4540-8574-1891-7758-5785-9003-87 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 3/4/2014 9:23:32 PM 

Last Active Directory Check-in 10/25/2016 9:47:11 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M00 (In Use) None unknown 
MHz 

1024 MB 

 1     
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Memory Serial # Speed Size 
Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.48 GB 22.04 GB 17.43% 104.44GB 82.57% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:7A:59:14 

DHCP Enabled No 

IPv4 Address 192.168.1.15;fe80::fdce:8642:bfa6:b516 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.1.1 

DNS Servers 192.168.1.5, 192.168.1.3 

Connection Speed 4000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
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Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 

 BitDefender 

Enabled Yes 

 
Antispyware 
 

 BitDefender 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\UTIL12\ADMIN$ C:\Windows  

\\UTIL12\C$ C:\  

\\UTIL12\IPC$   

 
Installed Applications 
 
Application Name Version 

Bitdefender Endpoint Security Tools 6.2.10.832 
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Application Name Version 

Microsoft SQL Server 2008 R2 Management Objects (x64) 10.51.2500.0 

Microsoft SQL Server System CLR Types (x64) 10.51.2500.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.61000 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

myco Agent  

ShadowSnap 1.1..17 

StorageCraft ShadowProtect 5.0.1.23057 

 
 
License Keys 
 
None Detected 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.1.15 UTIL12    

 
 
Local 
 
Unable to collect remotely 
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1.44 - CORP.MYCO.COM\VPNGW 
 
Computer IP address 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 192.168.1.5  
192.168.6.159  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
   Anti-virus not installed 
   Anti-spyware not installed 
 
 
System Profile 
 
Profile  

OS Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 

Windows Key PJHFK-6D7PV-G3XJ6-B48TT-3V4R9 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 9183-7054-6046-1361-0149-6849-11 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 9/19/2014 4:10:34 AM 

Last Active Directory Check-in 10/25/2016 9:34:17 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: M00 (In Use) None unknown 
MHz 

1024 MB 
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Memory Serial # Speed Size 

 1     

Total Memory   1024 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C:  NTFS 126.48 GB 18.01 GB 14.24% 108.47GB 85.76% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Microsoft Virtual Disk  Hard Drive 126.99 
GB 

C: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Description Microsoft Hyper-V redi Adapter 

Physical Address 00:15:5D:01:E0:9A 

DHCP Enabled No 

IPv4 Address 192.168.1.5;fe80::5106:35a5:8930:9e7e 

Subnet Mask 255.255.248.0, 64 

Default Gateway 192.168.1.1 

DNS Servers 192.168.1.23 

Connection Speed 10000000000 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
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Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Critical Updates, Windows Server 2012 R2 Failed (critical) 8 critical updates are 
missing. 

Feature Packs, Windows Server 2012 R2 Failed (non-critical) 1 update is missing. 

Security Updates, Windows Server 2012 R2 Failed (critical) 15 security updates are 
missing. 

Update Rollups, Windows Server 2012 R2 Failed (non-critical) 2 updates are missing. 

Updates, Windows Server 2012 R2 Failed (non-critical) 11 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
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UNC PATH Remark 

\\VPNGW\ADMIN$ C:\Windows  

\\VPNGW\C$ C:\  

\\VPNGW\IPC$   

 
Installed Applications 
 
Application Name Version 

myco Agent  

 
 
License Keys 
 
Application Name License Key 

Microsoft - Internet Explorer 00134-50010-03019-AA227 (P8C96-JJQM2-BTQXV-
7MFPT-233MC) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows Server 2012 R2 Standard 00252-70000-00000-AA535 (ends with MDVJX) 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.1.5 VPNGW    

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

443/TCP Any System   

445/TCP Any System   

1723/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

29100/TC
P 

Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TC
P 

Any System   

49152/TC
P 

Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TC Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL 
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Port IP 
Address 

Process Name Description User 

P Services SERVICE 

49154/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49155/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49156/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49179/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

56807/TC
P 

Any services  NT AUTHORITY\SYSTEM 
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1.45 - CORP.MYCO.COM\WAMPA 
 
Computer IP address 

Windows 10 Pro (x64) unknown (Build 14393) 192.168.6.125  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Pro (x64) unknown (Build 14393) 

Windows Key RHMDW-4Y66J-V3Q6W-HC9K3-RJRC2 

Manufacturer PowerSpec/Gseries 

Service Tag/Serial Number PS 

Processor Intel(R) Core(TM) i7-6700K CPU @ 4.00GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 10/5/2016 4:09:43 AM 

Last Active Directory Check-in 10/25/2016 8:27:58 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: ChannelA-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 2 (Available)    

Memory Bank: ChannelB-DIMM1 (In Use) 00000000 3200 MHz 8192 MB 

Memory Bank: Bank 4 (Available)    

Total Memory   16384 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: Windows NTFS 475.68 GB 102.94 GB 21.64% 372.74GB 78.36% 

E: Data NTFS 0.39 GB 0.11 GB 28.21% 0.28GB 71.79% 

F: System Reserved NTFS 0.1 GB 0.04 GB 40.00% 0.06GB 60.00% 

H:  NTFS 931.41 GB 371.30 GB 39.86% 560.11GB 60.14% 

O:  NTFS 232.49 GB 177.97 GB 76.55% 54.52GB 23.45% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

SanDisk SD8SB8U512G1122 161101801715 Hard Drive 476.94 
GB 

C: 

Generic- Multiple Reader USB Device AU6479  0 B  

WDC WD10EADS-22M2B0 WD-WCAV5C884685 Hard Drive 931.51 
GB 

F:, H: 

Samsung SSD 840 Series S19PNEAD601024V Hard Drive 232.88 
GB 

E:, O: 

 
 
 
Windows IP Configuration 
 
Ethernet adapter Ethernet:  

Connection-specific DNS Suffix Corp.myco.com 

Description Realtek PCIe GBE Family Controller 

Physical Address D8:CB:8A:C6:C3:2B 
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Ethernet adapter Ethernet:  

DHCP Enabled Yes 

IPv4 Address 192.168.6.125;fe80::a568:a9c:b4a6:14c3 

Subnet Mask 255.255.248.0, 64 

DHCP Server 192.168.1.3 

Lease Obtained 10/25/2016 11:01:40 AM 

Lease Expires 11/2/2016 11:01:40 AM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 8:18:24 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.385.0 

AS Last Applied 10/25/2016 6:41:28 AM 

Engine Version 1.1.13202.0 

Last Scan 10/25/2016 8:18:24 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 
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 Windows Firewall 

Public Setting On 

 
Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 18 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 5 updates are missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
None Detected 
 
 
Shares 
 
UNC PATH Remark 

\\WAMPA\ADMIN$ C:\WINDOWS  

\\WAMPA\C$ C:\  

\\WAMPA\E$ E:\  

\\WAMPA\F$ F:\  

\\WAMPA\H$ H:\  

\\WAMPA\IPC$   

\\WAMPA\marion H:\marion  
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UNC PATH Remark 

\\WAMPA\O$ O:\  

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64) 16.02 

Application Insights Tools for Visual Studio 2015 7.0.20622.1 

AWS Tools for Windows 3.9.457.0 

ConnectWise Internet Client 64-bit 16.6.0 

DevExpress Components 14.1 14.1.7 

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0 

Epic Privacy Browser 48.0.2553.0 

Google Chrome 54.0.2840.71 

IIS 10.0 Express 192.168.1736 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Intel(R) Rapid Storage Technology 14.5.0.1081 

Intel(R) Serial IO 30.100.1519.07 

Microsoft .NET Framework 2.0 SDK - ENU  

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft .NET Framework 4.6 SDK 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127 

Microsoft .NET Framework 4.6.1 SDK 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055 

Microsoft .NET Version Manager (x64) 1.0.0-beta5 1.0.10609.0 

Microsoft Help Viewer 2.2 2.2.25420 

Microsoft ODBC Driver 13 for SQL Server 13.0.1601.5 

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071 

Microsoft Report Viewer for SQL Server 2016 13.0.1601.5 

Microsoft Silverlight 5.1.50709.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.0.2100.60 

Microsoft SQL Server 2012 Native Client 11.3.6518.0 

Microsoft SQL Server 2012 Setup (English) 11.1.3000.0 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 
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Application Name Version 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server 2016  

Microsoft SQL Server 2016 LocalDB 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects (x64) 13.0.1601.5 

Microsoft SQL Server 2016 Policies 13.0.1601.5 

Microsoft SQL Server 2016 T-SQL Language Service 13.0.14500.10 

Microsoft SQL Server 2016 T-SQL ScriptDom 13.0.1601.5 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (14.0.60519.0) 14.0.60519.0 

Microsoft SQL Server Data-Tier Application Framework (x86) 13.0.3366.2 

Microsoft SQL Server Management Studio - August 2016 13.0.15600.2 

Microsoft System CLR Types for SQL Server 2014 12.0.2402.29 

Microsoft System CLR Types for SQL Server 2016 13.0.1601.5 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24215 14.0.24215.1 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24215 14.0.24215.1 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2015 Shell (Isolated) 14.0.23107 

Microsoft Visual Studio Professional 2015 with Updates 14.0.25420.1 

Microsoft Web Deploy 3.6 3.1238.1962 

MindFusion WinForms 1.0.0 

MySQL Installer - Community 1.4.16.0 

MySQL Workbench 6.3 CE 6.3.7 

Prerequisites for SSDT 12.0.2000.8 

Qualcomm Atheros Bluetooth Suite (64) 8.0.1.312 

Realtek High Definition Audio Driver 6.0.1.7599 

Ryver 1.1.8 

Terminals 3.6.1.0 
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Application Name Version 

VMware vSphere Client 5.5 5.5.0.6632 

VMware vSphere Client 6.0 6.0.0.6826 

WinZip Self-Extractor  

 
 
License Keys 
 
Application Name License Key 

Microsoft - DbgClr Unknown Product ID 

Microsoft - Internet Explorer 00330-50087-71602-AAOEM (ends with B4G6P) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - SQL Server 1.0 

Microsoft - VisualStudio 06205-004-0470003-02168 

Microsoft - VisualStudio 4.1.41102.0 

Microsoft - Windows 10 Pro 00330-50087-71602-AAOEM (ends with B4G6P) 

WOW6432Node - Microsoft 06205-004-0470003-02168 

WOW6432Node - Microsoft 1.0 

WOW6432Node - Microsoft 89383-100-0001260-04309 

WOW6432Node - Microsoft Unknown Product ID 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.125 WAMPA  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5985/TCP Any System   

44399/TC
P 

Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any System   

49153/TC Any System   
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Port IP 
Address 

Process Name Description User 

P 

49154/TC
P 

Any System   

49155/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49669/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49670/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49698/TC
P 

Any services  NT AUTHORITY\SYSTEM 

49976/TC
P 

Any System   

49983/TC
P 

Any System   

49986/TC
P 

Any System   

51935/TC
P 

Any System   

52268/TC
P 

Any System   

60441/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

62067/TC
P 

Any System   

62534/TC
P 

Any System   
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1.46 - CORP.MYCO.COM\WILLARD 
 
Computer IP address 

Windows 10 Enterprise (x64) unknown (Build 14393) 192.168.6.52  

 
Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 
Issues 
 
No issues detected 
 
 
System Profile 
 
Profile  

OS Windows 10 Enterprise (x64) unknown (Build 14393) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Dell Inc./XPS 8700 

Service Tag/Serial Number 4NZHR52 

Processor Intel(R) Core(TM) i7-4790 CPU @ 3.60GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 8/3/2016 2:53:18 PM 

Last Active Directory Check-in 10/25/2016 8:32:27 PM 

 
 
System Memory 
 
Memory Serial # Speed Size 

Memory Bank: DIMM3 (In Use) 48205A98 1600 MHz 2048 MB 
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Memory Serial # Speed Size 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM1 (In Use) 9405C132 1600 MHz 4096 MB 

Memory Bank: DIMM4 (In Use) 48905A6D 1600 MHz 2048 MB 

Memory Bank: DIMM2 (In Use) 9405C1B0 1600 MHz 4096 MB 

Total Memory   12288 MB 

 
Disk Space Utilization 

 
 
Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available 
% 

Available 

C: OS NTFS 465.76 GB 102.54 GB 22.02% 363.22GB 77.98% 

D: Data NTFS 626.95 GB 147.10 GB 23.46% 479.85GB 76.54% 

 
Physical Drives 
 
Model Serial Number Type Size Volumes 

Samsung SSD 850 EVO 500GB S2RANX0H544435M Hard Drive 465.76 
GB 

C: 

Generic- SM/xD-Picture USB Device 20100818841300001  0 B  

ST1000DM003-1ER162 Z4Y6ZDRY Hard Drive 931.51 
GB 

D: 

Generic- SD/MMC USB Device 20100818841300002  0 B  

Generic- Compact Flash USB Device 20100818841300000  0 B  

Generic- M.S./M.S.Pro/HG USB Device 20100818841300003  0 B  

 
 
 
Windows IP Configuration 
 
Ethernet adapter vEthernet (Public Switch):  

Connection-specific DNS Suffix Corp.myco.com 

Description Hyper-V Virtual Ethernet Adapter 

Physical Address 98:90:96:DC:65:30 

DHCP Enabled Yes 

IPv4 Address 192.168.6.52;fe80::c015:b490:31f4:12be 

Subnet Mask 255.255.248.0, 64 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 283 of 362 

Ethernet adapter vEthernet (Public Switch):  

DHCP Server 192.168.1.3 

Lease Obtained 10/24/2016 11:12:36 PM 

Lease Expires 11/1/2016 11:12:36 PM 

Default Gateway 192.168.1.1;192.168.199.1 

DNS Servers 192.168.1.23 

Connection Speed 1 Gbps 

 
 
Endpoint Security 
 
Security Center 
 
Antivirus 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 1:00:17 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 Windows Defender (Version 4.10.14393.187) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.231.353.0 

AS Last Applied 10/24/2016 9:37:02 PM 

Engine Version 1.1.13202.0 

Last Scan 10/20/2016 1:00:17 PM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 Windows Firewall 

Enabled Yes 

Domain Setting On 

Private Setting On 

Public Setting On 

 
Detected by Services 
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Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 
No firewall services found that were not already in Security Center 
 
Patch Status 
 
MBSA 
 
Issue Score Assessment 
 
Windows Updates 
 
Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 10 and later drivers Failed (non-critical) 5 updates are missing. 

Drivers, Windows 10 Anniversary Update and Later 
Servicing Drivers 

Failed (non-critical) 7 updates are missing. 

Microsoft SQL Server 2014, Service Packs Failed (non-critical) 1 update is missing. 

 
 
Local Account Password Strength Assessment 
 
 
 
Connected Printers 
 
(from WMI) 
IP Address Printer Name Accessed From Location Location 

192.168.6.52 SEC30CDA792322C   Administrator 

 
 
Shares 
 
UNC PATH Remark 

\\WILLARD\ADMIN$ C:\Windows  

\\WILLARD\C$ C:\  

\\WILLARD\D$ D:\  

\\WILLARD\IPC$   

 
Installed Applications 
 
Application Name Version 

7-Zip 16.02 (x64 edition) 16.02.00.0 
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Application Name Version 

Android SDK Tools 1.16 

Application Insights Tools for Visual Studio 2015 7.0.20622.1 

Clang with Microsoft CodeGen for Microsoft Visual Studio 2015 14.0.25515.0 

DevExpress Components 14.1 14.1.7 

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0 

Fiddler 4.6.2.0 

Fiddler Syntax-Highlighting Addons  

Git version 2.9.2 2.9.2 

Google Chrome 54.0.2840.71 

IIS 10.0 Express 192.168.1736 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Java SE Development Kit 7 Update 55 1.7.0.550 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft .NET Framework 4.6 SDK 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081 

Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127 

Microsoft .NET Framework 4.6.1 SDK 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055 

Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055 

Microsoft .NET Version Manager (x64) 1.0.0-beta5 1.0.10609.0 

Microsoft ASP.NET MVC 4 Runtime 4.0.40804.0 

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft Help Viewer 2.2 2.2.25420 

Microsoft ODBC Driver 11 for SQL Server 12.0.2000.8 

Microsoft Office Professional Plus 2013 15.0.4569.1506 

Microsoft Report Viewer 2014 Runtime 12.0.2000.8 

Microsoft Silverlight 5.1.50901.0 

Microsoft Silverlight 5 SDK 5.0.61118.0 

Microsoft SQL Server 2008 R2 Management Objects 10.51.2500.0 

Microsoft SQL Server 2008 Setup Support Files 10.3.5500.0 

Microsoft SQL Server 2012 dbre Line Utilities 11.0.2100.60 

Microsoft SQL Server 2012 Native Client 11.0.2100.60 

Microsoft SQL Server 2014 (64-bit)  

Microsoft SQL Server 2014 Express LocalDB 12.0.2269.0 
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Application Name Version 

Microsoft SQL Server 2014 Management Objects 12.0.2000.8 

Microsoft SQL Server 2014 Management Objects (x64) 12.0.2000.8 

Microsoft SQL Server 2014 Policies 12.0.2000.8 

Microsoft SQL Server 2014 Setup (English) 12.0.2269.0 

Microsoft SQL Server 2014 Transact-SQL Compiler Service 12.0.2269.0 

Microsoft SQL Server 2014 Transact-SQL ScriptDom 12.0.2000.8 

Microsoft SQL Server 2014 T-SQL Language Service 12.0.2000.8 

Microsoft SQL Server 2016 LocalDB 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects 13.0.1601.5 

Microsoft SQL Server 2016 Management Objects (x64) 13.0.1601.5 

Microsoft SQL Server 2016 T-SQL Language Service 13.0.14500.10 

Microsoft SQL Server 2016 T-SQL ScriptDom 13.0.1601.5 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft SQL Server Data Tools - enu (14.0.60519.0) 14.0.60519.0 

Microsoft SQL Server System CLR Types 10.51.2500.0 

Microsoft System CLR Types for SQL Server 2014 12.0.2402.29 

Microsoft System CLR Types for SQL Server 2016 13.0.1601.5 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0.30729.4974 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2010 x86 Runtime - 192.168.40219 192.168.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0.60610.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24215 14.0.24215.1 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24215 14.0.24215.1 

Microsoft Visual Studio 2010 Shell (Isolated) - ENU 192.168.40219 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 192.168.50903 

Microsoft Visual Studio Emulator for Android 1.1.622.2 

Microsoft Visual Studio Professional 2015 with Updates 14.0.25420.1 

Microsoft Visual Studio Tools for Apache Cordova 14.0.60527.5 

Microsoft VSS Writer for SQL Server 2014 12.0.2000.8 

Microsoft Web Deploy 3.6 3.1238.1962 

MindFusion WinForms 1.0.0 

Mozilla Firefox 49.0 (x86 en-US) 49.0 

Mozilla Maintenance Service 49.0 

redi Detective 4.0.1011.0 

Node.js 0.12.2 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 287 of 362 

Application Name Version 

Notepad++ 6.9.2 

NVIDIA GeForce Experience 2.11.4.0 2.11.4.0 

NVIDIA Graphics Driver 372.70 372.70 

paint.net 4.0.12 

Prerequisites for SSDT 12.0.2000.8 

Python 2.7.12 2.7.12150 

Python Tools 2.2.5 for Visual Studio 2015 2.2.40825.00 

Realtek High Definition Audio Driver 6.0.1.7544 

Ryver 1.1.8 

ScreenConnect Client (2872323bbe412f4c) 5.4.9675.5750 

SourceGear DiffMerge 4.2.0.697.stable (x64) 4.2.0.697 

SQL Server Browser for SQL Server 2014 12.0.2000.8 

Sublime Text Build 3083  

Terminals 3.6.1.0 

Visual C++ for Mobile Development (Android support) 14.0.25401.0 

Visual C++ for Mobile Development (iOS support) 14.0.25401.0 

Visual Studio 2010 Prerequisites - English 192.168.40219 

Vulkan Run Time Libraries 1.0.11.1 1.0.11.1 

Xamarin 4.1.1.3 

 
 
License Keys 
 
Application Name License Key 

Microsoft - GDR 2269 for SQL Server 2014 (KB3045324) 
(64-bit) 

SQL2014 

Microsoft - Internet Explorer 00329-10281-86438-AA317 (ends with XW3F4) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA203 (ends with XW3F4) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - SQL Server 1.0 

Microsoft - VisualStudio 01010-532-2002386-70313 

Microsoft - VisualStudio 4.1.41102.0 

Microsoft - Windows 10 Enterprise 00329-10281-86438-AA317 (ends with XW3F4) 

WOW6432Node - Microsoft 01010-532-2002386-70313 

WOW6432Node - Microsoft 1.0 

WOW6432Node - Microsoft 89383-100-0001260-04309 

 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 
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IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.52 WILLARD  

 
 
Local 
 
Port IP 

Address 
Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

139/TCP 192.168.6
.52 

System   

445/TCP Any System   

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\redi SERVICE 

5357/TCP Any System   

5985/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

35211/TC
P 

Any System   

47001/TC
P 

Any System   

49152/TC
P 

Any System   

49153/TC
P 

Any System   

49154/TC
P 

Any System   

49664/TC
P 

Any wininit  NT AUTHORITY\SYSTEM 

49665/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TC
P 

Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49667/TC
P 

Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49669/TC
P 

Any services  NT AUTHORITY\SYSTEM 

50216/TC
P 

Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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2 - Printers 
 
 
 

CORP.MYCO.COM (from WMI) 
 
IP Address Printer Name Accessed From Location Comment 

169.254.196.228, 
169.254.57.9, 
192.168.6.109 

Brother HL-6180DW 
series Printer 

Boppenheimer-PC   

169.254.24.150, 
169.254.58.236, 
192.168.6.80 

SEC30CDA792322C darkhorse  Administrator 

192.168.6.134 Brother HL-6180DW 
series Printer 

darren-PC   

192.168.6.134 Brother MFC-9320CW 
Printer 

darren-PC   

192.168.7.17 HP Officejet Pro 8610 Ddouglas-WIN10   

169.254.93.61, 
192.168.6.85 

Brother HL-6180DW 
series Printer 

DESKTOP-N6S4H9A   

169.254.93.61, 
192.168.6.85 

Brother MFC-9320CW 
Printer 

DESKTOP-N6S4H9A   

192.168.6.9 Brother HL-6180DW 
series Printer 

HPDT-8CC5260NXY   

192.168.6.26 Brother HL-6180DW 
series Printer 

HPLT-5CD4411D8Z   

192.168.7.123 Brother HL-6180DW 
series 

ISTCORP-PC   

192.168.7.123 Brother MFC-9320CW 
Printer 

ISTCORP-PC   

192.168.7.44 Brother MFC-9320CW 
Printer 

JIM-WIN8   

192.168.6.81 Brother HL-6180DW 
series Printer 

Lalexander-PC   

192.168.6.81 Brother MFC-9320CW 
Printer 

Lalexander-PC   

192.168.7.95 hp LaserJet 1320 PCL 
5 

Mmichaels-HP   

192.168.6.30 Brother MFC-9320CW 
Printer 

Mwest-WIN864   

192.168.6.30 Dev office printer Mwest-WIN864  Administrator 

192.168.7.99 Brother HL-6180DW PS01   

192.168.7.99 Brother MFC-9320CW 
Printer 

PS01   

169.254.197.112, 
192.168.6.12 

Brother HL-6180DW 
series Printer 

Psolidad-PC   

192.168.6.14 Brother HL-6180DW 
series Printer 

Psolidad-WIN764   
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IP Address Printer Name Accessed From Location Comment 

192.168.6.195 SEC30CDA792322C tarsis  Administrator 

192.168.7.49 HP Officejet Pro 8600 tywin-PC   

192.168.6.52 SEC30CDA792322C WILLARD  Administrator 

 
 

Networked (from SNMP) 
 
IP Address Printer Name Hostname Description Alerts 

192.168.1.243 SEC30CDA792322C SEC30CDA792322C.
CORP.myco.COM 

Samsung Samsung 
M283x Series; 
V3.00.01.04 JUN-19-
2014;Engine V1.00.10 
06-10-2014;NIC 
V6.01.01;S/N 
075WB8GFCF0027R 

 

192.168.1.244  BRN30055C36B0DA Brother NC-8300h, 
Firmware Ver.1.12 
(13.11.13),MID 84U-
D17 

Sleep 

192.168.1.245   Brother NC-6700h, 
Firmware Ver.0.30 
(09.06.25),MID 8CE-
217,FID 2 

Toner Low Black(K) 

192.168.6.93 HP25833F HP25833F.CORP.my
co.COM 

HP ETHERNET 
MULTI-
ENVIRONMENT 

65561 65561 65561 
65561 

 
 

CORP.MYCO.COM (from Shares) 
 

Shared Printer User/Group 
Share Permissions 

Full 
Control 

Change Read 

\\ISTCORP-PC\Brother MFC-9320CW 
Printer 
(Brother MFC-9320CW Printer,LocalsplOnly) 

Istcorp-PC\Istcorp    

Everyone    

APPLICATION PACKAGE 
AUTHORITY\ALL APPLICATION 
PACKAGES 

   

BUILTIN\Administrators    

\\PS01\Brother HL-6180DW 
(Brother HL-6180DW,LocalsplOnly) 

Everyone    

APPLICATION PACKAGE 
AUTHORITY\ALL APPLICATION 
PACKAGES 

   

BUILTIN\Administrators    

\\PS01\Brother MFC-9320CW Printer 
(Brother MFC-9320CW Printer,LocalsplOnly) 

S-1-5-21-356494474-603968661-
3470298851-18619 

   

Everyone    

APPLICATION PACKAGE 
AUTHORITY\ALL APPLICATION 
PACKAGES 

   

BUILTIN\Administrators    

  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 291 of 362 

3 - Network Devices 
 
 
3.1 - 192.168.0.1 

 192.168.0.1 

 
System Profile 
Profile  

Name 192.168.0.1 

IP Address 192.168.0.1 

Web Server Type Web Server 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 

192.168.0.1    
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3.2 - 192.168.0.2 

ProCurve J4904A Switch 2848 192.168.0.2 

 
System Profile 
Profile  

Name ProCurve Switch 2848 

IP Address 192.168.0.2 

Up Time 128d 8h 30m 54s 10ms 

Object ID 1.3.6.1.4.1.11.2.3.7.11.32 

Description ProCurve J4904A Switch 2848, revision I.10.105, ROM I.08.07 
(/sw/code/build/mako) 

Services 74 

Web Server Type eHTTP v2.0 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 

192.168.0.2     
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3.3 - 192.168.0.3 

 192.168.0.3 

 
System Profile 
Profile  

Name 192.168.0.3 

IP Address 192.168.0.3 

Web Server Type Web Server 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 

192.168.0.3     
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3.4 - 192.168.0.11 

Ruckus Wireless Inc  192.168.0.11 

 
System Profile 
Profile  

Name RuckusAP 

IP Address 192.168.0.11 

Contact https://support.ruckuswireless.com/contact_us 

Up Time 41d 8h 40m 55s 60ms 

Object ID 1.3.6.1.4.1.25053.3.1.4.13 

Description Ruckus Wireless Inc (C) 2006 

Location 33.930324, -84.352088 

Web Server Type GoAhead-Webs 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.0.11     
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3.5 - 192.168.0.241 

 192.168.0.241 

 
System Profile 
Profile  

Name 192.168.0.241 

IP Address 192.168.0.241 

Web Server Type lighttpd/1.4.31 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 

192.168.0.241   
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3.6 - 192.168.0.242 

 192.168.0.242 

 
System Profile 
Profile  

Name 192.168.0.242 

IP Address 192.168.0.242 

Web Server Type lighttpd/1.4.31 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 

192.168.0.242   
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3.7 - 192.168.1.1 

 192.168.1.1 

 
System Profile 
Profile  

Name 192.168.1.1 

IP Address 192.168.1.1 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.1.1      
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3.8 - 192.168.1.24 

Linux pitauvik 3.16.0-30-generic #40~14.04.1-Ubuntu 
SMP Thu Jan 15 17:43:14 UTC 2015 x86_64 

192.168.1.24 

 
System Profile 
Profile  

Name pitauvik 

IP Address 192.168.1.24 

Contact Support <support@auvik.com> 

Up Time 1d 0h 6m 38s 370ms 

Object ID 1.3.6.1.4.1.43516.1.1 

Description Linux pitauvik 3.16.0-30-generic #40~14.04.1-Ubuntu SMP Thu Jan 
15 17:43:14 UTC 2015 x86_64 

Location Auvik redis - https://www.auvik.com/ 

Services 72 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
FTP 

(21/TCP) 
SSH 

(22/TCP) 

192.168.1.24    
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3.9 - HVFS 

 192.168.1.31 

 
System Profile 
Profile  

Name HVFS 

IP Address 192.168.1.31 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.1.31   
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3.10 - HVFS 

 192.168.1.32 

 
System Profile 
Profile  

Name HVFS 

IP Address 192.168.1.32 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.1.32   
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3.11 - HVFS 

 192.168.1.33 

 
System Profile 
Profile  

Name HVFS 

IP Address 192.168.1.33 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.1.33   
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3.12 - HVFS 

 192.168.1.34 

 
System Profile 
Profile  

Name HVFS 

IP Address 192.168.1.34 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.1.34   
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3.13 - myco-bdr 

 192.168.1.50 

 
System Profile 
Profile  

Name myco-bdr 

IP Address 192.168.1.50 

Web Server Type Cherokee 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
FTP 

(21/TCP) 
HTTP 

(80/TCP) 
VNC 

(5900/TCP) 

192.168.1.50     
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3.14 - 192.168.1.51 

APC Web/SNMP Management Card  192.168.1.51 

 
System Profile 
Profile  

Name apc8771E9 

IP Address 192.168.1.51 

Contact Unknown 

Up Time 46d 12h 16m 29s 900ms 

Object ID 1.3.6.1.4.1.318.1.3.27 

Description APC Web/SNMP Management Card (MB:v4.0.1 PF:v6.1.1 
PN:apc_hw05_aos_611.bin AF1:v6.1.1 
AN1:apc_hw05_sumx_611.bin MN:AP9630 HR:05 SN: 
ZA1423019779 MD:07/05/2014) (Embedded PowerNet SNMP Agent 
SW v2.2 compatible) 

Location Unknown 

Services 72 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
FTP 

(21/TCP) 
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 

192.168.1.51     
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3.15 - 192.168.1.52 

APC Web/SNMP Management Card  192.168.1.52 

 
System Profile 
Profile  

Name apc87720A 

IP Address 192.168.1.52 

Contact Unknown 

Up Time 4d 7h 10m 23s 800ms 

Object ID 1.3.6.1.4.1.318.1.3.27 

Description APC Web/SNMP Management Card (MB:v4.0.1 PF:v6.1.1 
PN:apc_hw05_aos_611.bin AF1:v6.1.1 
AN1:apc_hw05_sumx_611.bin MN:AP9630 HR:05 SN: 
ZA1423019820 MD:07/06/2014) (Embedded PowerNet SNMP Agent 
SW v2.2 compatible) 

Location Unknown 

Services 72 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
FTP 

(21/TCP) 
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 

192.168.1.52     
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3.16 - FINANCE 

 192.168.1.81 

 
System Profile 
Profile  

Name FINANCE 

IP Address 192.168.1.81 

Web Server Type Microsoft-IIS/7.5 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.1.81     
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3.17 - 192.168.1.201 

 192.168.1.201 

 
System Profile 
Profile  

Name 192.168.1.201 

IP Address 192.168.1.201 

Web Server Type Mbedthis-Appweb/2.4.2 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
VNC 

(5900/TCP) 

192.168.1.201      
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3.18 - 192.168.1.202 

 192.168.1.202 

 
System Profile 
Profile  

Name 192.168.1.202 

IP Address 192.168.1.202 

Web Server Type Mbedthis-Appweb/2.4.2 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
VNC 

(5900/TCP) 

192.168.1.202      
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3.19 - 192.168.1.203 

 192.168.1.203 

 
System Profile 
Profile  

Name 192.168.1.203 

IP Address 192.168.1.203 

Web Server Type httpd 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
VNC 

(5900/TCP) 

192.168.1.203      

 
  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 310 of 362 

3.20 - 192.168.1.204 

 192.168.1.204 

 
System Profile 
Profile  

Name 192.168.1.204 

IP Address 192.168.1.204 

Web Server Type httpd 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
VNC 

(5900/TCP) 

192.168.1.204      
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3.21 - 192.168.1.205 

 192.168.1.205 

 
System Profile 
Profile  

Name 192.168.1.205 

IP Address 192.168.1.205 

Web Server Type Mbedthis-Appweb/2.4.2 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
VNC 

(5900/TCP) 

192.168.1.205      
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3.22 - 192.168.1.240 

 192.168.1.240 

 
System Profile 
Profile  

Name 192.168.1.240 

IP Address 192.168.1.240 

Web Server Type lighttpd/1.4.28 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.1.240     
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3.23 - SEC30CDA792322C.CORP.myco.COM 

Samsung Samsung M283x Series; V3.00.01.04 JUN-19-
2014;Engine V1.00.10 06-10-2014;NIC V6.01.01;S/N 
075WB8GFCF0027R 

192.168.1.243 

 
System Profile 
Profile  

Name SEC30CDA792322C 

IP Address 192.168.1.243 

Contact Administrator 

Up Time 48d 18h 31m 15s 0ms 

Object ID 1.3.6.1.4.1.236.11.5.1 

Description Samsung Samsung M283x Series; V3.00.01.04 JUN-19-2014;Engine 
V1.00.10 06-10-2014;NIC V6.01.01;S/N 075WB8GFCF0027R 

Services 104 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 

192.168.1.243   

 
  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 314 of 362 

3.24 - BRN30055C36B0DA 

Brother NC-8300h 192.168.1.244 

 
System Profile 
Profile  

Name BRN30055C36B0DA 

IP Address 192.168.1.244 

Up Time 0d 7h 30m 10s 500ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8300h, Firmware Ver.1.12 (13.11.13),MID 84U-D17 

Services 72 

Web Server Type debut/1.20 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
FTP 

(21/TCP) 
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.1.244      
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3.25 -  

Brother NC-6700h 192.168.1.245 

 
System Profile 
Profile  

Name BRN001BA921EFB7 

IP Address 192.168.1.245 

Up Time 30d 11h 41m 24s 250ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-6700h, Firmware Ver.0.30 (09.06.25),MID 8CE-217,FID 2 

Services 72 

Web Server Type debut/1.08 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
FTP 

(21/TCP) 
Telnet 

(23/TCP) 
SMTP 

(25/TCP) 
HTTP 

(80/TCP) 

192.168.1.245      
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3.26 - monitor-GW 

 192.168.1.254 

 
System Profile 
Profile  

Name monitor-GW 

IP Address 192.168.1.254 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.27 - MYCO-DC01 

 192.168.3.5 

 
System Profile 
Profile  

Name MYCO-DC01 

IP Address 192.168.3.5 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
DNS 

(53/TCP) 

192.168.3.5   
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3.28 - MYCO-DC02 

 192.168.3.6 

 
System Profile 
Profile  

Name MYCO-DC02 

IP Address 192.168.3.6 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
DNS 

(53/TCP) 

192.168.3.6   
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3.29 - 192.168.5.1 

 192.168.5.1 

 
System Profile 
Profile  

Name 192.168.5.1 

IP Address 192.168.5.1 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.5.1      
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3.30 - FTWORK-PC.CORP.myco.COM 

 192.168.6.3 

 
System Profile 
Profile  

Name FTWORK-PC.CORP.myco.COM 

IP Address 192.168.6.3 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 

192.168.6.3    
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3.31 - 192.168.6.7 

 192.168.6.7 

 
System Profile 
Profile  

Name 192.168.6.7 

IP Address 192.168.6.7 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.6.7    
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3.32 - svr1-99ZO-U.CORP.myco.COM 

 192.168.6.8 

 
System Profile 
Profile  

Name svr1-99ZO-U.CORP.myco.COM 

IP Address 192.168.6.8 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.33 - NEWBUILD.CORP.myco.COM 

 192.168.6.10 

 
System Profile 
Profile  

Name NEWBUILD.CORP.myco.COM 

IP Address 192.168.6.10 

Web Server Type Microsoft-IIS/8.0 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 

192.168.6.10   
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3.34 - svr1-99ZF.CORP.myco.COM 

 192.168.6.11 

 
System Profile 
Profile  

Name svr1-99ZF.CORP.myco.COM 

IP Address 192.168.6.11 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.11    
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3.35 - svr1-65LI.CORP.myco.COM 

 192.168.6.16 

 
System Profile 
Profile  

Name svr1-65LI.CORP.myco.COM 

IP Address 192.168.6.16 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.16    
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3.36 - svr1-99ZO.CORP.myco.COM 

 192.168.6.21 

 
System Profile 
Profile  

Name svr1-99ZO.CORP.myco.COM 

IP Address 192.168.6.21 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.21    
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3.37 - svr1-14TA-U.CORP.myco.COM 

 192.168.6.33 

 
System Profile 
Profile  

Name svr1-14TA-U.CORP.myco.COM 

IP Address 192.168.6.33 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.38 - SQUID.CORP.myco.COM 

 192.168.6.34 

 
System Profile 
Profile  

Name SQUID.CORP.myco.COM 

IP Address 192.168.6.34 

Web Server Type Apache/2.4.18 (Ubuntu) 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 

192.168.6.34   
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3.39 - svr1-99ZG-U.CORP.myco.COM 

 192.168.6.46 

 
System Profile 
Profile  

Name svr1-99ZG-U.CORP.myco.COM 

IP Address 192.168.6.46 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.40 - svr1-99ZG.CORP.myco.COM 

 192.168.6.47 

 
System Profile 
Profile  

Name svr1-99ZG.CORP.myco.COM 

IP Address 192.168.6.47 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.47    
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3.41 - svr1-99ZP.CORP.myco.COM 

 192.168.6.48 

 
System Profile 
Profile  

Name svr1-99ZP.CORP.myco.COM 

IP Address 192.168.6.48 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.48    
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3.42 - 192.168.6.49 

 192.168.6.49 

 
System Profile 
Profile  

Name 192.168.6.49 

IP Address 192.168.6.49 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
VNC 

(5900/TCP) 

192.168.6.49      
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3.43 - fredS-MINI.CORP.myco.COM 

 192.168.6.50 

 
System Profile 
Profile  

Name fredS-MINI.CORP.myco.COM 

IP Address 192.168.6.50 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.44 - 192.168.6.59 

 192.168.6.59 

 
System Profile 
Profile  

Name 192.168.6.59 

IP Address 192.168.6.59 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.45 - workstation-DEV2.CORP.myco.COM 

 192.168.6.62 

 
System Profile 
Profile  

Name workstation-DEV2.CORP.myco.COM 

IP Address 192.168.6.62 

Web Server Type Microsoft-IIS/8.0 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.62     
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3.46 - FRONTDOOR.HQ.myco.COM 

 192.168.6.68 

 
System Profile 
Profile  

Name FRONTDOOR.HQ.myco.COM 

IP Address 192.168.6.68 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.47 - workstation-DEV2-U.CORP.myco.COM 

 192.168.6.71 

 
System Profile 
Profile  

Name workstation-DEV2-U.CORP.myco.COM 

IP Address 192.168.6.71 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.48 - MINTLINUX.CORP.myco.COM 

 192.168.6.82 

 
System Profile 
Profile  

Name MINTLINUX.CORP.myco.COM 

IP Address 192.168.6.82 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 

192.168.6.82   
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3.49 - svr1-99ZF-U.CORP.myco.COM 

 192.168.6.83 

 
System Profile 
Profile  

Name svr1-99ZF-U.CORP.myco.COM 

IP Address 192.168.6.83 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.50 - svr1-00JY.CORP.myco.COM 

 192.168.6.86 

 
System Profile 
Profile  

Name svr1-00JY.CORP.myco.COM 

IP Address 192.168.6.86 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.86    
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3.51 - svr1-91OD.CORP.myco.COM 

 192.168.6.87 

 
System Profile 
Profile  

Name svr1-91OD.CORP.myco.COM 

IP Address 192.168.6.87 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.87    
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3.52 - svr1-14TA.CORP.myco.COM 

 192.168.6.91 

 
System Profile 
Profile  

Name svr1-14TA.CORP.myco.COM 

IP Address 192.168.6.91 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.91    
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3.53 - svr1-16CA.CORP.myco.COM 

 192.168.6.92 

 
System Profile 
Profile  

Name svr1-16CA.CORP.myco.COM 

IP Address 192.168.6.92 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.92    
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3.54 - HP25833F.CORP.myco.COM 

HP ETHERNET MULTI-ENVIRONMENT 192.168.6.93 

 
System Profile 
Profile  

Name HP25833F 

IP Address 192.168.6.93 

Up Time 102d 13h 29m 36s 700ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT 

Services 72 

Web Server Type HP HTTP Server; HP HP Officejet Pro 8610 - A7F64A; Serial 
Number: CN5B4FX01D; Built:Fri Jan 09, 2015 04:48:51PM 
{FDP1CN1502AR} 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTP 

(8080/TCP) 

192.168.6.93    
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3.55 - workstation-POLY2.CORP.myco.COM 

 192.168.6.96 

 
System Profile 
Profile  

Name workstation-POLY2.CORP.myco.COM 

IP Address 192.168.6.96 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.96    
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3.56 - svr1-16CA-U.CORP.myco.COM 

 192.168.6.97 

 
System Profile 
Profile  

Name svr1-16CA-U.CORP.myco.COM 

IP Address 192.168.6.97 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.57 - HV2016-PK.CORE.myco.COM 

 192.168.6.98 

 
System Profile 
Profile  

Name HV2016-PK.CORE.myco.COM 

IP Address 192.168.6.98 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.98   

 
  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 348 of 362 

3.58 - workstation-POLY2-U.CORP.myco.COM 

 192.168.6.104 

 
System Profile 
Profile  

Name workstation-POLY2-U.CORP.myco.COM 

IP Address 192.168.6.104 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.59 - workstation-marion 

 192.168.6.106 

 
System Profile 
Profile  

Name workstation-marion 

IP Address 192.168.6.106 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.106    
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3.60 - svr1-99ZB.CORP.myco.COM 

 192.168.6.107 

 
System Profile 
Profile  

Name svr1-99ZB.CORP.myco.COM 

IP Address 192.168.6.107 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.107    

 
  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 351 of 362 

3.61 - svr1-99ZR.CORP.myco.COM 

 192.168.6.119 

 
System Profile 
Profile  

Name svr1-99ZR.CORP.myco.COM 

IP Address 192.168.6.119 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.119    
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3.62 - HV01.CORE.myco.COM 

 192.168.6.123 

 
System Profile 
Profile  

Name HV01.CORE.myco.COM 

IP Address 192.168.6.123 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 

192.168.6.123    
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3.63 - HV01.CORE.myco.COM 

 192.168.6.124 

 
System Profile 
Profile  

Name HV01.CORE.myco.COM 

IP Address 192.168.6.124 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 

192.168.6.124    

 
  



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPRIETARY & CONFIDENTIAL PAGE 354 of 362 

3.64 - EX6200.CORP.myco.COM 

 192.168.6.128 

 
System Profile 
Profile  

Name EX6200.CORP.myco.COM 

IP Address 192.168.6.128 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
Telnet 

(23/TCP) 
HTTP 

(80/TCP) 

192.168.6.128    
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3.65 - svr1-99ZB-U.CORP.myco.COM 

 192.168.6.143 

 
System Profile 
Profile  

Name svr1-99ZB-U.CORP.myco.COM 

IP Address 192.168.6.143 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.66 - workstation-TEST1.CORP.myco.COM 

 192.168.6.150 

 
System Profile 
Profile  

Name workstation-TEST1.CORP.myco.COM 

IP Address 192.168.6.150 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTPS 

(443/TCP) 
RDP 

(3389/TCP) 

192.168.6.150    
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3.67 - HV01.CORE.myco.COM 

 192.168.6.151 

 
System Profile 
Profile  

Name HV01.CORE.myco.COM 

IP Address 192.168.6.151 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
RDP 

(3389/TCP) 

192.168.6.151    
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3.68 - workstation-1337-U.CORP.myco.COM 

 192.168.6.152 

 
System Profile 
Profile  

Name workstation-1337-U.CORP.myco.COM 

IP Address 192.168.6.152 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.69 - ILOMX280201WZ.CORP.myco.COM 

 192.168.6.153 

 
System Profile 
Profile  

Name ILOMX280201WZ.CORP.myco.COM 

IP Address 192.168.6.153 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
SSH 

(22/TCP) 
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.6.153     
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3.70 - 192.168.6.154 

 192.168.6.154 

 
System Profile 
Profile  

Name 192.168.6.154 

IP Address 192.168.6.154 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
HTTP 

(80/TCP) 
HTTPS 

(443/TCP) 

192.168.6.154    
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3.71 - workstation-marion-U.CORP.myco.COM 

 192.168.6.160 

 
System Profile 
Profile  

Name workstation-marion-U.CORP.myco.COM 

IP Address 192.168.6.160 

 
 
Common Listening Ports 
 
 
Remote 
 
None Detected 
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3.72 - HV05.CORE.myco.COM 

 192.168.6.163 

 
System Profile 
Profile  

Name HV05.CORE.myco.COM 

IP Address 192.168.6.163 

 
 
Common Listening Ports 
 
 
Remote 
 

IP Address  Computer Name  
RDP 

(3389/TCP) 

192.168.6.163   

 


