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SECURITY ASSESSMENT

Each subsection details the share and file system permissions granted to each user account within the above domain.

1.1-!'m

Share Type

File System Permissions

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO3\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29EG6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize,
AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

CreateFiles,

Read
v v
v v
v
v v
v v
v
v v
v v
v v
v v
v
v v
v
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Share Permissions
Full Control Read

Share Type File System Permissions

\\Mmichaels-HP\print$ " : v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Mwest-WIN864\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Mwest-W|N864\Share Disk ReadAndExecute, Synchronize v v v
(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PSO01\print$ . ) P
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Rsolldad-PC\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ ) : v
(C:\Windows\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\R,EX\aCCtS Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v 4
(C:\soucesafe)
\STORAGE12\ClientApps . ) v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\STORAGE12\Common Disk FullControl v v v
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Share Permissions
Full Control Read

Share Type File System Permissions

(D:\Shared Files\Common)

PROPRIETARY & CONFIDENTIAL PAGE 10 of 308



«iYourIT!

S Your Logo Goes Here

1.2 - aadmin

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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1.3 - aborden

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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1.4 - admin

Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.5 - Administrator

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v

PROPRIETARY & CONFIDENTIAL PAGE 20 of 308



«iYourIT!

S Your Logo Goes Here

1.6 - adminonly

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v

PROPRIETARY & CONFIDENTIAL PAGE 23 of 308



«iYourIT!

S Your Logo Goes Here

1.7 - ajameson

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\Mwegt-WIN864\xdrlve Disk FullControl v v v
(C:\xdrive)
\\PKWIN8-VM\print$ " : v
(C:\Windows\system32\spool\drivers) BISS ReatandEseelicaoyICDlIze
\\PSO01\print$ ; i v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v v P
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ ) . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . )

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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1.8 - ASPNET

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.9 - atorrence

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.10 - Backupacct

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.11 - bglidden

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.12 - bhendrix

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) Disk FullControl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v

PAGE 40 of 308



o
%‘ YourlT! Share Permission Report by User

S Your Logo Goes Here SECURITY ASSESSMENT
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Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v

PAGE 53 of 308



o
%‘ YourlT! Share Permission Report by User

S Your Logo Goes Here SECURITY ASSESSMENT

Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData
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AppendData, CreateFiles

ReadAndExecute, Synchronize
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ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) Disk FullControl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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FullControl
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AppendData

ReadAndExecute, Synchronize,
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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AppendData

ReadAndExecute, Synchronize,
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ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize, CreateFiles,
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\Mwegt-WIN864\xdrlve Disk FullControl v v v
(C:\xdrive)
\\PKWIN8-VM\print$ " : v
(C:\Windows\system32\spool\drivers) BISS ReatandEseelicaoyICDlIze
\\PSO01\print$ ; i v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v v P
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ ) . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . )

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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1.31 - dwillis

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl

PROPRIETARY & CONFIDENTIAL PAGE 77 of 308



«iYourIT!

S Your Logo Goes Here

1.32 - echristopher

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v v v
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v
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v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.33 - ehandel

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
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v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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1.35 - gaddair

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.36 - gblake

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk
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Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl

PROPRIETARY & CONFIDENTIAL PAGE 90 of 308



«iYourIT!

S Your Logo Goes Here
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl

PROPRIETARY & CONFIDENTIAL PAGE 92 of 308



«iYourIT!

S Your Logo Goes Here
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\PKWIN8-VM\print$
(C:\Windows\system32\spool\drivers)

\\PSO01\print$
(C:\Windows\system32\spool\drivers)

\\Psolidad-PC\accts
(C:\accts)

\\Psolidad-PC\print$
(C:\WINDOWS\system32\spool\drivers)

\\Psolidad-PC\Reports
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
FullControl

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

FullControl

Read
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(C:\Temp\Reports)
\\Psolidad-WIN764\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
}\é{,\i}é\catg;:ts Disk ReadAndExecute, Synchronize v v v
\REX\print$ Disk ReadAndExecute, Synchronize v
(C:\WINDOWS\system32\spool\drivers) el
}\dS\Ts?liéﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize v v v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.45 - lUSR_DC02

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.46 - IUSR_STEINBRENNER

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.47 - IWAM_DCO02

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.48 - IWAM_STEINBRENNER

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk
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Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.49 - jaddair

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk
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Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.59 - kglendall

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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File System Permissions
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SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) Disk FullControl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v
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v
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize
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Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
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FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles
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ReadAndExecute, Synchronize, FullControl
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Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v

PROPRIETARY & CONFIDENTIAL PAGE 173 of 308



o
%‘ YourlT! Share Permission Report by User

S Your Logo Goes Here SECURITY ASSESSMENT

Share Permissions
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Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v

PROPRIETARY & CONFIDENTIAL PAGE 176 of 308



o
%‘ YourlT! Share Permission Report by User

S Your Logo Goes Here SECURITY ASSESSMENT

Share Permissions
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Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Full Control Read

(C:\Share)
\\Mwegt-WIN864\xdrlve Disk FullControl v v v
(C:\xdrive)
\\PKWIN8-VM\print$ " : v
(C:\Windows\system32\spool\drivers) BISS ReatandEseelicaoyICDlIze
\\PSO01\print$ ; i v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v v P
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ ) . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . )

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl

PROPRIETARY & CONFIDENTIAL PAGE 189 of 308



«iYourIT!

S Your Logo Goes Here

1.82 - netedge

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v
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v v v
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v v v
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v
v v v
v
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v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
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v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v
v v v
v v v
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v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v v v
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v v v
v v v
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v v v
v
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
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v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk
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Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) Disk FullControl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
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v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v

PAGE 225 of 308



o
%‘ YourlT! Share Permission Report by User

S Your Logo Goes Here SECURITY ASSESSMENT

Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\Mwegt-WIN864\xdrlve Disk FullControl v v v
(C:\xdrive)
\\PKWIN8-VM\print$ " : v
(C:\Windows\system32\spool\drivers) BISS ReatandEseelicaoyICDlIze
\\PSO01\print$ ; i v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v v P
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ ) . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO01\Packaged Programs . ) v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . )

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . . v v v
(E:\\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) DI ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v 4 4
(C:\soucesafe)
\STORAGE12\ClientApps ] : v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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1.103 - rtaylor

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl

PROPRIETARY & CONFIDENTIAL PAGE 248 of 308



«iYourIT!

S Your Logo Goes Here

1.107 - sdoolan

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v

PAGE 249 of 308



o
%‘ YourlT! Share Permission Report by User

S Your Logo Goes Here SECURITY ASSESSMENT
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.109 - slowe

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk
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Disk

Disk

Disk

Disk

Disk
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v

PROPRIETARY & CONFIDENTIAL PAGE 259 of 308



«iYourIT!

S Your Logo Goes Here

1.112 - support

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v v v
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(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v v v
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(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.118 - Test

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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1.119 - testacct

Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type
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Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk
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Disk

Disk

Disk
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ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Permissions

Share Type File System Permissions

Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)
}g@ﬁugmgﬁ’)ad Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@;% Disk FullControl, ReadAndExecute, Synchronize v v v
E\Ci{'\E\/i/(}lr\)lrlan(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v v v
}giﬁfggggﬁ?e Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v v v
\STORAGE12\Common .

v v v
(D:\Shared Files\Common) 2L Fullcieiiel
E\HV\./\}Anl\gEOAr\];narlon Disk FullControl 4 4 v
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Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
v v v
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Share Permissions

Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share

PROPRIETARY & CONFIDENTIAL

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
v v v
v v v
v
v v v
v v v
v
v v v
v v v
v v v
v v v
v
v v v
v
v
v
v v v
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Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
“RSOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common .

v v v
(D:\Shared Files\Common) DI Fullcenitl
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\Boppenheimer-PC\Shared
(C:\Shared)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)
\\DCO03\accts
(C:\accts)

\\DCO3\NETLOGON
(C:\Windows\SYSVOL\sysvol\Corp.myco.com\SCRIP
TS)

\DCO3\SYSVOL
(C:\Windows\SYSVOL\sysvol)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize, FullControl
FullControl

FullControl, ReadAndExecute, Synchronize
FullControl, ReadAndExecute, Synchronize

ReadAndExecute, Synchronize, FullControl
Write, ReadAndExecute,

ChangePermissions, TakeOwnership,
Synchronize

Write, ReadAndExecute,
ChangePermissions, TakeOwnership,
Synchronize

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

FullControl

FullControl, ReadAndExecute, Synchronize,
CreateFiles, AppendData

FullControl, ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize, FullControl
ReadAndExecute, Synchronize, FullControl

ReadAndExecute, Synchronize, FullControl

Read
v v v
v v v
v v v

v
v v v
v v v
v v v
v v v
v v v
v v v
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v v v
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Share Type File System Permissions

Read

\\JIM-WIN8\print$ " :

v v v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mmichaels-HP\print$ . . v v v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\print$ . : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Mwest-WIN864\Share Disk FullControl, ReadAndExecute, Synchronize v v v
(C:\Share)
\\Mwes_t-WI N864\xdrive Disk FullControl v v v
(C:\xdrive)
\\PITWDS12\REMINST .

v v v

(D:\Remotelnstall) Disk FullControl
\\PKWIN8-VM\print$ . . v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\PSO01\print$ . ) v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\Esolldad-PC\accts Disk ReadAndExecute, Synchronize, FullControl v v v
(C:\accts)
\\Psolidad-PC\print$ ) : v v v
(C:\WINDOWS\system32\spooldrivers) Disk ReadAndExecute, Synchronize, FullControl
\\Psolidad-PC\Reports . v v v
(C:\Temp\Reports) Disk FullControl
\\Psolidad-PC\RFT_reports . v v v
(C:\Temp\RFT_reports) Disk FullControl
\\Esolidad-PC\share Disk FullControl v v v
(C:\share)
\\Psolidad-WIN764\print$ ) : v v v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize, FullControl
\\QBO1\Data . v v v
(F\Shares\Data) Disk FullControl
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk FullControl, ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize, FullControl v v v
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Share Type File System Permissions

Full Control Read

(C:\accts)

}E@ﬁ%gﬁa‘j Disk FullControl, ReadAndExecute, Synchronize v v v
}Ei@’:ﬁg&ﬂg@;ﬁgﬁ%@eg Disk FullControl, ReadAndExecute, Synchronize v v v
E\C?:\E\/i/(}lr\)lrliDn(t)?/VS\system32\spoo|\drivers) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}E{iﬁfg gscae%?fe Disk FullControl, ReadAndExecute, Synchronize v v v
}\ch\Tfs?EriﬁEFﬁ\s%ﬁgntAtApgzs) Disk ReadAndExecute, Synchronize, FullControl v 4 v
}\IDS:-\I-SOhR;fe%EFliIZe\scigrgnTrzgn) Disk FullControl, ReadAndExecute, Synchronize v v v
}mfn“gﬁgggna”o” Disk FullControl v v v
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Share Type

File System Permissions

Share Permission Report by User
SECURITY ASSESSMENT

Share Permissions

\\b2b-GW\accts
(C:\accts)

\\darkhorse\download
(C:\download)

\\darkhorse\projects
(C:\projects)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\\FILE2012-1\Hyper-V
(H:\Shares\Hyper-V)

\\FILE2012-1\Witness
(H:\Shares\Witness)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\Mwest-WIN864\Share
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

FullControl

ReadAndExecute, Synchronize, CreateFiles,

AppendData

ReadAndExecute, Synchronize,
AppendData, CreateFiles

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

Read
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v v v
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v v v
v v v
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v v v
v
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Share Type File System Permissions

Full Control Read

(C:\Share)
\\PKWIN8-VM\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\PS01\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\P.SOHdad_PC\aCCtS Disk ReadAndExecute, Synchronize 4 v v
(C:\accts)
\\Psolidad-PC\print$ . . v
(C:\WINDOWS\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\Psolidad-PC\Reports . v y L,
(C:\Temp\Reports) Disk FullControl
\\Psolidad-WIN764\print$ . : v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\QBO1\Packaged Programs . . v
(C:\Program Files\Packaged Programs) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\\REX\download . .

v v v
(C:\download) Disk ReadAndExecute, Synchronize
\\REX\NDApplianceSetupFiles . ) v v v
(E:\NDApplianceSetupFiles) Disk ReadAndExecute, Synchronize
\REX\print$ . : v
(C:\WINDOW S\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\soucesafe Disk ReadAndExecute, Synchronize v v v
(C:\soucesafe)
\STORAGE12\ClientApps ) . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
\\STORAGE12\Common . .

v v v
(D:\Shared Files\Common) Disk FullControl, ReadAndExecute, Synchronize
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Share Type

File System Permissions

Share Permission Report by User
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Share Permissions

\\b2b-GW\accts
(C:\accts)

\\DCO03\accts
(C:\accts)

\\DCO03\Tech
(C:\Shares\Tech)

\\DESKTOP-UAE29E6\print$
(C:\Windows\system32\spool\drivers)

\\FILE2012-1\Backups
(H:\Shares\Backups)

\ISTCORP-PC\accts
(C:\accts)

\ISTCORP-PC\print$
(C:\Windows\system32\spool\drivers)

\\JIM-WIN8\download
(C:\download)

\\JIM-WIN8\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mmichaels-HP\print$
(C:\WINDOWS\system32\spool\drivers)

\\Mwest-WIN864\print$
(C:\Windows\system32\spool\drivers)

\\PKWIN8-VM\print$
(C:\Windows\system32\spool\drivers)

\\PSO01\print$
(C:\Windows\system32\spool\drivers)

\\Psolidad-PC\accts
(C:\accts)

\\Psolidad-PC\print$
(C:\WINDOWS\system32\spool\drivers)

\\Psolidad-PC\Reports
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Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

Disk

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
FullControl

ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize
ReadAndExecute, Synchronize

ReadAndExecute, Synchronize

FullControl

Read
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Full Control Read
(C:\Temp\Reports)
\\Psolidad-WIN764\print$ . . v
(C:\Windows\system32\spool\drivers) Disk ReadAndExecute, Synchronize
\\REX\accts Disk ReadAndExecute, Synchronize v v v
(C:\accts)
\REX\print$ Disk ReadAndExecute, Synchronize v
(C:\WINDOWS\system32\spool\drivers) el
\STORAGE12\ClientApps . . v v v
(d:\Shared Files\ClientApps) Disk ReadAndExecute, Synchronize
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