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1 - Domain: Corp.myco.com

1.1 - b2b-GW

Operating System ‘Windows 7 Enterprise

DNS Name(s) ‘ b2b-gw.corp.myco.com

IP Address(es) ‘ fe80::31d8:b72hb:fab4:af25%15,192.168.6.44

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons
Past 30 Days Past 30 Days

B PMaadmin (61,8%)
B PMDESKTOP-... (9.1%)
Il PMavorden (7.9%)

] PMAdminist... (4.9%)
B PMpsoidad (4.8%)

Il Other (11.4%)

B Com.mycoco.. (23.1%)
Bl Comp.mycoco_ (19.2%)
Il Ftenyeoiida... (19.2%)
] Corm.mypcecs.. (15.4%)
W Com.mycoco.. (11.5%)
W Other (11.5%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\aadmin 5147 7572 7572 0 0 0
PIT\DESKTOP-UAE29E6$ 806 1121 1121 0 0 0
PIT\dborden 692 974 974 0 0 0
PIT\Administrator 602 602 602 0 0 0
PIT\psolidad 403 592 592 0 0 0
PIT\Jdangerfield 385 537 537 0 0 0
PIT\tsysco 301 454 454 0 0 0
NT AUTHORITY\ ANONYMOUS LOGON 163 211 211 0 0 0
PIT\pmaloney 83 97 97 0 0 0
PIT\b2b-GW$ 88 47 47 0 0 0
PIT\wpayne 42 42 42 0 0 0
PITaborden 4 4 4 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 8 8
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 4 5 5
pitimyco\jdangerfield 0 0 0 4 5 5
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1.2 - betty-INSPIRON

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ betty-inspiron.corp.myco.com
IP Address(es)

‘ fe80::20f8:5e55:¢35f:ca0c%3,192.168.6.37

Interactive Logon (logon at keyboard and screen of system)

Successful Lagons
Past 30 Days

No failed logons
B Pimerk (75%)
B Window Manag... (25%)

Successful Logons

Failed Logons

Past 24 Past 7
Hours Days Days
PIT\bkirk

Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE]
6 6 6 0 0 0
Window Manager\DWM-1 2 2 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
PITikirk (100%)

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24

Past 7 Past 30
Hours Days Days Hours Days Days
PIT\bkirk 6 6 6 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

B PMasdmin (704%) )
B CORPr1yco.CO. (10.1%) No failed logons
B PIMétorden (4.9%)

[T CORPmyco.CO. (3.6%)
B CORPmyco.CO. (2.1%)
Bl Other (8.9%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 5644 6835 6835 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 817 979 979 0 0 0
PIT\dborden 389 479 479 0 0 0
CORP.myco.COM\dborden 287 350 350 0 0 0
CORP.myco.COM\Jdangerfield 157 204 204 0 0 0
CORP.myco.COM\Administrator 177 177 177 0 0 0
CORP.myco.COM\psolidad 150 150 150 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 98 109 109 0 0 0
CORP.myco.COM\tsysco 94 94 94 0 0 0
PIT\Jdangerfield 60 76 76 0 0 0
PIT\Administrator 56 56 56 0 0 0
PIT\psolidad 50 50 50 0 0 0
CORP.myco.COM\betty-INSPIRON$ 31 38 38 0 0 0
CORP.myco.COM\pmaloney 38 38 38 0 0 0
PIT\tsysco 28 28 28 0 0 0
PIT\pmaloney 24 24 24 0 0 0
CORP.myco.COM\wpayne 21 21 21 0 0 0
PIT\wpayne 4 4 4 0 0 0
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1.3 - Boppenheimer-PC

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ boppenheimer-pc.corp.myco.com
IP Address(es)

fe80::15a3:dab0:3be9:c4e4%17,fe80::2d5f:95:f2a2:3909%3,fe80::81df:alf5:e6e9:2a42
%25,169.254.196.228,169.254.57.9,192.168.6.109

Interactive Logon (logon at keyboard and screen of system)

Successful Logons
Past 30 Days

No failed logons
|I FiTiEoppenha.. um+|

Successful Logons

Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\boppenheimer 10 10 10 0 0 0

Past 30 Past 24

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons
Past 30 Days

No failed logons
I. PiTiboppanha., {'IMLI

Successful Logons

Failed Logons
Past 30 Past 24 Past 7

Past 24 Past 7

Past 30
Hours Days Days Hours DEVE DEVE
PIT\boppenheimer 10 10 10 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons Failed Logons
Past 30 Days Past 30 Days

Bl PmMaadmin (65.7%)

B CORP.myco.CO... (11%)
Il PiMdboeden (5.8%)

[1] CORP.myco.CO... (4%)

B CORP.myco.CO... (34%)
B Omer(10.1%)

W 2dovrmycoss., (T4.6%)
B Com.mycoco (B%)
W Fitemyeciida... (6%)

[ Com.mycose... (3%)
W Com.mycoco... (3%
[l Cther (7 5%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 3242 3242 3242 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 542 542 542 0 0 0
PIT\dborden 287 287 287 0 0 0
CORP.myco.COM\dborden 198 198 198 0 0 0
CORP.myco.COM\Jdangerfield 166 166 166 0 0 0
CORP.myco.COM\Administrator 94 94 94 0 0 0
CORP.myco.COM\psolidad 86 86 86 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 56 56 56 0 0 0
PIT\Jdangerfield 54 54 54 0 0 0
CORP.myco.COM\tsysco 48 48 48 0 0 0
PIT\Administrator 28 28 28 0 0 0
PIT\psolidad 26 26 26 0 0 0
CORP.myco.COM\Boppenheimer-PC$ 23 23 23 0 0 0
CORP.myco.COM\wpayne 23 23 23 0 0 0
CORP.myco.COM\pmaloney 21 21 21 0 0 0
PIT\tsysco 15 15 15 0 0 0
PIT\pmaloney 12 12 12 0 0 0
CORP.myco.COM\tharold 10 10 10 0 0 0
PIT\wpayne 4 4 4 0 0 0
2dev.myco.com\boppenheimer 0 0 0 50 50 50
Corp.myco.com\corp.myco.com\administrator 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 1 1 1
Corp.myco.com\corp.myco.com\psolidad 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\tsysco 0 0 0 1 1 1
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 4 4 4
guest 0 0 0 2 2 2
pitimyco\jdangerfield 0 0 0 4 4 4
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1.4 - buildbox

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ buildbox.corp.myco.com
IP Address(es)

‘ fe80::8416:p129:9737:70d%5,fe80::8966:eb6:55a8:ac9f%6,169.254.7.13,192.168.6.63

Interactive Logon (logon at keyboard and screen of system)

Successful Lagons
Past 30 Days

No failed logons
B indew Mangg... (50%)
B Window Manag... (50%)

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24

Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
Window Manager\DWM-1 2 2 2 0 0 0
Window Manager\DWM-2 2 2 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
B PiTaborden (100%) |

Successful Logons

Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\aborden 2 2 2 0 0 0

Past 30 Past 24

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

Bl PITPRirk (72.2%) .
B CORPmyco.CO... (58%) No failed logons
Il PiMdboeden (4.6%)

[7] CORP.myco.CO... (3%)
Bl CORP.myco.CO... (26%)
W Omer(11.7%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 4718 4718 4718 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 381 381 381 0 0 0
PIT\dborden 300 300 300 0 0 0
CORP.myco.COM\dborden 199 199 199 0 0 0
CORP.myco.COM\Jdangerfield 171 171 171 0 0 0
CORP.myco.COM\psolidad 156 156 156 0 0 0
CORP.myco.COM\Administrator 121 121 121 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 112 112 112 0 0 0
CORP.myco.COM\tsysco 110 110 110 0 0 0
CORP.myco.COM\wpayne 57 57 57 0 0 0
PIT\Jdangerfield 55 55 55 0 0 0
PIT\psolidad 39 39 39 0 0 0
PIT\Administrator 28 28 28 0 0 0
CORP.myco.COM\buildbox$ 27 27 27 0 0 0
PIT\tsysco 27 27 27 0 0 0
CORP.myco.COM\pmaloney 20 20 20 0 0 0
PIT\pmaloney 10 10 10 0 0 0
PIT\wpayne 3 3 3 0 0 0
CORP.myco.COM\aborden 0 0 0
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1.5 - CERTEXAM

Operating System ‘Windows Server 2012 R2 Standard
DNS Name(s) ‘certexam.corp.myco.com
IP Address(es) ‘ fe80::1509:e668:f2a6:e2ea%12,192.168.6.5

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Legons

Past 30 Days Past 30 Days

B PMaadmin (47.2%)
B Pm@orden (35%)
[l PMDESKTOP-.. (8.5%)

W Compmycoco. (18.8%)
B Com.mycoco_ (18.8%)
Wl Fenyooida.. (18 8%

1] Pmudangert . (2.8%) ] Com.myco.co... {12.5%)
B PMpsoidad (1.9%) B cuost(12.5%)
Il oer (46%) Wl Other (18.8%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PITM\aadmin 3754 3754 3754 0 0 0
PIT\dborden 2786 2786 2786 0 0 0
PIT\DESKTOP-UAE29E6$ 674 674 674 0 0 0
PIT\Jdangerfield 223 223 223 0 0 0
PIT\psolidad 150 150 150 0 0 0
PIT\Administrator 108 108 108 0 0 0
PIT\tsysco 93 93 93 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 84 84 84 0 0 0
PIT\pmaloney 31 31 31 0 0 0
PITCERTEXAM$ 24 24 24 0 0 0
PIT\wpayne 24 24 24 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 1 1 1
Corp.myco.com\corp.myco.com\psolidad 0 0 0 3 3 3
Corp.myco.com\corp.myco.com\tsysco 0 0 0 1 1 1
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 3 3 3
guest 0 0 0 2 2 2
pitimyco\jdangerfield 0 0 0 3 3 3
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1.6 - CONFERENCE-ROOM

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ conference-room.corp.myco.com
IP Address(es)

‘ fe80::ad41:cacc:ac6e:e041%4,192.168.6.56

Interactive Logon (logon at keyboard and screen of system)

Successful Lagons
Past 30 Days

No failed logons
B PPk (50%)
B Window Manag... (50%)

Successful Logons

Failed Logons

Past 24 Past 7
Hours Days Days
PIT\Pkirk

Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE]
2 2 2 0 0 0
Window Manager\DWM-4 2 2 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24

Past 7 Past 30
Hours Days Days Hours Days Days
PIT\Pkirk 2 2 2 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons
Past 30 Days

B PTPkik (67.5%) .
Bl CORPr1yco.CO._ (10.5%) No failed logons
Bl PMéoeden (5.2%)

[T CORPyco.CO. (3.8%)
B CORPmyco.CO. (2.4%)
Il Other (10.5%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 5044 6281 6281 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 820 980 980 0 0 0
PIT\dborden 401 481 481 0 0 0
CORP.myco.COM\dborden 294 353 353 0 0 0
CORP.myco.COM\Administrator 226 226 226 0 0 0
CORP.myco.COM\Jdangerfield 164 216 216 0 0 0
CORP.myco.COM\psolidad 170 170 170 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 144 160 160 0 0 0
CORP.myco.COM\tsysco 113 113 113 0 0 0
PIT\Jdangerfield 53 67 67 0 0 0
PIT\Administrator 56 56 56 0 0 0
PIT\psolidad 51 51 51 0 0 0
CORP.myco.COM\CONFERENCE-ROOM$ 33 40 40 0 0 0
CORP.myco.COM\pmaloney 35 85 85 0 0 0
PIT\tsysco 28 28 28 0 0 0
CORP.myco.COM\wpayne 20 20 20 0 0 0
PIT\pmaloney 20 20 20 0 0 0
PIT\wpayne 4 4 4 0 0 0
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1.7 - darkhorse
Operating System ‘Windows 10 Pro

DNS Name(s)
IP Address(es)

| darkhorse.corp.myco.com

fe80::59f3:9394:d4fe:1896%7,fe80::a8a8:6c1c:2b2c:3aec%17,fe80::c42:9dab:83al:ea7
f%05,169.254.24.150,169.254.58.236,192.168.6.80

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
Bl Windzw Mansg... (77.8%)
Bl PiTenperche (19.1%)
W Window Manag... (11.1%)

Successful Logons
Past 24 Past 7 Past 30 Past 24 Past 7

Failed Logons

Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
Window Manager\DWM-2 14 14 14 0 0 0
PIT\mporche 2 0 0 0
Window Manager\DWM-3 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Sueccessful Logons
Past 30 Days

No failed logons
Ii PITimporchee {100%)

Successful Logons

Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\mporche 16 16 16 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

Bl PPk (69.9%) .
B CORPmyco.CO... (9.9%) No failed logons
[l PiMdboeden (5.2%)

[] CORP.myco.CO... (3.2%)
Bl CORP.myco.CO... (19%)
B Omer(89%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] Days
PIT\Pkirk 5795 6718 6718 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 814 951 951 0 0 0
PIT\dborden 427 502 502 0 0 0
CORP.myco.COM\dborden 261 308 308 0 0 0
CORP.myco.COM\Jdangerfield 136 178 178 0 0 0
CORP.myco.COM\Administrator 149 149 149 0 0 0
CORP.myco.COM\mporche 132 133 133 0 0 0
CORP.myco.COM\psolidad 132 132 132 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 71 82 82 0 0 0
PIT\Jdangerfield 56 73 73 0 0 0
CORP.myco.COM\tsysco 72 72 72 0 0 0
PIT\Administrator 54 54 54 0 0 0
PIT\psolidad 48 48 48 0 0 0
CORP.myco.COM\pmaloney 40 40 40 0 0 0
PIT\mporche 38 38 38 0 0 0
CORP.myco.COM\darkhorse$ 29 85 85 0 0 0
PIT\tsysco 31 31 31 0 0 0
PIT\pmaloney 28 28 28 0 0 0
CORP.myco.COM\wpayne 23 23 23 0 0 0
CORP.myco.COM\tharold 0 0 0
CORE\RDGATEWAY$ 0 0 0
CORP.myco.COM\tarsis$ 0 0 0
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1.8 - darren-PC

Operating System ‘Windows 10 Pro
DNS Name(s) ‘darren-pc.corp.myco.com
IP Address(es) ‘ fe80::2508:a2a€8:1619:22e1%4,192.168.6.134

Interactive Logon (logon at keyboard and screen of system)

Successful Logons
Past 30 Days

B PIT\dfatnl (78.8%)
Bl Vindow Manag... (3%) No failed logons
B Window Manag... (3%)
[7] Window Manag... (3%)
B Window Manag... (3%)
B Othor (5.1%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days

PIT\dfaithl 20 52 52 0 0 0
Window Manager\DWM-1
Window Manager\DWM-2
Window Manager\DWM-3
Window Manager\DWM-4
Window Manager\DWM-5
Window Manager\DW M-6
Window Manager\DWM-7

N N O O © O O
N N N N N NN
N N N N N NN
O O O O o o o
O O O O o o o
O O O O o o o

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)
Successful Logons

Past 30 Days

No failed logons

PITdtaithl {100%)

Successful Logons Failed Logons
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Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours BEVA] BEVA] Hours Days [BEVA]
PIT\dfaithl 20 52 52 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons

Past 30 Days

B PMaadmin (65.8%) .
W CORPr1yco.CO. (10.4%) No failed logons
Bl PMéocden (4%)

[T CORPmyco.CO_ (3.7%)
B CORPmyco.CO. (3.4%)
B Other (12.8%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] Days
PIT\aadmin 2071 5844 6098 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 339 924 962 0 0 0
PIT\dborden 167 362 375 0 0 0
CORP.myco.COM\psolidad 125 343 343 0 0 0
CORP.myco.COM\dborden 127 302 311 0 0 0
CORP.myco.COM\Jdangerfield 134 226 226 0 0 0
CORP.myco.COM\tsysco 92 221 221 0 0 0
CORP.myco.COM\Administrator 0 182 182 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 72 182 182 0 0 0
PIT\Jdangerfield 53 88 88 0 0 0
PIT\psolidad 24 81 81 0 0 0
PIT\tsysco 25 56 56 0 0 0
CORP.myco.COM\darren-PC$ 19 51 52 0 0 0
PIT\Administrator 0 43 43 0 0 0
CORP.myco.COM\pmaloney 0 24 24 0 0 0
CORP.myco.COM\wpayne 21 21 21 0 0 0
CORP.myco.COM\Psolidad-WIN764%$ 0 0 0
PIT\wpayne 0 0 0
CORP.myco.COM\rwilkinson 0 0 0
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1.9 - DCO3

Operating System

‘Windows Server 2012 R2 Datacenter
DNS Name(s)

‘ dc03.corp.myco.com, corp.myco.com
IP Address(es)

‘ fe80::b59a:c6dc:c17b:15b9%14,169.254.52.150,192.168.1.23,192.168.1.4,192.168.1.3

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons

[ eindow Manag_ (100%) |

Successful Logons

Failed Logons
Past 24 Past 7

Past 30 Past 24 Past 7 Past 30
Hours Days Days Hours Days Days
Window Manager\DWM-5 2 2 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons
Past 30 Days

No failed logons
II FiTibappenhae.. umrl

Successful Logons

Failed Logons
Past 30 Past 24 Past 7

Past 24 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\boppenheimer 2 2 2 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons Failed Logons
Past 30 Days Past 30 Days

[l PITDCO3S {14.2%)
W PiTPhick (0.3%)

W NT AUTHORITY. . (4%)
[ PiTipscldad (3.1%)
Il Fimucanged... (3%)
W Othor (66.4%)

B 'stcop-PCU. . (81.7%)
B 2devmyco.co... (00%)
W ite_demainti. (3.3%)

I Compmyco.co.. (1.1%)
B commyce.co... (1.1%)
W Gthor (2.5%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\DC03$% 2878 2878 2878 0 0 0
PIT\Pkirk 1898 1898 1898 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 820 820 820 0 0 0
PIT\psolidad 620 620 620 0 0 0
PIT\Jdangerfield 612 612 612 0 0 0
PIT\PITWDS12$ 601 601 601 0 0 0
PIT'STORAGE12$ 282 282 282 0 0 0
PIT\HPDT-8CC5260NXY$ 279 279 279 0 0 0
PIT\mwinchester$ 277 277 277 0 0 0
PITCERTEXAM$ 270 270 270 0 0 0
PIT\tsysco 251 251 251 0 0 0
PIT\DESKTOP-UAE29E6$ 243 243 243 0 0 0
PIT\Psolidad-PC$ 235 235 235 0 0 0
PIT\Ddouglas-WIN10$ 232 232 232 0 0 0
PIT\DESKTOP-N6S4H9AS$ 230 230 230 0 0 0
PIT\wpayne 230 230 230 0 0 0
PITWAMPAS$ 228 228 228 0 0 0
PIT\JIM-WIN8$ 225 225 225 0 0 0
PIT\Boppenheimer-PC$ 224 224 224 0 0 0
PIT\mwinchester 222 222 222 0 0 0
PIT\FILE2012-1$% 221 221 221 0 0 0
PIT\REX$ 221 221 221 0 0 0
PITROWBOT$ 220 220 220 0 0 0
PIT\sourcesvrBUILD$ 216 216 216 0 0 0
PIT\tarsis$ 215 215 215 0 0 0
PIT\b2b-GW$ 213 213 213 0 0 0
PIT\glee 213 213 213 0 0 0
PIT\HPLT-5CD4411D8Z$% 213 213 213 0 0 0
PIT\Lalexander-PC$ 212 212 212 0 0 0
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%‘ YOU I’|T| Login History by Computer

S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVA] DEVE] Hours DEVE] DEVE]
PIT\Psolidad-WIN764% 210 210 210 0 0 0
PIT\Mmichaels-HP$ 208 208 208 0 0 0
PIT\buildbox$ 207 207 207 0 0 0
PIT\betty-INSPIRON$ 205 205 205 0 0 0
PIT\QBO1$ 204 204 204 0 0 0
PIT\HV04$ 203 203 203 0 0 0
PIT"CONFERENCE-ROOM$ 202 202 202 0 0 0
PIT\IRIDIUM$ 201 201 201 0 0 0
PIT\tywin-PC$ 201 201 201 0 0 0
PIT'PANOPTICON$ 200 200 200 0 0 0
PIT\SARLACC$ 199 199 199 0 0 0
PIT\darkhorse$ 197 197 197 0 0 0
PITWILLARDS$ 196 196 196 0 0 0
PIT\HV02$ 192 192 192 0 0 0
PIT\ISTCORP-PC$ 189 189 189 0 0 0
PIT\mporche 184 184 184 0 0 0
PIT\PKWIN8-VM$ 182 182 182 0 0 0
PIT\gordon-LT2$ 177 177 177 0 0 0
PITWPNGW$ 177 177 177 0 0 0
PIT\ptrevor 176 176 176 0 0 0
PIT\darren-PC$ 174 174 174 0 0 0
PIT\sourcesvr$ 172 172 172 0 0 0
PIT\lalexander 167 167 167 0 0 0
PIT\UTIL12$ 164 164 164 0 0 0
PIT\dwade 154 154 154 0 0 0
PIT\gblake 147 147 147 0 0 0
PIT\mmichaels 147 147 147 0 0 0
PIT\Mcarrier-ASUS$ 142 142 142 0 0 0
PIT\mcarrier 138 138 138 0 0 0
PIT\tharold 138 138 138 0 0 0
PIT'STORAGEO01$ 135 135 135 0 0 0
PIT\dborden 130 130 130 0 0 0
PIT\Mwest-WIN864% 129 129 129 0 0 0
PIT\boppenheimer 127 127 127 0 0 0
PIT\ddouglas 122 122 122 0 0 0
PIT\Tneusome-LT$ 121 121 121 0 0 0
PIT\ajameson 118 118 118 0 0 0
PIT\wrogers 116 116 116 0 0 0
PIT\FT-LENOVO$ 114 114 114 0 0 0
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%‘ YOU I’|T| Login History by Computer

&— Your Logo Goes Here SECURITY ASSESSMENT
Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\jtrotter 109 109 109 0 0 0
PIT\pmaloney 107 107 107 0 0 0
PITREMOTE$ 105 105 105 0 0 0
PIT\ISA1$ 86 86 86 0 0 0
PIT\ftahini 82 82 82 0 0 0
PIT\aborden 75 75 75 0 0 0
PIT\tneusome 72 72 72 0 0 0
PIT\ronald-LAPTOP$ 62 62 62 0 0 0
PIT\bkirk 60 60 60 0 0 0
PIT\Administrator 56 56 56 0 0 0
PIT\dfaithl 53 53 53 0 0 0
PIT\rwilkinson 41 41 41 0 0 0
PIT\kmitchell 23 23 23 0 0 0
CORE\RDGATEWAY$ 5 5 5 0 0 0
PIT\HV00$ 1 1 1 0 0 0
2dev.myco.com\boppenheimer 0 0 0 27 27 27
Corp.myco.com\corp.myco.com\psolidad 0 0 0 3 3 3
Corp.myco.com\corp.myco.com\tsysco 0 0 0 1 1 1
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 3 3 3
guest 0 0 0 3 3 3
Istcorp-PC\Istcorp 0 0 0 223 223 223
itc_domain\itc_test 0 0 0 9 9 9
pitimyco\jdangerfield 0 0 0 3 3 3
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Login History by Computer
S Your Logo Goes Here SECURITY ASSESSM ENT
1.10 - Ddouglas-WIN10
Operating System ‘Windows 10 Pro
DNS Name(s) ‘ddouglas-winlO.corp.myco.com
IP Address(es) \ 192.168.7.17
Interactive Logon (logon at keyboard and screen of system)
Successful Logons
Past 30 Days
No failed logons
B Window Manag... (B1.5%)
[l FiTddouglas (18.2%)

Successful Logons Failed Logons

Past 24 Past 7

Past 30 Past 24

Past 7 Past 30
Hours Days Days Hours Days Days
Window Manager\DWM-1 18 18 18 0 0 0
PIT\ddouglas g 4 4 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
B PiTdborden (B7%)
[l FiITddoughas (13%)

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24

Past 7 Past 30
Hours Days Days Hours Days Days
PIT\dborden 16 20 20 0 0 0
PIT\ddouglas 3 3 3 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons

Past 30 Days

B PIT\PKirk (84,7%) )
B CORPmyco.CO... (26%) No failed logons
B CORPmycoCO.. (2.4%)
] CORPmyco.CO... (2.4%)
B NTAUTHORITY... (2.1%)
Il Other (5.8%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 5063 5490 5490 0 0 0
CORP.myco.COM\Jdangerfield 131 168 168 0 0 0
CORP.myco.COM\Administrator 157 157 157 0 0 0
CORP.myco.COM\psolidad 156 156 156 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 123 134 134 0 0 0
CORP.myco.COM\tsysco 88 88 88 0 0 0
PIT\Jdangerfield 45 57 57 0 0 0
PIT\psolidad 55 55 55 0 0 0
PIT\Administrator 48 48 48 0 0 0
CORP.myco.COM\Ddouglas-WIN10$ S 42 42 0 0 0
CORP.myco.COM\pmaloney 38 38 38 0 0 0
PIT\tsysco 24 24 24 0 0 0
PIT\pmaloney 20 20 20 0 0 0
CORP.myco.COM\wpayne 7 7 7 0 0 0
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Login History by Computer
S Your Logo Goes Here SECURITY ASSESSM ENT

1.11 - DESKTOP-N6S4H9A

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ desktop-n6s4h9a.corp.myco.com
IP Address(es)

fe80::8¢cb3:404h:e5b6:5d3d%2,fe80::2939:588a:4461:8092%18,169.254.93.61,192.168
.6.85

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
|i PiTgmaloney (B8.5%)
L |

Windorw Manag,.. (11,1%)

Successful Logons

Failed Logons
Past 24 Past 7 Past 30 Past 24

Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\pmaloney 6 16 16 0 0 0
Window Manager\DWM-3 0 2 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
[ T omaioney (i06%) |

Successful Logons

Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\pmaloney 6 16 16 0 0 0

Past 30 Past 24

Network Logon (logon for remote access to a system resource, such as a shared folder)

PROPRIETARY & CONFIDENTIAL PAGE 24 of 88



o
%‘ YourIT! Login History by Computer

S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons

Past 30 Days

B PMasdmin (65.7%) )
B CORPr1yco.CO._ (10.7%) No failed logons
B PMéoeden (4.6%)

[T CORPyco.CO. (3.6%)
Il CORPryco.CO.. (3.8%)
W Other (11.6%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 2308 6176 6229 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 392 1010 1018 0 0 0
PIT\dborden 185 430 432 0 0 0
CORP.myco.COM\tsysco 86 371 371 0 0 0
CORP.myco.COM\psolidad 106 329 329 0 0 0
CORP.myco.COM\dborden 132 311 313 0 0 0
CORP.myco.COM\Jdangerfield 108 156 156 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 46 155 155 0 0 0
CORP.myco.COM\Administrator 0 114 114 0 0 0
PIT\tsysco 31 113 113 0 0 0
PIT\psolidad 26 78 78 0 0 0
CORP.myco.COM\DESKTOP-N6S4H9AS$ 18 49 49 0 0 0
PIT\Jdangerfield 42 42 42 0 0 0
CORP.myco.COM\pmaloney 0 24 24 0 0 0
CORP.myco.COM\wpayne 20 20 20 0 0 0
PIT\Administrator 0 17 17 0 0 0
CORP.myco.COM\boppenheimer 0 4 4 0 0 0
CORP.myco.COM\Psolidad-WIN764$ 0 4 4 0 0 0
PIT\pmaloney 0 4 4 0 0 0
PIT\wpayne 4 4 4 0 0 0
CORP.myco.COM\rwilkinson 0 2 2 0 0 0
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

1.12 - DESKTOP-UAE29EG6

Operating System ‘Windows 10 Pro
DNS Name(s) ‘desktop-uae29e6.corp.myco.com
IP Address(es) ‘ fe80::alde:172c:ae6f:b810%3,192.168.6.45

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons

Past 30 Days

Bl PITPrirk (83.7%) )
B CORPmyco.CO... (36%) No failed logons
Il CORPmyco,CO... (24%)
1] CORPmyco.CO... (1.8%)
B PimUcangert . (1.7%)
B Omer (67%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\Pkirk 3508 3508 3508 0 0 0
CORP.myco.COM\Jdangerfield 150 150 150 0 0 0
CORP.myco.COM\Administrator 102 102 102 0 0 0
CORP.myco.COM\psolidad 77 77 77 0 0 0
PIT\Jdangerfield 73 73 73 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 63 63 63 0 0 0
CORP.myco.COM\tsysco 46 46 46 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 33 88 88 0 0 0
PIT\psolidad 33 33 33 0 0 0
PIT\Administrator 28 28 28 0 0 0
CORP.myco.COM\wpayne 23 23 23 0 0 0
PIT\tsysco 20 20 20 0 0 0
CORP.myco.COM\pmaloney 18 18 18 0 0 0
PIT\pmaloney 15 15 15 0 0 0
PIT\wpayne 3 3 3 0 0 0
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

1.13 - FILE2012-1

Operating System ‘Windows Server 2012 R2 Standard
DNS Name(s) ‘fiIe2012-1.corp.myco.com, store2012-1.corp.myco.com
IP Address(es) \ 192.168.1.41

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PIT\Pkirk (59.6%)
B PImsv00s (31.8%)
[l PiTpsclidad (1.9%)
7] PIMAdminist., (1.7%)
B PiMasysco (1.5%)
B Other (3.6%)

B WORKGROUM (45, T%)
W itc_domainii_ {14.3%)
Wl Comp.mycoco.. (B &%)
] Com.mycoca... (T.1%)
W ritenyeciido... (7.1%)
Il Other (17.1%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PIT\Pkirk 5056 7380 7380 0 0 0
PIT\HV00$ 2752 3935 3935 0 0 0
PIT\psolidad 154 235 235 0 0 0
PIT\Administrator 216 216 216 0 0 0
PIT\tsysco 115 181 181 0 0 0
PIT\Jdangerfield 98 122 122 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 77 109 109 0 0 0
PIT\FILE2012-1% 59 86 86 0 0 0
PIT\pmaloney 56 56 56 0 0 0
PIT\HV04$ 28 40 40 0 0 0
CORE\AD..kirk 0 16 16 0 0 0
PIT\wpayne 13 13 13 0 0 0
PIMaadmin 1 1 1 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 4 5 5
guest 0 0 0 1 1 1
itc_domain\itc_test 0 0 0 6 10 10
pitimyco\jdangerfield 0 0 0 4 5 5

PROPRIETARY & CONFIDENTIAL PAGE 27 of 88



o
%‘ YOU I’|T| Login History by Computer

S Your Logo Goes Here SECURITY ASSESSM ENT
Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours BEVS BEVS Hours BEVS BEVS
WORKGROUP\ 0 0 0 32 32 32
WORKGROUP\root 0 0 0 1 1 1
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

1.14 - gordon-LT2

Operating System ‘Windows 7 Professional
DNS Name(s) ‘gordon-lt2.corp.myco.com
IP Address(es) ‘ fe80::899h:6b81:d2ea:3128%15,192.168.6.136

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons

Past 30 Days

B PMaadmin (63,8%)
B PMODESKTOP-... (9.2%) No failed logons
B PMaovorden (8.2%)
7] PMAdminist... (4.8%)
B PMpsoidad (4.3%)
Il Cher(9.8%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours DEVE] DEVE]
PIMaadmin 5439 7841 7841 0 0 0
PIT\DESKTOP-UAE29E6$ 817 1126 1126 0 0 0
PIT\dborden 732 1009 1009 0 0 0
PIT\Administrator 590 590 590 0 0 0
PIT\psolidad 340 526 526 0 0 0
PIT\Jdangerfield 360 499 499 0 0 0
PIT\tsysco 184 335 335 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 148 195 195 0 0 0
PIT\pmaloney 82 103 103 0 0 0
PIT\gordon-LT2$ 31 45 45 0 0 0
PIT\wpayne 28 28 28 0 0 0
PIT\aborden 1 1 1 0 0 0
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S Your Logo Goes Here

Login History by Computer

SECURITY ASSESSMENT

1.15 - HPDT-8CC5260NXY

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ hpdt-8cc5260nxy.corp.myco.com

IP Address(es) ‘ fe80::3976:6b9%e:2f9b:bf97%4,192.168.6.9

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons

Successful Logons Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\jtrotter 18 18 18 0 0 0

Past 30 Past 24

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\jtrotter 18 18 18 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons

Past 30 Days

B PTPkik (50.5%) .
Bl CORPr1yco.CO._ (126%) No failed logons
Bl PMéoeden (7%)

[T CORPmyco.CO. (4.2%)
B CORPmyco.CO. (2.6%)
B Other (12.8%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 5064 5370 5370 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 804 1138 1138 0 0 0
PIT\dborden 438 635 635 0 0 0
CORP.myco.COM\dborden 257 379 379 0 0 0
CORP.myco.COM\Administrator 221 260 260 0 0 0
CORP.myco.COM\psolidad 168 246 246 0 0 0
CORP.myco.COM\Jdangerfield 126 183 183 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 122 177 177 0 0 0
CORP.myco.COM\tsysco 108 166 166 0 0 0
PIT\Jdangerfield 72 93 93 0 0 0
PIT\psolidad 60 92 92 0 0 0
PIT\tsysco 40 60 60 0 0 0
PIT\Administrator 53 55 55 0 0 0
CORP.myco.COM\pmaloney 35 54 54 0 0 0
PIT\pmaloney 32 a7 a7 0 0 0
CORP.myco.COM\HPDT-8CC5260NXY$ 31 46 46 0 0 0
CORP.myco.COM\wpayne 21 21 21 0 0 0
PIT\wpayne 3 3 3 0 0 0
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S Your Logo Goes Here

Login History by Computer

SECURITY ASSESSMENT

1.16 - HPLT-5CD4411D8Z

Operating System

‘Windows 10 Pro
DNS Name(s)

| hplt-5cd4411d8z.corp.myco.com

IP Address(es) ‘ fe80::46¢c:aed6:f88f:7¢1d%3,192.168.6.26

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons

Successful Logons

Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\glee 10 10 10 0 0 0

Past 30 Past 24

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\glee 10 10 10 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons

Past 30 Days

Bl PITPrirk (65.6%) .
B CORPmyco.CO...(9.7%) No failed logons
Il PiMdbeeden (56%)

[] CORP.myco.CO...(3.3%)
Bl CORP.myco.CO... (298%)
W Omer(11.7%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 5231 6594 6594 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 766 962 962 0 0 0
PIT\dborden 446 559 559 0 0 0
CORP.myco.COM\dborden 263 330 330 0 0 0
CORP.myco.COM\Administrator 290 290 290 0 0 0
CORP.myco.COM\Jdangerfield 202 267 267 0 0 0
CORP.myco.COM\psolidad 191 239 239 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 153 185 185 0 0 0
CORP.myco.COM\tsysco 136 136 136 0 0 0
PIT\Jdangerfield 59 74 74 0 0 0
PIT\Administrator 54 54 54 0 0 0
PIT\psolidad 52 54 54 0 0 0
CORP.myco.COM\HPLT-5CD4411D8Z$ 32 39 39 0 0 0
CORP.myco.COM\pmaloney 38 38 38 0 0 0
PIT\tsysco 26 26 26 0 0 0
PIT\pmaloney 24 24 24 0 0 0
CORP.myco.COM\wpayne 21 21 21 0 0 0
PIT\wpayne 4 4 4 0 0 0
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1.17 - HVOO
Operating System ‘Windows Server 2012 R2 Datacenter
DNS Name(s) ‘ hv00.corp.myco.com
IP Address(es) ‘ 192.168.1.100

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Legons

Past 30 Days Past 30 Days

B PMpsoscad (39.7%)
B PmPkik (17.8%)
B PMaadmin (14.4%)

Wl itc_domairi_ {21.3%)
B Com.mycoco (13.3%)
Wl Fenycoida.. (133%)

[0 Pmudanged . (10.2%) ] HQumyso.Com'_ (12%)
B PIMDESKTOP... (5.5%) W Com.mycoce... (10.75%)
Il Omer (123%) Il Other (29.3%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days

PIT\psolidad 6649 7888 7888 0 0 0
PIT\Pkirk 2284 3542 3542 0 0 0
PITMaadmin 2867 2867 2867 0 0 0
PIT\Jdangerfield 1590 2024 2024 0 0 0
PIT\DESKTOP-UAE29E6$ 875 1085 1085 0 0 0
PIT\dborden 830 1062 1062 0 0 0
PIT\Administrator 531 531 531 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 249 288 288 0 0 0
PIT\tsysco 285 285 285 0 0 0
PIT\pmaloney 211 211 211 0 0 0
PIT\HV04$ 31 40 40 0 0 0
PIT\wpayne 24 24 24 0 0 0
PIT\HV00$ 1 2 2 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 8 8 8
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\psolidad 0 0 0 8 8 8
Corp.myco.com\corp.myco.com\tsysco 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 8 10 10
guest 0 0 0 5 5 5
HQ.myco.Com\aadmin 0 0 0 9

itc_domain\itc_test 0 0 0 12 16 16
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Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours BEVS BEVS Hours BEVS BEVS

pitimyco\jdangerfield 0 0 0 8 10 10
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Login History by Computer
S Your Logo Goes Here SECURITY ASSESSM ENT

1.18 - HV02

Operating System

‘Windows Server 2012 R2 Standard
DNS Name(s)

 hv02.corp.myco.com
IP Address(es)

‘ 192.168.1.123,192.168.1.121,192.168.1.122

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons

[ eindow Manag_ (100%) |

Successful Logons Failed Logons

Past 24 Past 7

Past 30 Past 24 Past 7 Past 30
Hours Days Days Hours Days Days
Window Manager\DWM-1 2 2 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
Ii PITEsclidad (100%)

Successful Logons

Failed Logons
Past 30 Past 24 Past 7

Past 24 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\psolidad 2 2 2 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons Failed Logons
Past 30 Days Past 30 Days

B PIT\Pkirk (47.1%)
B Pimsvoss (29.8%)
[l PiMpsciidad (15.9%)
7] PIMAdminist.., (2.8%)
B PiMasysco (1.3%)
B Other (3.1%)

B itc_domainki.. (47.7%;)
B cop.myco.co. (8.19%)
B com.myes.ca. (9.1%)
I Compmycs.co.. (3.1%)
B pitmycoijda... 9.1%)

W Gther (18.5%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours Days Hours DEVES Days
PIT\Pkirk 4980 5244 5244 0 0 0
PIT\HV04$ 3079 3325 3325 0 0 0
PIT\psolidad 1768 1768 1768 0 0 0
PIT\Administrator 308 308 308 0 0 0
PIT\tsysco 150 150 150 0 0 0
PIT\Jdangerfield 106 106 106 0 0 0
PIT\pmaloney 106 106 106 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 89 89 89 0 0 0
PIT\HV02$ 31 34 34 0 0 0
PIT\wpayne 12 12 12 0 0 0
PIMaadmin 3 3 3 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 2 2
Corp.myco.com\myco\jdangerfield 0 0 0 4 4 4
guest 0 0 0 3 3 3
itc_domain\itc_test 0 0 0 18 21 21
pitimyco\jdangerfield 0 0 0 4 4 4
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S Your Logo Goes Here SECURITY ASSESSM ENT
1.19 - HV04
Operating System ‘Windows Server 2012 R2 Datacenter
DNS Name(s)  hv04.corp.myco.com
IP Address(es) fe80::b154:892c:8aff:eaed%34,fe80::3dea:a06f:b703:63a1%31,fe80::31cl:2aac:ddc0:2f

34%29,fe80::c816:f63e:3756:f45¢c%27,fe80::edf7:37ef:5bd0:1ef2%25,fe80::509:87e7:6
45f:b91e%24,fe80::5:63b:4d3f:8%22,169.254.234.237,169.254.99.161,169.254.185.30,
192.168.6.108,192.168.6.105,192.168.6.100,192.168.1.104

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PMpsoicad (39.6%)
B PmPkirk (17.8%)

B PMaadmin (14.5%)

5] Pmudanged . (10.2%)
B PIMDESKTCP.... (5.5%)
B Cer (124%)

W itc_comainta_ (21.1%)
B Cop.myco.co.. (13.2%)
Wl pitonyeoijda... (13.2%)
I HOmyco Comh. {11,8%)
W Commyco.co.. (10.5%)
Wl Other (30.3%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours BEVE] Hours DEVE] DEVE]
PIT\psolidad 6649 7907 7907 0 0 0
PIT\Pkirk 2284 8555 8555 0 0 0
PIT\aadmin 2888 2888 2888 0 0 0
PIT\Jdangerfield 1600 2037 2037 0 0 0
PIT\DESKTOP-UAE29E6$ 875 1088 1088 0 0 0
PIT\dborden 830 1062 1062 0 0 0
PIT\Administrator 531 531 531 0 0 0
NT AUTHORITY\ ANONYMOUS LOGON 252 291 291 0 0 0
PIT\tsysco 285 285 285 0 0 0
PIT\pmaloney 211 211 211 0 0 0
PIT\wpayne 63 63 63 0 0 0
PIT\HV04$ 31 40 40 0 0 0
PIT\HV00$ 1 2 2 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 8 8 8
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\psolidad 0 0 0 8 8 8
Corp.myco.com\corp.myco.com\tsysco 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\wpayne 0 0 0 2 2 2
Corp.myco.com\myco\jdangerfield 0 0 0 8 10 10
guest 0 0 0 5 5 5

PROPRIETARY & CONFIDENTIAL PAGE 38 of 88



o
%‘ YOU I’|T| Login History by Computer

S Your Logo Goes Here SECURITY ASSESSM ENT
Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days DEVS]
HQ.myco.Com\aadmin 0 0 0 9 9 9
itc_domain\itc_test 0 0 0 12 16 16
pitimyco\jdangerfield 0 0 0 8 10 10
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S Your Logo Goes Here

Login History by Computer

SECURITY ASSESSMENT

1.20 - IRIDIUM

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ iridium.corp.myco.com

IP Address(es) ‘ fe80::ab1c:74ae:208b:d920%2,192.168.6.165

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
PITusysco [ 100%)

Successful Logons Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\tsysco 8 8 8 0 0 0

Past 30 Past 24

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
PITusysco [ 100%)

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\tsysco 8 8 8 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons

Past 30 Days

Bl PmMaadmin (68.4%) )
B CORPmyco.CO... (9.4%) No failed logons
Il PiMdboeden (5.8%)

[] CORPmyco.CO... (3.5%)
Il CORP.myco.CO... (22%)
B Omer(10.7%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 5030 6683 6683 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 703 916 916 0 0 0
PIT\dborden 439 567 567 0 0 0
CORP.myco.COM\dborden 258 337 337 0 0 0
CORP.myco.COM\psolidad 161 217 217 0 0 0
CORP.myco.COM\Administrator 200 200 200 0 0 0
CORP.myco.COM\Jdangerfield 151 198 198 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 137 179 179 0 0 0
CORP.myco.COM\tsysco 102 156 156 0 0 0
PIT\psolidad 47 59 59 0 0 0
PIT\Administrator 51 51 51 0 0 0
PIT\Jdangerfield 31 45 45 0 0 0
PIT\tsysco 29 43 43 0 0 0
CORP.myco.COM\IRIDIUM$ 29 38 38 0 0 0
CORP.myco.COM\pmaloney 31 31 31 0 0 0
CORP.myco.COM\wpayne 21 21 21 0 0 0
PIT\pmaloney 20 20 20 0 0 0
PIT\wpayne 4 4 4 0 0 0
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

1.21 - ISTCORP-PC

Operating System ‘Windows 8.1 Pro
DNS Name(s) ‘ istcorp-pc.corp.myco.com
IP Address(es) ‘ 192.168.7.123

Interactive Logon (logon at keyboard and screen of system)

Successful Lagons
Past 30 Days

No failed logons

B tscopPCU. (T5%)
B Window Manag... (25%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
Istcorp-PC\Istcorp 10 12 12 0 0 0
Window Manager\DWM-1 2 4 4 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons

Past 30 Days

B Pmaadmin (87.4%) )
B P Adminise_ (3.6%) No failed logons
B PiTpsolidad (3%)

] PiMisysco (1.8%)

B NTAUTHORITY... (1.4%)
[l Other (2.8%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours Days Days Hours Days Days
PIT\aadmin 6276 9458 9458 0 0 0
PIT\Administrator 265 385 385 0 0 0
PIT\psolidad 219 328 328 0 0 0
PIT\tsysco 125 200 200 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 98 152 152 0 0 0
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S Your Logo Goes Here

Successful Logons
Past 24 Past 7 Past 30

Login History by Computer
SECURITY ASSESSMENT

Failed Logons

Past 24 Past 7 Past 30

PIT\Jdangerfield
PIT\pmaloney
PITISTCORP-PC$
PIT\wpayne
PIT\kmitchell
PIT\QBO1$

PROPRIETARY & CONFIDENTIAL

Hours DEVS] DEVS]
116 140 140
62 93 93
36 56 56
7
3

Hours BEVS BEVS

o O O o o
o O O o o
o O O o o

PAGE 43 of 88



o
%‘ YourIT! Login History by Computer

S Your Logo Goes Here SECUR ITY ASSESSM ENT

1.22 - JIM-WINS8

Operating System ‘Windows 8.1 Enterprise
DNS Name(s) |jim-wing.corp.myco.com
IP Address(es) \ 192.168.7.44

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Legons

Past 30 Days Past 30 Days

B PIT\Prirk (75.3%)
B pimAadminist.. (6.9%)
B Pimpsoiidad (5.2%)

W Compmyeoco. (214%)
W Com.mycoco (17.9%)
W Comp.mycoco.. (17 9%)

[1] PMJdangert... (4.5%) 7] ptenyesida... (17.9%)
B Pmitsysco (4%) W Com.mycoce... (10.75%)
[l Cther (4.2%) Il Cther (14.3%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVS] DEVS] Hours Days Days
PIT\Pkirk 5403 8268 8268 0 0 0
PIT\Administrator 566 753 753 0 0 0
PIT\psolidad 385 569 569 0 0 0
PIT\Jdangerfield 346 491 491 0 0 0
PIT\tsysco 293 439 439 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 158 228 228 0 0 0
PIT\pmaloney 82 123 123 0 0 0
PIT\JIM-WIN8$ 64 95 95 0 0 0
PIT\wpayne 13 13 13 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 5 5
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 3 3
Corp.myco.com\myco\jdangerfield 0 0 0 4 5 5
guest 0 0 0 1 1 1
pitimyco\jdangerfield 0 0 0 4 5 5
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Login History by Computer
S Your Logo Goes Here SECURITY ASSESSM ENT

1.23 - Lalexander-PC
Operating System ‘Windows 10 Pro

DNS Name(s)
IP Address(es)

‘ lalexander-pc.corp.myco.com
‘ fe80::7194:3d73:8692:109a%3,192.168.6.81

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
B PiTdakoxand... (T5%)
Bl Wincew Manag... (12 5%)
Il Vindow Manag... (12 5%)

Successful Logons

Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7

Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\lalexander 12 12 12 0 0 0
Window Manager\DWM-2 2 2 2 0 0 0
Window Manager\DWM-3 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
I. PiTdabaxand... [100%:) I

Successful Logons

Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7
Hours Days Days Hours

14 14 14 0

Past 30
Days Days

0 0

PIT\lalexander

Network Logon (logon for remote access to a system resource, such as a shared folder)
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons

Past 30 Days

Bl PmMaadmin (69.8%) )
B CORPmyco.CO... (7.8%) No failed logons
Il PiMdboeden (5.4%)

[ CORP.myco.CO...(3.1%)
Bl CORP.myco.CO... (27%)
B Omer(11.2%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 5883 6675 6675 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 657 748 748 0 0 0
PIT\dborden 457 516 516 0 0 0
CORP.myco.COM\dborden 256 292 292 0 0 0
CORP.myco.COM\Jdangerfield 194 256 256 0 0 0
CORP.myco.COM\Administrator 252 252 252 0 0 0
CORP.myco.COM\psolidad 180 180 180 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 147 163 163 0 0 0
CORP.myco.COM\tsysco 143 143 143 0 0 0
PIT\Jdangerfield 56 72 72 0 0 0
PIT\Administrator 52 52 52 0 0 0
PIT\psolidad 50 50 50 0 0 0
CORP.myco.COM\pmaloney 40 40 40 0 0 0
CORP.myco.COM\Lalexander-PC$ 32 & & 0 0 0
PIT\tsysco 28 28 28 0 0 0
PIT\pmaloney 24 24 24 0 0 0
CORP.myco.COM\wpayne 22 22 22 0 0 0
PIT\wpayne 0 0 0
CORE\RDGATEWAY$ 0 0 0
PIT\lalexander 2 2 2 0 0 0
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

1.24 - Mmichaels-HP

Operating System ‘Windows 8.1 Enterprise
DNS Name(s) | mmichaels-hp.corp.myco.com
IP Address(es) \ 192.168.7.95

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days
No failed logons
B PiTmmichasl., {1m+|

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours Days Days Hours Days Days

PIT\mmichaels 20 20 20 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons

Past 30 Days

B Fmaadmin (87.3%) )
B P Adminise_ (28%) No failed logons
B PiTUdanged.. (2.7%)
] PiMpsciidad (24%)

B NTAUTHORITY... (1.8%)
Il Other (3%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\aadmin 5508 10111 10111 0 0 0
PIT\Administrator 207 322 322 0 0 0
PIT\Jdangerfield 205 318 318 0 0 0
PIT\psolidad 192 279 279 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 129 205 205 0 0 0
PIT\tsysco 120 181 181 0 0 0
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S Your Logo Goes Here

Successful Logons
Past 24 Past 7 Past 30

Login History by Computer
SECURITY ASSESSMENT

Failed Logons

Past 24 Past 7 Past 30

PIT\pmaloney
PIT\Mmichaels-HP$
PIT\wpayne

PROPRIETARY & CONFIDENTIAL

Hours DEVE] DEVE]
59 90 90
35 60 60
13 13 13

Hours DEVE] DEVE]
0 0 0
0 0 0
0 0 0
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1.25 - Mwest-WIN864

Operating System ‘Windows 8 Enterprise
DNS Name(s) | mwest-win864.corp.myco.com
IP Address(es) ‘ fe80::7977:¢113:9a24:40a1%17,192.168.6.30

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons

B Frassmassn (92.3%)
B Wirdow Manag... (3.8%)
Il Window Manag... (38%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\ajameson 48 48 48 0 0 0
Window Manager\DWM-1 2 2 2 0 0 0
Window Manager\DWM-2 2 2 2 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons

Past 30 Days

B PMaadmin (71.5%)
B Pmcorden (9.1%) No failed logons
Il PMDESKTOR-... (7.9%)
7] Pmpscicad (2.7%)

B PMJudanged... (2.7%)
Il Cher (62%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\aadmin 5505 7750 7750 0 0 0
PIT\dborden 696 982 982 0 0 0
PIT\DESKTOP-UAE29E6$ 610 853 853 0 0 0
PIT\psolidad 202 289 289 0 0 0
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S—— Your Logo Goes Here SECURITY ASSESSMENT
Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\Jdangerfield 227 288 288 0 0 0
PIT\Administrator 230 230 230 0 0 0
PIT\tsysco 109 168 168 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 86 129 129 0 0 0
PIT\pmaloney 73 76 76 0 0 0
PIT\Mwest-WIN864% 31 46 46 0 0 0
PIT\wpayne 27 27 27 0 0 0

PROPRIETARY & CONFIDENTIAL PAGE 50 of 88



%YourIT!

Login History by Computer
S Your Logo Goes Here SECURITY ASSESSM ENT

1.26 - PANOPTICON
Operating System ‘Windows 10 Pro

DNS Name(s)
IP Address(es)

 panopticon.corp.myco.com

‘ fe80::a4a0:5c06:b6d4:d020%26,192.168.6.133

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
Bl PiTdwads (62.5%)
Wl Wincew Mansg... (25%)
Wl Window Manag... (12 5%)

Successful Logons

Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7

Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\dwade 10 10 10 0 0 0
Window Manager\DWM-2 4 4 4 0 0 0
Window Manager\DWM-3 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
|. PiTidwade (100%) |

Successful Logons
Past 24 Past 7 Past 30 Past 24 Past 7

Failed Logons

Past 30
Hours Days Days Hours Days Days
PIT\dwade 14 14 14 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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S Your Logo Goes Here SECUR ITY ASSESSM ENT

Successful Logons

Past 30 Days

B PMaadmin (71,7%) )
B CORPmyco.CO... (7.7%) No failed logons
Il PiMdboeden (6.2%)

[1] CORPmyco.CO... (3.5%)
Bl CORP.myco.CO... (198%)
B Omer(8.1%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 5440 6932 6932 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 586 740 740 0 0 0
PIT\dborden 465 597 597 0 0 0
CORP.myco.COM\dborden 262 336 336 0 0 0
CORP.myco.COM\Jdangerfield 140 184 184 0 0 0
CORP.myco.COM\Administrator 162 162 162 0 0 0
CORP.myco.COM\psolidad 139 162 162 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 76 103 103 0 0 0
CORP.myco.COM\tsysco 86 87 87 0 0 0
PIT\Jdangerfield 58 77 77 0 0 0
PIT\psolidad 59 61 61 0 0 0
PIT\Administrator 54 54 54 0 0 0
CORP.myco.COM\pmaloney 41 41 41 0 0 0
CORP.myco.COM\PANOPTICONS$ 28 37 37 0 0 0
PIT\tsysco 37 37 37 0 0 0
PIT\pmaloney 28 28 28 0 0 0
CORP.myco.COM\wpayne 23 23 23 0 0 0
CORE\RDGATEWAY$ 0 0 0
PIT\dwade 0 0 0
PIT\wpayne 0 0 0
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1.27 - PITWDS12

Operating System ‘Windows Server 2012 R2 Datacenter
DNS Name(s) | pitwds12.corp.myco.com
IP Address(es) ‘ 192.168.1.63,192.168.1.64

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PIT\Pkirk (63.3%)
B PimMasdmin (23.9%)
[l PMAdminist.... (3.7%)
(7] PIMpsolidad (2.4%)
[l Pimusysco (2%)

B Other (4.6%)

B WORKGROUP (40.8%)
B WORKGROUPad. . (14.3%)
Bl WORKGROUPa... (136%)
B #c_domanii... (86%)

Il Cocp.myco.co... (22%)

[l Other (11.5%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PIT\Pkirk 2701 6801 6801 0 0 0
PIT\aadmin 2573 2573 2573 0 0 0
PIT\Administrator 270 402 402 0 0 0
PIT\psolidad 182 263 263 0 0 0
PIT\tsysco 145 218 218 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 98 127 127 0 0 0
PIT\Jdangerfield 77 119 119 0 0 0
PIT\pmaloney 79 118 118 0 0 0
PIT\PITWDS12% 32 53 53 0 0 0
PIT\wpayne 37 37 37 0 0 0
PIT\boppenheimer 24 24 24 0 0 0
PIT\dborden 0 12 12 0 0 0
CORE\RDGATEWAY$ 0 1 1 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 3 3
Corp.myco.com\myco\jdangerfield 0 0 0 4 6 6
guest 0 0 0 4 4 4
itc_domain\itc_test 0 0 0 12 24 24
pitimyco\jdangerfield 0 0 0 4 6 6
WORKGROUP\ 0 0 0 139 139 139
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Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days DEVS]
WORKGROUP\admin 0 0 0 40 40 40
WORKGROUP\administrator 0 0 0 38 38 38
WORKGROUP\DHIBUStGRm 0 0 0
WORKGROUP\root 0 0 0 2 2 2
WORKGROUP\WwtnQchlaxXi 0 0 0
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1.28 - PKWIN8-VM

Operating System ‘Windows 8.1 Pro

DNS Name(s) | pkwing-vm.corp.myco.com

IP Address(es) fe80::5d0f:a0de:55fa:48c4%4,fe80::25ca:4556:3551:9€23%3,192.168.199.34,192.168.
6.120

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons
Past 30 Days

B PITPkirk (89.3%)
B Pindborden (9.1%) No failed logons
[l PIMDESKTOP-... (7%)
[ PITUdanger... (3.2%)
Il PiMpsolidad (3.1%)
B Other (8.3%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] Hours DEVE] DEVE]
PIT\Pkirk 5389 7882 7882 0 0 0
PIT\dborden 715 1033 1033 0 0 0
PIT\DESKTOP-UAE29E6$ 572 792 792 0 0 0
PIT\Jdangerfield 273 361 361 0 0 0
PIT\psolidad 248 352 352 0 0 0
PIT\Administrator 290 290 290 0 0 0
PIT\tsysco 167 257 257 0 0 0
NT AUTHORITY\ ANONYMOUS LOGON 148 195 195 0 0 0
PIT\pmaloney 97 124 124 0 0 0
PIT\PKWIN8-VM$ 30 44 44 0 0 0
PIT\wpayne 37 37 37 0 0 0
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S Your Logo Goes Here

Login History by Computer
SECURITY ASSESSMENT

1.29 - PSO1

Operating System
DNS Name(s)
IP Address(es)

‘Windows Server 2012 R2 Standard
‘ ps01.corp.myco.com
\ 192.168.7.99

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

Il PIMDESKTOP-... (41.5%)
B PMdborden (33.8%)

[l NTAUTHORITY... (5.2%)
7 PMAdminist . (4.8%)
B PiTudangert... (4.8%)
[l Other (9.9%)

B WORKGROUP.(21,3%)
Bl PiTuadmin (8.1%)

W corpmycoco... (7.9%)
[ corp.rmyencs.. (6.3%)
Il FiTddanged.. (53.1%)
[l Other (51.4%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVS] DEVS] Hours Days Days
PIT\DESKTOP-UAE29E6$ 859 3495 4974 0 0 0
PIT\dborden 787 2762 4048 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 106 457 627 0 0 0
PIT\Administrator 90 433 577 0 66 99
PIT\Jdangerfield 112 352 576 24 126 182
PIT\psolidad 99 402 527 14 83 104
PIT\tsysco 48 222 326 0 10 10
PIT\boppenheimer 45 163 197 0 0 0
PIT\pmaloney 38 106 106 0 0 0
PIT\wpayne 14 14 14 0 0 0
PIT'STORAGEO01$ 0 6 6 0 0 0
PIT\Pkirk 0 5 5 0 0 0
PIT\Psolidad-WIN764$ 0 4 4 0 0 0
PIT\rwilkinson 0 2 2 0 0 0
PIT\aborden 0 1 1 0 0 0
corp.myco.com\aadmin 0 0 0 51 203 282
corp.myco.com\administrator 0 0 0 36 171 225
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 19 25
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 5 5
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 17 23
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 9 13
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1
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Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours DEVE] DEVE]
Corp.myco.com\myco\jdangerfield 0 0 0 4 12 19
corp.myco.com\pmaloney 0 0 0 16 32 32
corp.myco.com\psolidad 0 0 0 20 81 111
corp.myco.com\tsysco 0 0 0 18 72 107
guest 0 0 0 1 1 1
PIT\ 0 0 0 0 108 162
PIT\1502 0 0 0 0 6 9
PIT\acct 0 0 0 0 12 20
PIT\acct_analyst 0 0 0 0 6 10
PIT\acct_approver 0 0 0 0 6 10
PITacct_author 0 0 0 0 6 10
PIT\acct_checker 0 0 0 0 6 10
PIT\acct_designer 0 0 0 0 6 10
PIT\acct_editor 0 0 0 0 6 10
PIT\acct_expert 0 0 0 0 6 10
PIT\acct_maxeter 0 0 0 0 6 10
PIT\acct_pricer 0 0 0 0 6 10
PIT\acct_publisher 0 0 0 0 6 10
PIT\admin 0 0 0 0 192 288
PIT\admin@example.com 0 0 0 0 6 9
PIT\AdvWebadmin 0 0 0 0 6 9
PIT\anonymous 0 0 0 0 6 9
PITapc 0 0 0 0 6 9
PIT\billy-bob 0 0 0 0 6 9
PIT\Bobo 0 0 0 0 6 9
PIT\cac_admin 0 0 0 0 6 9
PIT\Cisco 0 0 0 0 6 9
PIT\Coco 0 0 0 0 6 9
PIT\customer 0 0 0 0 6 9
PIT\device 0 0 0 0 6 9
PIT\e250 0 0 0 0 6 9
PIT\e500 0 0 0 0 6 9
PIT\Flo 0 0 0 0 6 9
PIT\ftp 0 0 0 0 6 9
PIT\guest 0 0 0 0 12 18
PIT\intel 0 0 0 0 6 9
PIT\jagadmin 0 0 0 0 6 9
PIT\Jetform 0 0 0 0 6 9
PIT\Joe 0 0 0 0 6 9
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Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVA] DEVE] Hours DEVE] DEVE]
PIT\LDAP_Anonymous 0 0 0 0 6 9
PIT\manager 0 0 0 0 18 28
PIT\Moe 0 0 0 0 6 9
pitimyco\jdangerfield 0 0 0 4 12 19
PIT\naadmin 0 0 0 0 6 9
PIT\operator 0 0 0 0 12 18
PIT\piranha 0 0 0 0 12 18
PIT\Polycom 0 0 0 0
PIT\public 0 0 0 0
PIT\role 0 0 0 0
PIT\rolel 0 0 0 0 6 9
PIT\root 0 0 0 0 78 117
PIT\sadmin 0 0 0 0 6 9
PIT\smc 0 0 0 0 6 9
PIT\storwatch 0 0 0 0 6 9
PIT\super 0 0 0 0 6 9
PIT\superacct 0 0 0 0 6 9
PIT\superadmin 0 0 0 0 6 9
PIT\superman 0 0 0 0 6 9
PIT\supervisor 0 0 0 0 6 10
PIT\support 0 0 0 0 6 10
PIT\sys 0 0 0 0 6 10
PIT\sysadmin 0 0 0 0 6 10
PIT\system 0 0 0 0 6 10
PIT\test 0 0 0 0 6 10
PIT\tomcat 0 0 0 0 12 20
PIT\webadmin 0 0 0 0 12 20
PIT\websecadm 0 0 0 0 6 10
WORKGROUP\ 0 0 0 0 507 761
WORKGROUP\aBacOccZTT 0 0 0 0 1 1
WORKGROUP\ACa7n2cul6 0 0 0 0 1 1
WORKGROUP\admin 0 0 0 0 120 180
WORKGROUP\administrator 0 0 0 0 114 171
WORKGROUP\AIUiJzXEdI 0 0 0 0 1 1
WORKGROUP\ARdr2PTNEF 0 0 0 0 0 1
WORKGROUP\bggn5SmJbV 0 0 0 0 1 1
WORKGROUP\LzVifk2GsD 0 0 0 0 1 1
WORKGROUP\mMbSx3FI3KY 0 0 0 0 0 1
WORKGROUP\Mp572kSi63 0 0 0 0 1 1
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Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours BEVS BEVS Hours BEVS BEVS
WORKGROUP\root 0 0 0 0 6 9
WORKGROUP\wsapgJVOc5 0 0 0 0 0 1
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1.30 - Psolidad-PC

Operating System ‘Windows 10 Pro

DNS Name(s) ‘ psolidad-pc.corp.myco.com

IP Address(es) fe80::4016:d634:6959:c570%11,fe80::9¢83:ca9d:1a7d:7f24%4,169.254.197.112,192.1
68.6.12

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

W Corm.myescs... (33.3%)
B Corp.myco.co.. (33.3%)
Il Ftenyesijda. (33.3%)

B PITPkirk (43.1%)

Bl CORPryco.CO._. (17.5%)
B CORPryco.CO._ (15.3%)
[ PMUdangert... (10.8%)
B CORPmyco.CO. (3.6%)
Il Other (5.5%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVS] DEVS] Hours Days Days
PIT\Pkirk 59 59 59 0 0 0
CORP.myco.COM\Jdangerfield 24 24 24 0 0 0
CORP.myco.COM\wpayne 21 21 21 0 0 0
PIT\Jdangerfield 15 15 15 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 5 5 5 0 0 0
CORP.myco.COM\dborden g 8 8 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 3 3 3 0 0 0
PIT\dborden 3 3 3 0 0 0
PIT\wpayne 3 3 3 0 0 0
CORP.myco.COM\Psolidad-PC$ 1 1 1 0 0 0
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 1 1 1
pitimyco\jdangerfield 0 0 0 1 1 1
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S Your Logo Goes Here

Login History by Computer

SECURITY ASSESSMENT

1.31 - Psolidad-WIN764

Operating System

| Windows 8.1 Enterprise
DNS Name(s)

‘ psolidad-win764.corp.myco.com, dfaithl-pc.corp.myco.com

IP Address(es) ‘ fe80::20dd:cdd2:c1bf:95dc%3,192.168.6.14

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons

[ eindow Manag_ (100%) |

Successful Logons Failed Logons

Past 24 Past 7

Past 30 Past 24

Past 7 Past 30
Hours Days Days Hours Days Days
Window Manager\DWM-3 2 2 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
Ii PITEsclidad (100%)

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\psolidad 2 2 2 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

B PMPkirk (702%)
B Prcvorden (8.4%) No failed logons
B PMDESKTOP-.. (6.7%)
[7] PMpsoicad (3.3%)

B PMJudanged... (3.2%)
Il Cher(82%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 5995 7971 7971 0 0 0
PIT\dborden 683 954 954 0 0 0
PIT\DESKTOP-UAE29E6$ 566 764 764 0 0 0
PIT\psolidad 254 371 371 0 0 0
PIT\Jdangerfield 277 368 368 0 0 0
PIT\Administrator 341 341 341 0 0 0
PIT\tsysco 172 256 256 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 155 203 203 0 0 0
PIT\pmaloney 62 62 62 0 0 0
PIT\Psolidad-WIN764% 34 a7 a7 0 0 0
PIT\wpayne 24 24 24 0 0 0
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1.32 - QBO1
Operating System ‘Windows Server 2008 R2 Enterprise
DNS Name(s)  b01.corp.myco.com
IP Address(es) ‘ fe80::c96¢:9n21:9265:d258%13,192.168.6.142

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons
Past 30 Days

PiTiddouglas (40%) No failed logons
B PITusexand... (26.73%)
W PITkmitchel... (205%)
] PITBak (13.3%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours Days Da Hours Days Days
PIT\ddouglas 6 6 6 0 0 0
PIT\lalexander 4 4 4 0 0 0
PIT\kmitchell 3 3 3 0 0 0
PIT\Bkirk 2 2 2 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PMaadmin (66.6%)

B PMdborden (9.8%)

[l PIMOESKTOP-... (9.6%)
[] CORERDGATEW.. (25%)
B PiTpscidad (25%)

B Other (85%)

B Comp.mycoco... (21.4%)
W Com.mycoco (17.9%)
Wl Fsenyooida.. (17.5%)
|| Com.mycoca.. (14.3%)
W Comp.myccco.. (10.7%)
[l Cther (17.9%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours Hours Days Days
PIT\aadmin 5798 8198 8198 0 0 0
PIT\dborden 850 1210 1210 0 0 0
PIT\DESKTOP-UAE29E6$ 855 1185 1185 0 0 0
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Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVA] DEVE] Hours DEVE] DEVE]
CORE\RDGATEWAY$ 306 307 307 0 0 0
PIT\psolidad 209 306 306 0 0 0
PIT\Jdangerfield 222 291 291 0 0 0
PIT\Administrator 260 260 260 0 0 0
PIT\tsysco 132 202 202 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 132 174 174 0 0 0
PIT\pmaloney 67 67 67 0 0 0
PIT\QBO1$ 32 46 46 0 0 0
PIT\wpayne 36 36 36 0 0 0
PIT\ddouglas 6 6 6 0 0 0
PIT\lalexander 4 4 4 0 0 0
PIT\bkirk 2 3 3 0 0 0
PIT\kmitchell 3 3 3 0 0 0
PIT\mmichaels 2 3 3 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 4 5 5
guest 0 0 0 2 2 2
pitimyco\jdangerfield 0 0 0 4 5 5
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1.33 - REX
Operating System ‘Windows 8.1 Enterprise
DNS Name(s) ‘ rex.corp.myco.com
IP Address(es) ‘ 192.168.6.112

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PITaadmin (66.4%)
B PiTUdanged... (19.9%)
Il Pimadocden (5%)

7] PIMDESKTOP-... (5%)
B PiTwpayne (3.5%)
[l Other (0.3%)

. Corp.mycouco.. (508
B emyootjda.  (50%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PIMaadmin 227 227 227 0 0 0
PIT\Jdangerfield 68 68 68 0 0 0
PIT\dborden 17 17 17 0 0 0
PIT\DESKTOP-UAE29E6$ 17 17 17 0 0 0
PIT\wpayne 12 12 12 0 0 0
PIT\REX$ 0 0 0
Corp.myco.com\myco\jdangerfield 2 2 2
pitimyco\jdangerfield 0 2 2 2
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Login History by Computer
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1.34 - ROWBOT
Operating System ‘Windows 10 Enterprise

DNS Name(s)
IP Address(es)

| rowbot.corp.myco.com

‘ fe80::454:2408:32d3:2968%6,192.168.6.161

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
Bl PiTuabonden (79.4%)
W Windorw Mansg... (14.3%)
Wl Window Manag... (14.3%)

Successful Logons

Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7

Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\aborden 10 10 10 0 0 0
Window Manager\DWM-2 2 2 2 0 0 0
Window Manager\DWM-3 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
B PiTaborden (100%) |

Successful Logons
Past 24 Past 7 Past 30 Past 24 Past 7

Failed Logons

Past 30
Hours Days Days Hours Days Days
PIT\aborden 12 12 12 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

B Pmaadmin (75.2%) .
B CORPmyco.CO... (5.7%) No failed logons
[l PiMdbeeden (5%)

[ CORP.myco.CO... (3.2%)
[l CORP.myco.CO... (2%)
W Omer (89%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 6084 6886 6886 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 448 526 526 0 0 0
PIT\dborden 388 454 454 0 0 0
CORP.myco.COM\dborden 258 297 297 0 0 0
CORP.myco.COM\Jdangerfield 140 184 184 0 0 0
CORP.myco.COM\Administrator 177 177 177 0 0 0
CORP.myco.COM\psolidad 147 147 147 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 80 91 91 0 0 0
CORP.myco.COM\tsysco 87 87 87 0 0 0
PIT\Administrator 54 54 54 0 0 0
PIT\psolidad 53 53 53 0 0 0
PIT\Jdangerfield 31 46 46 0 0 0
CORP.myco.COM\pmaloney 41 41 41 0 0 0
CORP.myco.COM\ROWBOTS$ 35 40 40 0 0 0
PIT\tsysco 26 26 26 0 0 0
PIT\pmaloney 24 24 24 0 0 0
CORP.myco.COM\wpayne 22 22 22 0 0 0
PIT\wpayne 0 0 0
CORE.myco.COM\RDGATEWAY$ 0 0 0
PIT\aborden 2 2 2 0 0 0
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1.35 - SARLACC

Operating System ‘Windows 10 Enterprise
DNS Name(s) ‘sarlacc.corp.myco.com
IP Address(es) ‘ fe80::8193:586d:e05d:7355%4,192.168.6.132

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons

Past 30 Days

Bl PITPRirk (70.7%) )
B CORPmyco.CO.. (5.7%) No failed logons
[l PiMdbeeden (5.1%)

[] CORPmyco.CO... (3.7%)
Bl CORP.myco.CO... (24%)
W Omer(125%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\Pkirk 4863 6731 6731 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 397 539 539 0 0 0
PIT\dborden 349 482 482 0 0 0
CORP.myco.COM\dborden 263 356 356 0 0 0
CORP.myco.COM\Jdangerfield 176 227 227 0 0 0
CORP.myco.COM\psolidad 160 212 212 0 0 0
CORP.myco.COM\Administrator 205 205 205 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 143 185 185 0 0 0
CORP.myco.COM\tsysco 109 166 166 0 0 0
PIT\Jdangerfield 56 75 75 0 0 0
PIT\psolidad 54 68 68 0 0 0
PIT\tsysco 37 58 58 0 0 0
PIT\Administrator 54 54 54 0 0 0
CORP.myco.COM\SARLACC$ 34 46 46 0 0 0
CORP.myco.COM\wpayne 44 44 44 0 0 0
CORP.myco.COM\pmaloney 43 43 43 0 0 0
PIT\pmaloney 28 28 28 0 0 0
PIT\wpayne 3 3 3 0 0 0
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1.36 - sourcesvr

Operating System ‘Windows Server 2012 Standard
DNS Name(s) ‘sourcesvr.corp.myco.com, gbserver.corp.myco.com
IP Address(es) \ 192.168.1.16

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B Prmoadmin (80.5%)

B PMAdminist . (5.1%)
Il PiMpsclidad (29%)

1] PiMisysco (23%)

B NTAUTHORITY... (1.6%)
Il Other (7.5%)

B WORKGROUPAD . (31.5%)
B WORKGROUPAD (20 9%)
W 2c_comany  (8.7%)

[5] Copmycoco. {4.7%)

M Commycoco  (47%)

W Omer (20 5%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PITM\aadmin 5379 8805 8805 0 0 0
PIT\Administrator 3 562 562 0 0 0
PIT\psolidad 216 313 313 0 0 0
PIT\tsysco 166 252 252 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 122 178 178 0 0 0
PIT\aborden 168 168 168 0 0 0
PIT\Jdangerfield 102 128 128 0 0 0
PIT\tharold 122 123 123 0 0 0
PIT\pmaloney 75 116 116 0 0 0
PIT\dwade 94 94 94 0 0 0
PIT\ajameson 63 63 63 0 0 0
PIT\sourcesvr$ 33 51 51 0 0 0
PIT\wrogers 42 42 42 0 0 0
PIT\wpayne 29 29 29 0 0 0
PIT\mporche 10 10 10 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 4 5 5
guest 0 0 0 1 1 1

PROPRIETARY & CONFIDENTIAL PAGE 69 of 88



o
%‘ YOU I’|T| Login History by Computer

S—— Your Logo Goes Here SECURITY ASSESSMENT
Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
HQ.myco.Com\aadmin 0 0 0 1 1 1
itc_domain\itc_test 0 0 0 6 11 11
pitimyco\jdangerfield 0 0 0 4 5 5
WORKGROUP\ADMIN 0 0 0 40 40 40
WORKGROUP\ADMINISTRATOR 0 0 0 38 38 38
WORKGROUP\ANONYMOUS 0 0 0 4
WORKGROUP\LUBHJTKXIF 0 0 0
WORKGROUP\root 0 0 0
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1.37 - sourcesvrBUILD

Operating System ‘Windows Server 2012 R2 Standard
DNS Name(s) ‘sourcesvrbuild.corp.myco.com
IP Address(es) ‘ fe80::55d4:f030:5179:3678%13,192.168.6.67

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PMaadmin (61.6%)
B PMDESKTCP-... (9.3%)
B PMavorden (8.7%)

[7] PmAgminist... (5.2%)
B PMJudanged... (4.8%)
Il Cher (104%)

Bl Corp.myco.co.. (0%
W enmyesida.. (20%)

. Corp.mycouco.. (16%:)
| Comp.mycoco. . (16%)
B corpmycoco... (8%)

Bl Cener (20%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PITM\aadmin 5687 7101 7101 0 0 0
PIT\DESKTOP-UAE29E6$ 861 1073 1073 0 0 0
PIT\dborden 791 1008 1008 0 0 0
PIT\Administrator 600 600 600 0 0 0
PIT\Jdangerfield 393 549 549 0 0 0
PIT\psolidad 388 502 502 0 0 0
PIT\tsysco 313 341 341 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 163 200 200 0 0 0
PIT\pmaloney 84 84 84 0 0 0
PIT\sourcesvrBUILD$ 33 42 42 0 0 0
PIT\wpayne 27 27 27 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 4 5 5
guest 0 0 0 2 2 2
pitimyco\jdangerfield 0 0 0 4 5 5
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1.38 - STORAGEO1

Operating System ‘Windows Server 2008 R2 Enterprise
DNS Name(s) ‘storageOl.corp.myco.com
IP Address(es) \ 192.168.1.69

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PITPirk (69.3%)
Il Pimudanger... (10.6%)
Bl Pmptrevor (5.2%)

[ PIMboppenhe. . (5.1%)
B PiTpsolidad (2.9%)
[ Other (8.9%)

. Zdovrmyco .00, (92 3%)
Bl iic_domainti_ {1.8%)
Il Com.mycoco.. (1.2%)
7] Com.mycocs... (1.2%)
W eitenyeciidn... (1.2%)
[l Cther (2.2%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PIT\Pkirk 8432 8432 8432 0 0 0
PIT\Jdangerfield 1292 1292 1292 0 0 0
PIT\ptrevor 638 638 638 0 0 0
PIT\boppenheimer 617 617 617 0 0 0
PIT\psolidad 349 349 349 0 0 0
PIT\Administrator 2515 255 255 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 143 143 143 0 0 0
PIT\pmaloney 131 131 131 0 0 0
PIT\tsysco 127 127 127 0 0 0
PIT'STORAGEO01$ 33 33 33 0 0 0
PIT\bkirk 28 28 28 0 0 0
PIT\Psolidad-WIN764$ 22 22 22 0 0 0
PIT\JIM-WIN8$ 21 21 21 0 0 0
PIT\Mmichaels-HP$ 13 13 13 0 0 0
PIT\ftahini 12 12 12 0 0 0
PIT\wpayne 11 11 11 0 0 0
PIT\b2b-GW$ 8 8 8 0 0 0
PIT\HV04$ 7 7 7 0 0 0
PIT\mmichaels 6 6 6 0 0 0
PIT\Psolidad-PC$ 6 6 6 0 0 0
PIT\QBO1$ 6 6 6 0 0 0
PIT\lalexander 4 4 4 0 0 0
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Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours BEVS BEVS Hours BEVS BEVS

PIT\FT-LENOVO$ 2 2 2 0 0 0
CORE\AD.kirk 1 1 1 0 0 0
PIT\DCO03% 1 1 1 0 0 0
PIT\HV02$ 1 1 1 0 0 0
PIT\kmitchell 1 1 1 0 0 0
2dev.myco.com\boppenheimer 0 0 0 300 300 300
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\psolidad 0 0 0 2 2 2
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 2 2
Corp.myco.com\myco\jdangerfield 0 0 0 4 4 4
guest 0 0 0 1 1 1
itc_domain\itc_test 0 0 0 6 6 6
pitimyco\jdangerfield 0 0 0 4 4 4
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1.39 - STORAGE12

Operating System ‘Windows Server 2012 R2 Datacenter
DNS Name(s) ‘storagelz.corp.myco.com
IP Address(es) ‘ 192.168.1.65,192.168.1.67,192.168.1.66

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons

[ eindow Manag_ (100%) |

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
Window Manager\DWM-1 2 2 2 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PIT\Pkirk (80.3%)
B PimAdminist... (4.5%)
[l PiTpsclidad (3.7%)
1] PITusysco {2.6%)
[l PiMemaloney (2.1%)
B Other (6.9%)

Bl WORKGROUP: (35.6%)
B #c_domaini... (19.8%)

B WORKGROUP... (12%)
7] WORKGROUPad.., (11.4%)
Il Cocp.myco.co... (3.6%)

[l Other (16.8%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours Hours DEVE] DEVE]
PIT\Pkirk 5337 8813 8813 0 0 0
PIT\Administrator 331 492 492 0 0 0
PIT\psolidad 280 402 402 0 0 0
PIT\tsysco 185 281 281 0 0 0
PIT\pmaloney 180 230 230 0 0 0
NT AUTHORITY\ANONYMOUS LOGON ilili5 155 155 0 0 0
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S Your Logo Goes Here

Successful Logons

Past 24

Past 7

Past 30

Login History by Computer
SECURITY ASSESSMENT

Failed Logons

Past 24 Past 7 Past 30

PIT\Jdangerfield

PIT\wpayne

PIT'STORAGE12$

PIT\dborden

PIT\boppenheimer
PIT\DESKTOP-UAE29E6$
PIT\mporche

PIT\ddouglas

CORE\AD..kirk

PIT\jtrotter

PIT\aborden

PIT\tharold

CORE\HV05$%

PIT\lalexander

PIT\bkirk

PIT\kmitchell

PIT\mmichaels

PIT\dwade

PIT\wrogers

PITMaadmin

PIT\ajameson

PIT\glee

PIT\mwinchester

PIT\ftahini

PIT\mcarrier

PIT\Ddouglas-WIN10$

PIT\dfaithl

PIT\rwilkinson

PIT\HV02$

PIT\tneusome

PIT\tarsis$
Corp.myco.com\corp.myco.com\administrator
Corp.myco.com\corp.myco.com\pmaloney
Corp.myco.com\corp.myco.com\psolidad
Corp.myco.com\corp.myco.com\tsysco
Corp.myco.com\myco\jdangerfield
guest

itc_domain\itc_test
pitimyco\jdangerfield
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S— Your Logo Goes Here SECURITY ASSESSMENT
Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
WORKGROUP\ 0 0 0 61 61 61
WORKGROUP\admin 0 0 0 20 20 20
WORKGROUP\administrator 0 0 0 19 19 19
WORKGROUP\EbOIcs9hg3 0 0 0 1 1 1
WORKGROUP\root 0 0 0 1 1 1
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S Your Logo Goes Here SECURITY ASSESSM ENT
1.40 - tarsis
Operating System ‘Windows 10 Pro
DNS Name(s) ‘tarsis.corp.myco.com

IP Address(es) ‘ fe80::6cc2:c951:fb29:80e3%8,192.168.6.195

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
Bl PiTeapayne (T8%)
Bl Wincew Manag... (12 5%)
Wl Window Manag... (12 5%)

Successful Logons

Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7

Past 30
Hours DEVE] DEVE] Hours DEVE] DEVE]
PIT\wpayne 12 12 12 0 0 0
Window Manager\DWM-1 2 2 2 0 0 0
Window Manager\DWM-3 2 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons
Past 30 Days

No failed logons
|- PITvapayne {100%)

Successful Logons
Past 24 Past 7 Past 30 Past 24 Past 7

Failed Logons

Past 30
Hours Days Days Hours Days Days
PIT\wpayne 14 14 14 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

Bl PITPRirk (77.5%) )
M CORPmyco.CO... (4.8%) No failed logons
[l PiMdboeden (4.3%)

[ CORP.myco.CO...(34%)
Bl CORP.myco.CO... (1.7%)
[l Omer (83%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 6381 7300 7300 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ B8 453 453 0 0 0
PIT\dborden 334 406 406 0 0 0
CORP.myco.COM\dborden 262 320 320 0 0 0
CORP.myco.COM\Jdangerfield 121 156 156 0 0 0
CORP.myco.COM\Administrator 145 145 145 0 0 0
CORP.myco.COM\psolidad 133 133 133 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 90 101 101 0 0 0
PIT\wpayne 70 70 70 0 0 0
CORP.myco.COM\tsysco 69 69 69 0 0 0
PIT\Administrator 48 48 48 0 0 0
CORP.myco.COM\tarsis$ 85 45 45 0 0 0
PIT\psolidad 44 44 44 0 0 0
PIT\Jdangerfield 29 41 41 0 0 0
CORP.myco.COM\pmaloney 38 38 38 0 0 0
PIT\tsysco 25 25 25 0 0 0
PIT\pmaloney 20 20 20 0 0 0
CORE\RDGATEWAY$ 2 2 2 0 0 0
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Login History by Computer
SECURITY ASSESSMENT

1.41 - tywin-PC

Operating System

‘Windows 10 Pro
DNS Name(s)

tywin-pc.corp.myco.com, myco-inspironl.corp.myco.com, win-

hng8g0olrai.corp.myco.com, winxp64.corp.myco.com

IP Address(es) \192.168.7.49

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
|. PITiptrevas (100%)

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\ptrevor 12 14 14 0 0 0

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
|. PiTiptrevar (100%)

Successful Logons

Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\ptrevor 12 14 14 0 0 0

Past 30 Past 24

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

B PITPKirk (71.5%) )
B CORPmyco.CO... (8%) No failed logons
B CORPmycoCO... (4.9%)
] CORPyco CO... (4.4%)
B NTAUTHORITY... (3.2%)
Il Other (10%)

Successful Logons Failed Logons

Past 24 Past 7 Past 30 Past 24 Past 7 Past 30

Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 5963 6049 6049 0 0 0
CORP.myco.COM\Administrator 195 504 504 0 0 0
CORP.myco.COM\psolidad 159 416 416 0 0 0
CORP.myco.COM\Jdangerfield 156 371 371 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 102 272 272 0 0 0
CORP.myco.COM\tsysco 74 227 227 0 0 0
PIT\psolidad 48 130 130 0 0 0
PIT\Administrator 48 120 120 0 0 0
CORP.myco.COM\tywin-PC$ 31 86 86 0 0 0
PIT\Jdangerfield 38 86 86 0 0 0
CORP.myco.COM\pmaloney 40 84 84 0 0 0
PIT\tsysco 22 58 58 0 0 0
PIT\pmaloney 20 42 42 0 0 0
CORP.myco.COM\wpayne 10 10 10 0 0 0
CORP.myco.COM\Psolidad-WIN764$ 0 0 0
CORP.myco.COM\rwilkinson 0 0 0
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1.42 - UTIL12

Operating System ‘Windows Server 2012 R2 Standard
DNS Name(s) | util12.corp.myco.com

IP Address(es) \ 192.168.1.15

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PIT\Prirk (80.5%)
B Pmadminist... (2.2%)
B PiMpsotidad (22%)

Bl WORKGROUP! (50.9%)
B WORKGROUPad.. (12.1%)
B WORKGROUPa4... (11.5%)
B #c_domanii... (6.1%)

1] PiMitsysco (1.6%)
B Pimudanged... (1.1%) Il Corp.myco.co... (4:2%)
B Cther (2.4%) [l Other (15.2%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PIT\Pkirk 7030 9957 9957 0 0 0
PIT\Administrator 214 240 240 0 0 0
PIT\psolidad 168 237 237 0 0 0
PIT\tsysco 114 179 179 0 0 0
PIT\Jdangerfield 100 126 126 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 75 109 109 0 0 0
PIT\pmaloney 57 86 86 0 0 0
PIT\UTIL12$ 31 51 51 0 0 0
PIT\wpayne 14 14 14 0 0 0
PITM\aadmin 1 1 1 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\psolidad 0 0 0 5 7 7
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 4 5 5
guest 0 0 0 2 2 2
itc_domain\itc_test 0 0 0 6 10 10
pitimyco\jdangerfield 0 0 0 4 5 5
WORKGROUP\ 0 0 0 84 84 84
WORKGROUP\admin 0 0 0 20 20 20
WORKGROUP\administrator 0 0 0 19 19 19
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Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours BEVS BEVS Hours BEVS BEVS
WORKGROUP\F32yhiWosX 0 0 0 1 1 1
WORKGROUP\root 0 0 0 1 1 1
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1.43 - VPNGW

Operating System ‘Windows Server 2012 R2 Standard

DNS Name(s) ‘vpngw.corp.myco.com, corp.myco.com

IP Address(es) ‘ fe80::5106:35a5:8930:9e7e%12,192.168.1.5,192.168.6.159

Network Logon (logon for remote access to a system resource, such as a shared folder)

Successful Logons Failed Logons

Past 30 Days Past 30 Days

B PMPrirk (70.9%)

B Pmeorden (66%)

Il PMDESKTOP-... (6.2%)
7] PMAdminist... (3.7%)
B PMpsoidad (3.5%)

Il Cher(9.1%)

B WORKGROUP, (50%)

B WORKGROUPad... (11.9%)
B WORKGROUPa4... (11.3%)
B nc_domanii... (6%)

Il Cocp.myco.co... (3.6%)

[l Other (17.3%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days Days
PIT\Pkirk 5201 7982 7982 0 0 0
PIT\dborden 331 748 748 0 0 0
PIT\DESKTOP-UAE29E6$ 326 696 696 0 0 0
PIT\Administrator 346 418 418 0 0 0
PIT\psolidad 273 395 395 0 0 0
PIT\Jdangerfield 222 291 291 0 0 0
PIT\tsysco 194 277 277 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 156 215 215 0 0 0
PIT\pmaloney 90 138 138 0 0 0
PITVPNGW$ 33 47 47 0 0 0
PIT\wpayne 46 46 46 0 0 0
PIT\mporche 5 5 5 0 0 0
PIMaadmin 2 2 2 0 0 0
Corp.myco.com\corp.myco.com\administrator 0 0 0 4 4 4
Corp.myco.com\corp.myco.com\pmaloney 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\psolidad 0 0 0 4 6 6
Corp.myco.com\corp.myco.com\tsysco 0 0 0 2 3 3
Corp.myco.com\corp.myco.com\wpayne 0 0 0 1 1 1
Corp.myco.com\myco\jdangerfield 0 0 0 5 6 6
guest 0 0 0 4 4 4
itc_domain\itc_test 0 0 0 6 10 10
pitimyco\jdangerfield 0 0 0 5 6 6
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Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVS] DEVS] Hours Days DEVS]
WORKGROUP\ 0 0 0 84 84 84
WORKGROUP\admin 0 0 0 20 20 20
WORKGROUP\administrator 0 0 0 19 19 19
WORKGROUP\root 0 0 0 1 1 1
WORKGROUP\uZjjcuQcgq 0 0 0 1 1 1
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SECURITY ASSESSMENT

1.44 - WAMPA

Operating System

‘Windows 10 Pro
DNS Name(s)

‘ wampa.corp.myco.com
IP Address(es)

‘ fe80::a568:a9c:b4a6:14c3%9,192.168.6.125

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 30 Days

No failed logons
|. PITilRaneid {100%) |

Successful Logons

Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\tharold 8 8 8 0 0 0

Past 30 Past 24

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 30 Days

No failed logons
|. PiTharold {100%) |

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\tharold 8 8 8 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

Bl PITPRirk (77 4%) )
B CORPmyco.CO... (4.5%) No failed logons
[l PiMdboeden (4%)

1] CORP.myco.CO...(3.5%)
Bl CORP.myco.CO... (1.8%)
B Omer(88%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\Pkirk 5784 7280 7280 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 331 419 419 0 0 0
PIT\dborden 292 373 373 0 0 0
CORP.myco.COM\dborden 257 333 333 0 0 0
CORP.myco.COM\Jdangerfield 135 173 173 0 0 0
CORP.myco.COM\psolidad 137 157 157 0 0 0
CORP.myco.COM\Administrator 146 146 146 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 102 121 121 0 0 0
CORP.myco.COM\tsysco 75 76 76 0 0 0
PIT\Jdangerfield 53 67 67 0 0 0
PIT\Administrator 54 54 54 0 0 0
PIT\psolidad 48 50 50 0 0 0
CORP.myco.COM\WAMPAS$ 36 45 45 0 0 0
CORP.myco.COM\pmaloney 41 41 41 0 0 0
PIT\tsysco 28 28 28 0 0 0
CORP.myco.COM\wpayne 21 21 21 0 0 0
PIT\pmaloney 21 21 21 0 0 0
PIT\wpayne 4 4 4 0 0 0
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SECURITY ASSESSMENT

1.45 - WILLARD

Operating System

| Windows 10 Enterprise
DNS Name(s)

| willard.corp.myco.com
IP Address(es)

‘ fe80::c015:h490:31f4:12be%16,192.168.6.52

Interactive Logon (logon at keyboard and screen of system)

Successful Logons

Past 10 Days

No failed logons
I. PITuwregens (100%)

Successful Logons

Failed Logons

Past 24 Past 7 Past 7 Past 30
Hours Days Days Hours Days Days
PIT\wrogers 26 26 26 0 0 0

Past 30 Past 24

Remote Interactive Logon (Terminal Services, Remote Desktop, or Remote Assistance)

Successful Logons

Past 10 Days

No failed logons
I. PiTwrogens (100%)

Successful Logons
Past 24 Past 7

Failed Logons

Past 30 Past 24 Past 7

Past 30
Hours Days Days Hours Days Days
PIT\wrogers 26 26 26 0 0 0

Network Logon (logon for remote access to a system resource, such as a shared folder)
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Successful Logons

Past 30 Days

Bl PMaadmin (77.3%) )
B CORPmyco.CO... (4%) No failed logons
[l PiMdboeden (3.7%)

[] CORP.myco.CO...(3.3%)
Bl CORP.myco.CO...(2.1%)
W Omer (95%)

Successful Logons Failed Logons
Past 24 Past 7 Past 30 Past 24 Past 7 Past 30
Hours DEVE] DEVE] Hours Days DLV
PIT\aadmin 6312 6685 6685 0 0 0
CORP.myco.COM\DESKTOP-UAE29E6$ 318 343 343 0 0 0
PIT\dborden 300 324 324 0 0 0
CORP.myco.COM\dborden 258 283 283 0 0 0
CORP.myco.COM\Administrator 180 180 180 0 0 0
CORP.myco.COM\Jdangerfield 170 170 170 0 0 0
CORP.myco.COM\psolidad 151 151 151 0 0 0
CORP.myco.COM\tsysco 87 87 87 0 0 0
NT AUTHORITY\ANONYMOUS LOGON 73 73 73 0 0 0
PIT\Jdangerfield 65 65 65 0 0 0
PIT\Administrator 59 59 59 0 0 0
PIT\psolidad 58 58 58 0 0 0
CORP.myco.COM\pmaloney 43 43 43 0 0 0
PIT\tsysco 37 37 37 0 0 0
CORP.myco.COM\WILLARD$ 29 32 32 0 0 0
PIT\pmaloney 31 31 31 0 0 0
CORP.myco.COM\wpayne 22 22 22 0 0 0
PIT\wpayne 4 4 4 0 0 0
PIT\Pkirk 0 0 0
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