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1 - Introduction 
 
With data breaches all over the news, small and midsize businesses need to manage their exposure to the financial risk that accompanies cyber 
threats.  Data breaches come in many shapes and sizes. The average person hears "data breach" and probably thinks of hackers. But there are 
many kinds of cyber incidents, and most don’t come from malware or ransomware.  Instead they are the result of insider data breaches, data theft 
by employees, and employee mistakes. 
 
Most business owners understand that personally identifiable customer information they have on their computers is a target for hackers and that 
their online presence leaves them open to liability. However, far fewer take adequate measures to protect their business.  
 
To mitigate the risk of civil litigation and other penalties when a data loss or theft occurs, our cyber liability and data breach report is designed to 
expose just how vulnerable your organization may be.  The report not only identifies specific and detailed instances of personal identifiable 
information (PII) throughout your computer network that could be the target of hackers and malicious insiders but also calculates and quantifies 
the potential monetary liability.  Additionally, the security of the computer is also examined to quantify the probability of a breach. 
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RISK SUMMARY 
 
 

Total Potential Liability 

$149,142 

 
 
 Computer IP Address Missing 

Critical 
Patches 

Anti-virus/ Anti-
spyware 

Sensitive Data 
Count 

Potential Liability ($) 

 
CORP.MYCO.COM/darkhorse 169.254.24.1

50 
169.254.58.2
36 
192.168.6.80 
 

0  623 $125,223 

 
CORP.MYCO.COM/DC03 169.254.52.1

50 
192.168.1.23 
192.168.1.4 
192.168.1.3 
 

0  119 $23,919 

 Total 7 0  742 $149,142 
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3 - CORP.MYCO.COM/darkhorse 
 
Operating System IP Address 

Windows 10 Pro 169.254.24.150 
169.254.58.236 
192.168.6.80 
 

 
 

 

Potential Liability 

$125,223 

3.1 - Anti-virus / Anti-spyware 
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Anti-virus Anti-spyware 
Name On Current Name On Current 

 Windows Defender    Windows Defender   

 
 

3.2 - Application Vulnerabilities 
 
None detected. 
 
 

3.3 - Sensitive Data Details 
 
C:\accts\marion\AppData\Local\Packages\microsoft.windowscommunicationsap
ps_8wekyb3d8bbwe\TempState\SyncEngineSnapshotOld.xml 

 

 1 

 Visa 

4458*****3768 

C:\accts\mporche\Desktop\Hockey Draft.xlsx  

 2  2 

 American Express 

3470*******2002 

 American Express 

3749*******2999 

 Visa 

4852********5997 

 Visa 

4969********3004 

C:\accts\Public\Documents\Data Demos 
14.1\Components\Data\docksysEnergyConsumptionTotal.xml 

 

 1 
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 Visa 

4999********9996 

C:\accts\Public\Documents\Data Demos 
14.1\Components\Data\UnitConverter_template.xlsx 

 

 1  1 

 American Express 

3495*******0001 

 MasterCard 

5399********7235 

 SSN 

179XXXX02 

C:\projects\MyProjects\Report Generation\NewReports\Exchange\Exchange 
Excel Export.xlsx 

 

 1  2 

 American Express 

3742*******6844 

 Visa 

4367*****6724 

 Visa 

4462*****7527 

C:\projects\MyProjects\Report Generation\OldReports\Exchange\Exchange 
Excel Export.xlsx 

 

 1  2 

 American Express 

3742*******6844 
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 Visa 

4367*****6724 

 Visa 

4462*****7527 

C:\projects\MyProjects\Report Generation\OldReports\Exchange\Exchange 
Mailbox Detail Report.docx 

 

 1 

 Visa 

4367*****6724 

C:\Users\marc\AppData\Local\Google\Chrome\User Data\Default\Cache\data_1  

 1 

 SSN 

128XXXX41 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User 
Data\Default\Cache\f_00ccce 

 

 1 

 ACH 

275423344 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User 
Data\Default\Cache\f_00cda0 

 

 1 

 ACH 

275423344 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User 
Data\Default\Cache\f_00e665 

 

 1 

 ACH 

108809158 
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C:\Users\mpersonb\AppData\Local\Google\Chrome\User 
Data\Default\Cache\f_00e80c 

 

 1 

 ACH 

108809158 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User Data\Default\Cookies  

 3 

 SSN 

116XXXX06 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User Data\Default\Favicons  

 9 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 
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 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

135XXXX66 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User Data\Default\History  

 11 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 
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 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

135XXXX66 

 SSN 

136XXXX18 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User 
Data\Default\Preferences 

 

 2 

 SSN 

058XXXX64 

 SSN 

702XXXX32 

C:\Users\mpersonb\AppData\Local\Google\Chrome\User Data\Default\Service 
Worker\CacheStorage\9b5e89a21995205dc7585fe6313d90e1159c6f57\943e1142-
4b3c-44cb-a885-b067dd987af6\cd55246221be7ff2_0 

 

 1  69 

 ACH 

275423344 
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 SSN 

112XXXX15 

 SSN 

113XXXX93 

 SSN 

124XXXX37 

 SSN 

141XXXX13 

 SSN 

162XXXX95 

 SSN 

167XXXX43 

 SSN 

198XXXX81 

 SSN 

213XXXX12 

 SSN 

225XXXX30 

 SSN 

249XXXX74 

 SSN 

251XXXX36 
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 SSN 

264XXXX78 

 SSN 

275XXXX44 

 SSN 

282XXXX26 

 SSN 

285XXXX16 

 SSN 

310XXXX01 

 SSN 

314XXXX04 

 SSN 

325XXXX90 

 SSN 

335XXXX87 

 SSN 

338XXXX95 

 SSN 

366XXXX77 

 SSN 

376XXXX01 
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 SSN 

397XXXX63 

 SSN 

414XXXX67 

 SSN 

426XXXX25 

 SSN 

430XXXX34 

 SSN 

450XXXX61 

 SSN 

453XXXX31 

 SSN 

476XXXX66 

 SSN 

498XXXX48 

 SSN 

503XXXX72 

 SSN 

506XXXX16 

 SSN 

528XXXX35 
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 SSN 

534XXXX90 

 SSN 

544XXXX35 

 SSN 

565XXXX53 

 SSN 

570XXXX33 

 SSN 

601XXXX31 

 SSN 

604XXXX28 

 SSN 

607XXXX78 

 SSN 

615XXXX50 

 SSN 

628XXXX08 

 SSN 

651XXXX80 

 SSN 

654XXXX06 
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 SSN 

659XXXX56 

 SSN 

666XXXX05 

 SSN 

671XXXX74 

 SSN 

702XXXX76 

 SSN 

711XXXX24 

 SSN 

733XXXX54 

 SSN 

752XXXX03 

 SSN 

770XXXX83 

 SSN 

773XXXX12 

 SSN 

783XXXX73 

 SSN 

795XXXX27 
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 SSN 

817XXXX97 

 SSN 

829XXXX35 

 SSN 

853XXXX51 

 SSN 

855XXXX77 

 SSN 

879XXXX96 

 SSN 

883XXXX77 

 SSN 

901XXXX22 

 SSN 

906XXXX62 

 SSN 

953XXXX32 

 SSN 

956XXXX38 

 SSN 

958XXXX71 
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 SSN 

961XXXX63 

 SSN 

984XXXX86 

 SSN 

997XXXX96 

C:\Users\mpersonb\AppData\Local\Microsoft\Windows\INetCache\Low\IE\SQD7
GR46\standings[1].htm 

 

 1 

 SSN 

000XXXX99 

C:\Users\mpersonb\AppData\Local\Microsoft\Windows\INetCache\Low\IE\V0AOC
AIC\EA6DOQLV.htm 

 

 52 

 SSN 

112XXXX15 

 SSN 

124XXXX37 

 SSN 

141XXXX13 

 SSN 

162XXXX95 

 SSN 

167XXXX43 
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 SSN 

198XXXX81 

 SSN 

213XXXX12 

 SSN 

225XXXX30 

 SSN 

249XXXX74 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 
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C:\Users\mpersonb\AppData\Local\Temp\tmp3A1D.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmp3A2E.tmp  

 9 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 
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 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmp3A3F.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmp3A4F.tmp  

 9 

 SSN 

100XXXX83 
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 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmp47EA.tmp  

 1 

 SSN 

180XXXX74 

C:\Users\mpersonb\AppData\Local\Temp\tmp47FA.tmp  

 4 
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 SSN 

100XXXX83 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

C:\Users\mpersonb\AppData\Local\Temp\tmp5AAB.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmp5ABC.tmp  

 9 

 SSN 

100XXXX83 
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 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmp5AF2.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 
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 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmp5AF3.tmp  

 10 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 
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 SSN 

135XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmp659E.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmp65AE.tmp  

 9 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 
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 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmp703E.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmp704F.tmp  
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 10 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

135XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmp814D.tmp  
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 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmp815E.tmp  

 9 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 
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 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmpA85A.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmpA86B.tmp  

 9 

 SSN 

100XXXX83 
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 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmpA87B.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 
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 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmpA88C.tmp  

 9 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 
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 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmpCEB8.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmpCED8.tmp  

 9 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 
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 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmpD4E.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmpD5E.tmp  

 10 
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 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

135XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmpD6F.tmp  

 4 
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 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmpD70.tmp  

 10 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 
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 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

135XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmpFCA6.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 

 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmpFCA7.tmp  

 9 

 SSN 

100XXXX83 
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 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 

 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Local\Temp\tmpFCC7.tmp  

 4 

 SSN 

116XXXX06 

 SSN 

148XXXX72 
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 SSN 

180XXXX74 

 SSN 

296XXXX33 

C:\Users\mpersonb\AppData\Local\Temp\tmpFCC8.tmp  

 9 

 SSN 

100XXXX83 

 SSN 

100XXXX97 

 SSN 

129XXXX65 

 SSN 

129XXXX80 

 SSN 

130XXXX82 

 SSN 

131XXXX87 

 SSN 

131XXXX35 

 SSN 

134XXXX66 
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 SSN 

303XXXX34 

C:\Users\mpersonb\AppData\Roaming\Sublime Text 2\Pristine 
Packages\Language - English.sublime-package 

 

 2 

 DOB 

2005-11-01 

 DOB 

2006-02-07 

C:\Users\mpersonb\Downloads\FleetAdminPro_V1.00.050_with_patch_\FleetAd
minPro_White Paper_April2016.pdf 

 

 1 

 SSN 

000XXXX52 

C:\Users\Public\Documents\Data Demos 
14.1\Components\Data\Images\savelayout.bmp 

 

 1 

 ACH 

222444444 
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4 - CORP.MYCO.COM/DC03 
 
Operating System IP Address 

Windows Server 2012 R2 Datacenter 169.254.52.150 
192.168.1.23 
192.168.1.4 
192.168.1.3 
 

 
 

 

Potential Liability 

$23,919 

4.1 - Anti-virus / Anti-spyware 
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Anti-virus Anti-spyware 
Name On Current Name On Current 

 GFI Languard  *  GFI Languard  * 

 VIPRE  *  VIPRE  * 

* Definition update status could not be determined at the time of the scan. 
 
 

4.2 - Application Vulnerabilities 
 
None detected. 
 
 

4.3 - Sensitive Data Details 
 
C:\accts\mporche\Desktop\cc-test.docx  

 3  1  1  2  1  2  1  2  3 

 American Express 

3714*******8431 

 American Express 

3782*******0005 

 American Express 

3787*******1000 

 Dankor 

5019********3742 

 Diners Club United States & Canada 

5555********4444 
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 Discover Card 

6011********1117 

 Discover Card 

6011********9424 

 HSBC Canada 

5610********8250 

 JCB 

3530********0000 

 JCB 

3566********0505 

 MasterCard 

5105********5100 

 MasterCard Diners Club Alliance 

3056******5904 

 MasterCard Diners Club Alliance 

3852******3237 

 Visa 

4012********1881 

 Visa 

4111********1111 

 Visa 

4222*****2222 
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C:\accts\mporche\Desktop\cc-test.txt  

 3  1  1  2  1  2  1  2  3 

 American Express 

3714*******8431 

 American Express 

3782*******0005 

 American Express 

3787*******1000 

 Dankor 

5019********3742 

 Diners Club United States & Canada 

5555********4444 

 Discover Card 

6011********1117 

 Discover Card 

6011********9424 

 HSBC Canada 

5610********8250 

 JCB 

3530********0000 

 JCB 

3566********0505 
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 MasterCard 

5105********5100 

 MasterCard Diners Club Alliance 

3056******5904 

 MasterCard Diners Club Alliance 

3852******3237 

 Visa 

4012********1881 

 Visa 

4111********1111 

 Visa 

4222*****2222 

C:\accts\mporche\Desktop\cc-test.xlsx  

 3  1  1  1  2  1 

 American Express 

3714*******8431 

 American Express 

3782*******0005 

 American Express 

3787*******1000 

 HSBC Canada 

5610********8250 
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 JCB 

3530********0000 

 MasterCard 

5105********5100 

 MasterCard Diners Club Alliance 

3056******5904 

 MasterCard Diners Club Alliance 

3852******3237 

 Visa 

4222*****2222 

C:\ProgramData\GFI Software\AntiMalware\Logs\EnterpriseAgent_1.csv  

 1 

 DOB 

01/01/1970 

C:\ProgramData\Microsoft\Network Monitor 3\NPL\NetworkMonitor 
Parsers\Common\lcp.npl 

 

 1 

 DOB 

2002-09-30 

C:\Temp\OUTPUT.CSV  

 1 

 SSN 

536XXXX12 

C:\Users\bosier\AppData\Local\Microsoft\Windows\INetCache\Low\IE\QZI1OIEO\
RIYN7REJ.htm 

 

 52 
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 SSN 

112XXXX15 

 SSN 

124XXXX37 

 SSN 

141XXXX13 

 SSN 

162XXXX95 

 SSN 

167XXXX43 

 SSN 

198XXXX81 

 SSN 

213XXXX12 

 SSN 

225XXXX30 

 SSN 

249XXXX74 

 SSN 

251XXXX36 

 SSN 

282XXXX26 
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 SSN 

285XXXX16 

 SSN 

314XXXX04 

 SSN 

325XXXX90 

 SSN 

335XXXX87 

 SSN 

366XXXX77 

 SSN 

376XXXX01 

 SSN 

397XXXX63 

 SSN 

414XXXX67 

 SSN 

426XXXX25 

 SSN 

450XXXX61 

 SSN 

453XXXX31 
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 SSN 

476XXXX66 

 SSN 

498XXXX48 

 SSN 

503XXXX72 

 SSN 

534XXXX90 

 SSN 

544XXXX35 

 SSN 

565XXXX53 

 SSN 

570XXXX33 

 SSN 

601XXXX31 

 SSN 

615XXXX50 

 SSN 

628XXXX08 

 SSN 

651XXXX80 
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 SSN 

654XXXX06 

 SSN 

671XXXX74 

 SSN 

702XXXX76 

 SSN 

711XXXX24 

 SSN 

733XXXX54 

 SSN 

752XXXX03 

 SSN 

783XXXX73 

 SSN 

795XXXX27 

 SSN 

817XXXX97 

 SSN 

829XXXX35 

 SSN 

853XXXX51 
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 SSN 

855XXXX77 

 SSN 

879XXXX96 

 SSN 

901XXXX22 

 SSN 

906XXXX62 

 SSN 

953XXXX32 

 SSN 

956XXXX38 

 SSN 

984XXXX86 

 SSN 

997XXXX96 

C:\Users\dbrown\AppData\Local\Microsoft\Windows\INetCookies\IV49404W.txt  
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