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Most Suspicious Logins

Anomalous Login Report
SECURITY ASSESSMENT

The following table shows most suspicious logins ranked by probability. This table combines the sub-rankings of suspicious activity by computers

and by users based on various criteria.

Computer
1 darren-PC
2 WILLARD
8 Mwest-WIN864
4 HPDT-8CC5260NXY
5 PANOPTICON
6 tarsis
7 Lalexander-PC
8 ROWBOT
9 IRIDIUM
10 WAMPA
11 Boppenheimer-PC
12 HPLT-5CD4411D8Z
13 betty-INSPIRON
14 darkhorse
5 darren-PC
16 darren-PC
17 Mwest-WIN864
18 darren-PC
19 DESKTOP-N6S4H9A
20 darren-PC
21 darren-PC
22 darkhorse
23 WILLARD
24 Lalexander-PC

PROPRIETARY & CONFIDENTIAL

dfaithl
wrogers
ajameson
jtrotter
dwade
wpayne
lalexander
aborden
tsysco
tharold
boppenheimer
glee

bkirk
mporche
dfaithl
dfaithl
ajameson
dfaithl
pmaloney
dfaithl
dfaithl
mporche
wrogers

lalexander

Login Time
Tuesday, 2016-10-25 22:44:35

Tuesday, 2016-10-25 21:26:30
Tuesday, 2016-10-25 20:53:38
Tuesday, 2016-10-25 20:18:26
Tuesday, 2016-10-25 19:31:22
Tuesday, 2016-10-25 19:27:24
Tuesday, 2016-10-25 19:19:22
Tuesday, 2016-10-25 18:06:51
Tuesday, 2016-10-25 16:39:52
Tuesday, 2016-10-25 13:36:40
Monday, 2016-10-24 20:56:59
Monday, 2016-10-24 20:40:27
Monday, 2016-10-24 18:32:48
Monday, 2016-10-24 18:05:13
Tuesday, 2016-10-25 22:44:34
Thursday, 2016-10-20 14:11:47
Monday, 2016-10-24 12:55:44
Monday, 2016-10-24 22:38:37
Thursday, 2016-10-20 17:14:31
Saturday, 2016-10-22 15:14:26
Monday, 2016-10-24 22:38:36
Monday, 2016-10-24 10:36:07
Tuesday, 2016-10-25 20:36:06
Tuesday, 2016-10-25 19:19:21

100
100
100
100
100
100
100
100
100
100
100
100
100
100

96
92
91
89
88
86
86
85
84
84
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Rank Computer
25 WILLARD

PROPRIETARY & CONFIDENTIAL

User
wrogers

Login Time
Tuesday, 2016-10-25 13:23:32

Anomalous Login Report
SECURITY ASSESSMENT

Probabilit
84
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Unusual Login to Computer

A user typically logs into a particular set of computers. The following table represent potentially anomalous logins of a user into computers they
don’t normally log into. The table is ranked from highest to lowest probability of a suspicious login.

Computer Login Time
1 buildbox aborden Tuesday, 2016-10-25 13:28:40 90
2 DCO03 boppenheimer Tuesday, 2016-10-25 19:04:53 90
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Unusual Day of Week Login

Anomalous Login Report
SECURITY ASSESSMENT

Users typically login in a routine pattern on certain days of the week. Logins outside their regular pattern may be anomalous. The following table

lists suspicious logins ranked from highest to lowest probability.

Rank Computer

1 darren-PC

2 tarsis

8 darren-PC

4 darren-PC

5 darren-PC

6 darren-PC

7 darren-PC

8 darren-PC

9 DESKTOP-N6S4H9A
10 HPDT-8CC5260NXY

11 HPDT-8CC5260NXY

12 HPDT-8CC5260NXY

13 HPDT-8CC5260NXY

14 darren-PC

5 darren-PC

16 darren-PC

17 darren-PC

18 darren-PC

19 darren-PC

20 tarsis

21 darren-PC

22 tarsis

28 DESKTOP-N6S4H9A
24 DESKTOP-N6S4H9A

PROPRIETARY & CONFIDENTIAL

User
dfaithl

wpayne
dfaithl
dfaithl
dfaithl
dfaithl
dfaithl
dfaithl
pmaloney
jtrotter
jtrotter
jtrotter
jtrotter
dfaithl
dfaithl
dfaithl
dfaithl
dfaithl
dfaithl
wpayne
dfaithl
wpayne
pmaloney
pmaloney

Login Time
Saturday, 2016-10-22 15:14:26

Wednesday, 2016-10-26 01:43:51

Thursday, 2016-10-20 22:02:55
Thursday, 2016-10-20 20:05:53
Thursday, 2016-10-20 20:05:52
Thursday, 2016-10-20 16:25:02
Thursday, 2016-10-20 16:25:01
Thursday, 2016-10-20 14:11:47

Wednesday, 2016-10-19 11:35:13

Tuesday, 2016-10-25 20:18:26
Tuesday, 2016-10-25 17:17:11
Tuesday, 2016-10-25 17:17:10
Tuesday, 2016-10-25 12:16:24
Monday, 2016-10-24 22:38:37
Monday, 2016-10-24 22:38:36
Monday, 2016-10-24 21:22:09
Monday, 2016-10-24 19:48:53
Monday, 2016-10-24 19:48:52
Monday, 2016-10-24 17:48:01
Monday, 2016-10-24 16:48:49
Monday, 2016-10-24 14:24:08
Monday, 2016-10-24 13:53:51
Friday, 2016-10-21 12:25:51

Friday, 2016-10-21 12:25:50

Probabilit

90
87
60
60
60
60
60
60
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
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Rank Computer
25 Boppenheimer-PC
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User
boppenheimer

Login Time
Monday, 2016-10-24 20:56:59

Anomalous Login Report
SECURITY ASSESSMENT

Probabilit
42
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Unusual Time of Day Login

Users typically login in a routine pattern, not only by day of week, but also by time of day. Logins outside their regular pattern may be anomalous.
The following table lists suspicious logins ranked from highest to lowest probability.

Computer Login Time
1 darren-PC dfaithl Tuesday, 2016-10-25 22:44:35 100
2 WILLARD wrogers Tuesday, 2016-10-25 21:26:30 100
3 Mwest-WIN864 ajameson Tuesday, 2016-10-25 20:53:38 100
4 HPDT-8CC5260NXY jtrotter Tuesday, 2016-10-25 20:18:26 100
5 PANOPTICON dwade Tuesday, 2016-10-25 19:31:22 100
6 tarsis wpayne Tuesday, 2016-10-25 19:27:24 100
7 Lalexander-PC lalexander Tuesday, 2016-10-25 19:19:22 100
8 ROWBOT aborden Tuesday, 2016-10-25 18:06:51 100
9 IRIDIUM tsysco Tuesday, 2016-10-25 16:39:52 100
10 WAMPA tharold Tuesday, 2016-10-25 13:36:40 100
11 DESKTOP-N6S4H9A pmaloney Thursday, 2016-10-20 17:14:31 100
12 Boppenheimer-PC boppenheimer Monday, 2016-10-24 20:56:59 100
13 HPLT-5CD4411D8Z glee Monday, 2016-10-24 20:40:27 100
14 betty-INSPIRON bkirk Monday, 2016-10-24 18:32:48 100
15 darkhorse mporche Monday, 2016-10-24 18:05:13 100
16 darren-PC dfaithl Tuesday, 2016-10-25 22:44:34 96
17 darren-PC dfaithl Thursday, 2016-10-20 14:11:47 92
18 darren-PC dfaithl Monday, 2016-10-24 22:38:37 92
19 Mwest-WIN864 ajameson Monday, 2016-10-24 12:55:44 91
20 darren-PC dfaithl Monday, 2016-10-24 22:38:36 88
21 DESKTOP-N6S4H9A pmaloney Thursday, 2016-10-20 17:14:30 87
22 tarsis wpayne Wednesday, 2016-10-26 01:43:51 84
23 WILLARD wrogers Tuesday, 2016-10-25 20:36:06 84
24 Lalexander-PC lalexander Tuesday, 2016-10-25 19:19:21 84
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Rank Computer
25 WILLARD
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User
wrogers

Login Time
Tuesday, 2016-10-25 13:23:32

Anomalous Login Report
SECURITY ASSESSMENT

Probabilit
84
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Unusual Computer Login

Typically, only a certain set of users log into a particular workstation or server. The following table lists suspicious logins by users outside the norm
ranked from highest to lowest probability.

Rank Computer User Login Time Probabilit
1 HV04 Pkirk Saturday, 2016-10-22 02:17:21 60
2 HV04 dborden Friday, 2016-10-21 18:06:07 60
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Unusual Time of Day Login

Anomalous Login Report
SECURITY ASSESSMENT

Users typically login in a routine pattern, not only by day of week, but also by time of day. Logins outside their regular pattern may be anomalous.
The following table lists suspicious logins ranked from highest to lowest probability.
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Computer
darren-PC

WILLARD
Mwest-WIN864
HPDT-8CC5260NXY
PANOPTICON
tarsis
Lalexander-PC
ROWBOT

IRIDIUM

WAMPA
Boppenheimer-PC
HPLT-5CD4411D8Z
betty-INSPIRON
darkhorse

HV04

darren-PC
darren-PC
Mwest-WIN864
darren-PC
DESKTOP-N6S4H9A
Lalexander-PC
Lalexander-PC
darren-PC
darren-PC
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dfaithl
wrogers
ajameson
jtrotter
dwade
wpayne
lalexander
aborden
tsysco
tharold
boppenheimer
glee

bkirk
mporche
dborden
dfaithl
dfaithl
ajameson
dfaithl
pmaloney
lalexander
lalexander
dfaithl
dfaithl

Login Time
Tuesday, 2016-10-25 22:44:35

Tuesday, 2016-10-25 21:26:30
Tuesday, 2016-10-25 20:53:38
Tuesday, 2016-10-25 20:18:26
Tuesday, 2016-10-25 19:31:22
Tuesday, 2016-10-25 19:27:24
Tuesday, 2016-10-25 19:19:22
Tuesday, 2016-10-25 18:06:51
Tuesday, 2016-10-25 16:39:52
Tuesday, 2016-10-25 13:36:40
Monday, 2016-10-24 20:56:59
Monday, 2016-10-24 20:40:27
Monday, 2016-10-24 18:32:48
Monday, 2016-10-24 18:05:13
Friday, 2016-10-21 18:06:07
Tuesday, 2016-10-25 22:44:34
Thursday, 2016-10-20 14:11:47
Monday, 2016-10-24 12:55:44
Monday, 2016-10-24 22:38:37
Thursday, 2016-10-20 17:14:31
Tuesday, 2016-10-25 19:19:21
Monday, 2016-10-24 10:47:54
Monday, 2016-10-24 22:38:36
Friday, 2016-10-21 14:22:50

100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
96
93
92
89
88
86
86
86
86
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25 WILLARD
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User
wrogers

Login Time
Tuesday, 2016-10-25 20:36:06

Anomalous Login Report
SECURITY ASSESSMENT

Probabilit
84
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Unusual Computer Login by Day of Week

Login to a computer outside the normal days of the week may signify a suspicious login. The following table lists suspicious logins by users
outside the norm ranked from highest to lowest probability.

Rank Computer User Login Time Probabilit

1 darren-PC dfaithl Saturday, 2016-10-22 15:14:26 86
2 tarsis wpayne Wednesday, 2016-10-26 01:43:51 62
3 darren-PC dfaithl Thursday, 2016-10-20 22:02:55 60
4 darren-PC dfaithl Thursday, 2016-10-20 20:05:53 60
5 darren-PC dfaithl Thursday, 2016-10-20 20:05:52 60
6 darren-PC dfaithl Thursday, 2016-10-20 16:25:02 60
7 darren-PC dfaithl Thursday, 2016-10-20 16:25:01 60
8 darren-PC dfaithl Thursday, 2016-10-20 14:11:47 60
9 HV04 dborden Friday, 2016-10-21 18:06:07 55)
10 darren-PC dfaithl Monday, 2016-10-24 22:38:37 52
11 darren-PC dfaithl Monday, 2016-10-24 22:38:36 52
12 darren-PC dfaithl Monday, 2016-10-24 21:22:09 52
13 darren-PC dfaithl Monday, 2016-10-24 19:48:53 52
14 darren-PC dfaithl Monday, 2016-10-24 19:48:52 52
15 darren-PC dfaithl Monday, 2016-10-24 17:48:01 52
16 darren-PC dfaithl Monday, 2016-10-24 14:24:08 52
17 DESKTOP-N6S4H9A pmaloney Wednesday, 2016-10-19 11:35:13 50
18 HPDT-8CC5260NXY jtrotter Tuesday, 2016-10-25 20:18:26 50
19 HPDT-8CC5260NXY jtrotter Tuesday, 2016-10-25 17:17:11 50
20 HPDT-8CC5260NXY jtrotter Tuesday, 2016-10-25 17:17:10 50
21 HPDT-8CC5260NXY jtrotter Tuesday, 2016-10-25 12:16:24 50
22 tarsis wpayne Monday, 2016-10-24 16:48:49 50
23 tarsis wpayne Monday, 2016-10-24 13:53:51 50
24 darren-PC dfaithl Friday, 2016-10-21 21:36:10 43
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Rank Computer
25 darren-PC
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User
dfaithl

Login Time
Friday, 2016-10-21 21:18:13

Anomalous Login Report
SECURITY ASSESSMENT

Probabilit
43

PAGE 13 of 13



